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Executive Summary

North Korea’s commercial information technology (IT) industry has operated overseas, largely
unnoticed, for decades. It sells a range of products and services including website and app
development, administrative and business management software, IT security software, and biometric
identification software for law enforcement applications. Its global network includes a myriad of front
companies, intermediaries, and foreign partnerships. Yet despite the attention currently paid to North
Korea’s overseas revenue streams and its offensive activities in cyberspace, the spotlight has yet to
Mluminate the money-spinning North Korean IT firms whose offerings seem to have found their way
into corporate supply chains and potentially even Western-allied law enforcement agencies. Drawing
upon extensive open-source investigations by the authors, this paper examines several nodes in North
Korea-linked IT networks and considers the implications for current and future policy efforts to stem
North Korean revenue and mitigate the cyber-security threats the country poses.

Introduction

A common assumption about North Korean export activity is that, as former Secretary of Defense Robert
Gates once said, the Democratic Republic of North Korea (DPRK) will “sell anything they have to anybody
who has the cash to buy it.” Pyongyang's information technology (IT) sector bears out this view. Gaining
steam in the 1990s, the North Korean IT sector has expanded to include a significant network overseas
in locations such as China, Russia, Southeast Asia, the Middle East, and Africa. Today, the country’s firms
generate foreign revenue from the sale of a wide range of related goods and services, including website
and app development, administrative and business management software, radio and mobile
communications platforms, IT security software, and biometric identification software for law
enforcement applications. North Koreans appear to have marketed virtual private networks (VPNs) and
encryption software in Malaysia, sold fingerprint-scanning technology to large Chinese companies and
parts of the Nigerian government, produced facial recognition software for law enforcement agencies
via front operations, and built websites for myriad individual and corporate clients.

North Korea’s activities in the IT sector pose three main challenges for international efforts to curb
threats emanating from the country. First, revenue accrued through the sale of IT goods and services
likely blunts the impact of sanctions imposed by the United Nations and individual countries. Those
sanctions focus primarily on the North Korean export of tangible commodities. Generally, services are
considered only when they relate to military contracts, or more recently, to migrant labor. As a result, it
is possible that North Korea may more actively seek to generate funds through intangible or less-
tangible offerings, including those in the IT sector. Indeed, one specialist has recognized the DPRK as a
source of affordable IT talent.* Cultivating IT expertise on activities such as software development not
only provides revenue for the country, but also sidesteps the need to export migrant laborers in
contravention of UN sanctions.?

Moreover, some of the revenue earned through the IT sector may directly or indirectly benefit
individuals or companies linked to North Korea’s nuclear and missile programs. The network of
companies linked to Glocom—a company recognized by the United Nations for both its links to the UN-

! Paul Tija, “Inside the Hermit Kingdom: IT and Outsourcing in North Korea,” Communications of the ACM 55, no.
8 (2012), pp. 22-25, http://www.gpic.nl/outsourcinginNorthKorea(CACM).pdf.
2 UN Security Council Resolution 2397, S/Res/2397, November 15, 2017.



sanctioned North Korean intelligence agency and its role financing the country’s nuclear programs—
includes at least two IT companies, examined below.?

The Korea Computer Center (KCC)—established in North Korea in 1990 to expand the country's IT
capabilities and, according to the United States Treasury, operating overseas in Germany, China, Syria,
India, and the Middle East—is another interesting case. It was designated by the US Treasury June 1,
2017 for generating revenue for the North Korean regime, including the UN-sanctioned Munitions
Industry Department.® North Korea’s continued revenue generation through IT thus seems to be a
possible lifeline for at least some sanctioned entities, dulling the effect of efforts to exert particularly
pointed pressure on those parts of the North Korean system.

It is possible that North Korea's IT sector may yet become a more focused target of the “maximum
pressure” campaign championed by the United States. Though IT exports writ large have yet to be
subject to international sanctions, President of the United States Donald J. Trump signed, in September
2017, Executive Order 13810, which specifically includes North Korea's IT sector under the new
sanctions authority.® Taken together with the sanctions on KCC in 2017, this indicates that the US
Treasury may be paying greater attention to North Korean IT activities. Given Washington'’s leading role
in designing sanctions at the UN level, this interest could translate into multilateral measures in future
as well. Focus of that kind would help raise attention to North Korean activity in the sector and provide
a relatively straightforward basis for countries interested in taking action to curb it.

Restricting North Korea’s activity in the IT sector will neverthelessinvolve a second challenge. Less tangible
technology transfers of the kind sold by North Korea are intrinsically difficult for countries to detect and
prevent, but they present an even greater problem when layered with North Korea’s evasive practices.
North Korean networks active overseas have become increasingly adept at “hiding in plain sight” and
concealing visible links to Pyongyang. Front companies and aliases help North Korean firms blend into
the Asian marketplace, allowing them to market their goods as being from China or Southeast Asia, for
example. This approach means North Korean individuals and entities can often convince unwitting clients
to use them as a supplier without raising any alarm bells that something is amiss. This applies to the IT
sector as well. Investigations indicate that North Korea may be using freelancing websites—such as
Freelancer.com and Guru.com—to further enhance their anonymity and generate new business from
customers unaware that their business is going to Pyongyang.

Third, the export of IT goods—particularly software—heightens the risk of cyber insecurity. Attention
to North Korean offensive activity in cyberspace is mounting, following the attempted theft of nearly

% United Nations, “The List established and maintained pursuant to Security Council res. 1718,” generated April
25, 2018,
https://scsanctions.un.org/fop/fop?xml=htdocs/resources/xml/en/consolidated.xml&xslt=htdocs/resources/xsl/
en/dprk-r.xsl.

4 US Department of the Treasury, “Treasury Sanctions Suppliers of North Korea’s Nuclear and Weapons
Proliferation Programs,” Press release, June 1, 2017, https://www.treasury.gov/press-center/press-
releases/Pages/sm0099.aspx.

® The Munitions Industry Department was sanctioned by the United Nations on March 2, 2016, for its role
overseeing the DPRK'’s ballistic-missile program.

® Executive Office of the President, “Imposing Additional Sanctions with Respect to North Korea,” Executive
Order 13810, September 20, 2017, https://www.federalregister.gov/documents/2017/09/25/2017-
20647/imposing-additional-sanctions-with-respect-to-north-korea.



one billion dollars from Bangladesh’s account at the Federal Reserve Bank of New York” and the
worldwide WannaCry malware attacks,? both of which have been attributed to the DPRK. Analysis
conducted by Kaspersky Lab, an internationally recognized cybersecurity firm, purports to reveal the
modus operandi for North Korean hackers. According to their analysis, North Korean hackers initially
compromise a victim’'s network using remotely accessible vulnerable code or an exploit planted on a
benign website.’ The former method is of particular interest as North Korean-developed software could
be an ideal delivery mechanism for remotely accessible code. Though individual cases of vulnerabilities
created by use of North Korean IT security products have yet to be publicly reported, the potential for
such vulnerabilities undeniably exists. North Korea has repeatedly shown that it is willing to exploit its
cyber capabilities for commercial and financial gain.

This report highlights these challenges using two case studies, focusing on nodes in North Korea-linked
IT networks. The cases outlined are based purely on open-source information, and therefore tell an
incomplete story. They also represent both a fraction of the authors’ wider research on this subject, and
a fraction of North Korean IT networks themselves. As a result, this report is merely a starting point for a
necessarily larger conversation over the threats and risks posed by North Korean involvement in the
commercial IT industry, and how best to address them.

The Korea Aprokgang Technology Company Network

Investigations into North Korean IT companies overseas reveal the key role played by the Korea
Aprokgang Technology Company, whose business is known to span Russia, China, Southeast Asia, and
Africa.’® According to a 2002 business publication, the company has “led the IT industry in North Korea
since the 1990s,” with a specialization in biometric information technology products and software for
security applications.'* The same publication claimed the company then had 400 IT workers, and that it
had “shipped security products based on its fingerprint authentication technology and personal
authentication system to China, Thailand, Japan and Nigeria.”? Aprokgang claims to have won two gold
prizes for its fingerprint recognition and scanning software at the International Exhibition of Inventions
in Geneva during the 1990s.** Other North Korean companies have made similar claims.**

" Aruna Viswanatha, and Nicole Hong, “U.S. Preparing Cases Linking North Korea to Theft at N.Y. Fed,” Wall Street
Journal, March 22, 2017, https.//www.wsj.com/articles/u-s-preparing-cases-linking-north-korea-to-theft-at-n-y-
fed-1490215094.

8 “Cyber-attack: US and UK blame North Korea for WannaCry,” BBC, December 19, 2017.
http://www.bbc.com/news/world-us-canada-42407488.

% “Chasing Lazarus: A Hunt for the Infamous Hackers to Prevent Large Bank Robberies,” Kaspersky Lab, April 3,
2017, https.//www.kaspersky.com/about/press-releases/2017 _chasing-lazarus-a-hunt-for-the-infamous-
hackers-to-prevent-large-bank-robberies.

10 A k.a. Korea Aprokgang Technology Development Company (KATDC).

Y North Korea: Investment & Business Guide (Washington, DC: USA International Business Publications, 2002),
p. 100.

12 |bid.

3 Ibid. The Exhibition did not respond to repeated requests for information.

14 Chosun Technology Company supposedly won a prize for a fingerprint device at the same exhibition, albeit in
1996. See North Korea: Investment & Business Guide, p. 257. CNS has been unable to independently confirm
such claims, although the Korea Central News Agency has referenced those made by Aprokgang. See “Korea
Amnokgang Technology Development Corporation,” KCNA, September 25, 2002. Accessed via
www.KCNAWatch.co. It is possible that these companies won their prizes under different names. There is
precedent: the KCC supposedly participated in the 1999 China World Computer Fair under the name of an



Aprokgang has continued to be active since the 1990s. In or around 2006, it appears to have outfitted
the civil service in Rivers State in Nigeria with fingerprint and card scanners. The Nigerian team that set
out to find appropriate contractors reportedly searched “all over the place, until their ship berthed at
the shores of KATCO Limited [the Korea Aprokgang Technology Corporation].” The company is
registered in Nigeria as “Katrad Aprokgyang Technologies Company,” and remains a live entity.** It is
unclear how precisely the Nigerian officials tasked with procuring new security systems for River State
arrived at Korea Aprokgang’s “shores.”

There is evidence that Nigerian contracts may have run through China. The press release regarding the
River State deal mentions that those responsible for procurement made “the ultimate discovery of PEFIS,”
a brand trademarked by the Katrad Aprokgang Technology Co in Lagos, Nigeria, that features a fingerprint
as itslogo.*® Web searches for PEFIS reveal that it is a Beijing-registered firm formally incorporated as PEFIS
Electronic Technology (Beijing) Co. offering a range of biometric security products, from fingerprint
scanners to facial recognition software and card readers.’ Some of these products are displayed on a
corresponding Chinese Ministry of Commerce page for the company.*® PEFIS also purports to be the “first
developer of a fingerprint lock in China,” and to have received four gold prizes at the International
Exhibition of Inventions—a claim that corresponds with that made by Korea Aprokgang.*® This link is
borne out by corporate registry documents, which show that PEFIS was a live company, through January
2018, with the Korea Yalu River Technology Development Association as a primary shareholder.?
“Aprokgang,” or its alternate romanization “Amrokgang,” is the Korean name for “Yalu River.”

PEFIS was first registered in Chinain 1996, using a 45 million yuan initial investment from the Korea Yalu
River Technology Development Association.?* According to its latest corporate filings, the company has

14 staff, including its directors Han Zhihu (858 %), Li Wenshan (Z3 L), and Yin Yongjun (FE&). Its

undisclosed Chinese company. See: Woo-Suk Nam, “North Korea’s IT Industry,” Korea Trade-Investment
Promotion Agency, January 3, 2001, http://www.kotra.or.kr:80/main/info/nk/eng/main.php3, online via Wayback
Machine at www.web.archive.org. According to the Korea Trade-Investment Promotion Agency, KCC also
produced a fingerprint lock at one point. It is unclear whether this was among the products it presented in 1999.
It is also unclear whether these entities developed their technologies in parallel, or if such development was a
shared enterprise.

% Information from the Nigerian Corporate Affairs Commission, company number 424297. See
http://new.cac.gov.ng/home/. The use of alternate romanisations of Korean names is a common challenge when
conducting due diligence on North Korean corporate networks.

!¢ Trademark number TP. 73709/03.

17 Chinese name: FE THE 7R (bR ) BPFR/A B, with Registration number 110000410111651. Some English
translations of the name on official documentation use “Pei Fuiji Electronic Technology (Beijing) Co Ltd.”

18 “pefis Electronic Technology (beijing) Co., Ltd,” Ministry of Commerce of the People’s Republic of China,
Accessed April 25, 2018, http://ccne.mofcom.gov.cn/5159.

% Note the discrepancy between Aprokgang’s claim (gold prizes in 1990 and 1994) and that of PEFIS (four gold
prizes between 1990 and 1996). The reason for this discrepancy is unclear.

20 gAEE PSSR T IR FF & =%t While acompany number is provided for this shareholder, they do not appear to
be separately registered as a legal entity in China. Official corporate registry document also suggests that in

2015, the shareholder was listed with a slightly different name (8834 3R FF & S = %t) compared to the one

usually offered (BAEF PS4 TH AR FF & S &4t). It is unclear whether this represents a significant change.

21 |n 2018 valuation, this equates to approximately 62 million yuan, or USD $9.7 million (Annex 1). Beijing
Administration for Industry and Commerce, National Enterprise Credit Information Publicity System.



annual return figures are not disclosed on official paperwork, but are available via third-party sites.?
Annual sales for 2016 reportedly amount to 274 million yuan (USD $42 million), though recorded profit
is only 205,000 yuan or USD $34,000 (Annex 2). It is unclear whether these figures are accurate, as
amounts recorded for tax paid by the company would be equivalent to a 0.05% tax rate. The company
filed annual reports through 2016, demonstrating its recent activity in the Chinese IT sector.

Pefis’ business license was revoked by the Beijing Administration for Industry and Commerce on
January 22, 2018, ostensibly for violating UN resolution 2375 (2017). That resolution—adopted 11
September 2017—required countries to prohibit joint ventures and cooperative entities

with DPRK entities or individuals, mandating the closure of existing joint ventures by 9 January
2018. Despite China’s administrative action against Pefis, a welcome example of sanctions
enforcement, the company’s website and page with the Ministry of Commerce both remain active
at time of writing.”

Further research indicates that one of PEFIS’ sources of profit may be the sale of its software and
algorithms to other major biometric security firms. The PEFIS home page features a set of links to other
Chinese companies producing fingerprint scanning products (Annex 3). One is for a company that
appears to be Chinese owned and operated, though there are indications that its products may use
North Korean software. Several separate business-to-business websites marketing the company’s
products claim that its products use North Korean algorithms (Annex 4). Some of the advertisements
state that the product is a “new version of North Korean algorithms with dependability and
accuracy...[and] identification speed obviously improved.” In fact, as demonstrated in Annex 4, a search
for the same phrase reveals many more potential suppliers of products claiming to integrate North
Korean algorithms. This software may be supplied by PEFIS or its parent firm, though CNS cannot
confirm this. If accurate, through the Chinese company’s distributors and partners, the products and
their integrated North Korean software is on sale in every continent.

Another Chinese manufacturer identified on the PEFIS site is also active in the biometric security
arena. They, too, describe their fingerprint scanners as having a “world-class algorithm,” though
with no mention of North Korea or any foreign provider of it. However, their product interface bears
striking resemblance to one advertised by a Malaysian company, which states that it uses
algorithms that won gold prizes at the International Exhibition of Inventions in Geneva during the
1990s. Though it cannot be confirmed, the similarity in claims suggests it could be a reference to
the same prizes won by Korea Aprokgang. Furthermore, the screen on the Malaysian product
fingerprint time recorder is almost identical to that of a fingerprint time recorder sold by one of the
PEFIS-linked Chinese companies. Both show a time around 10am, a date stamp of 2015, and a
backdrop of a desert and blue sky (Annex 5). It is unclear whether these similarities exist because
they use the same underlying software, or whether there are other explanations.

Further research links PEFIS to an Aprokgang-affiliate in Russia. The affiliate—EMA, LLC—is 49 percent
owned by Korea Aprokgang.? Since its incorporation in 2008, EMA has engaged in behaviors similar to
other Aprokgang companies selling biometric security devices. This includes the manufacture of
computers and peripheral equipment, electrical installation, and joinery installation. EMA possesses a

22 From 2014, Chinese authorities no longer publish certain types of financial information, including
shareholding contributions.

Z National Enterprise Credit Information Publicity System, accessed May 8, 2018. See Annex 1.

24 Russian name: 000 3MA, with Tax Identification Number (MHH) 6501196130. Its full name in Russian is OO0
SnekTpoMoHTaxk AMHOKKaHb. The remainder of the shares are held by a Russian company.



2009 consignment certificate for biometric locks model FOC568 manufactured by PEFIS, which
corresponds to an entry on the PEFIS website.?® A matching lock® is advertised by a Russian security
company as the Aprokgang-568 (AmpokkaH-568).%" That company shares its registered address and
phone number with EMA. Its owner is also the general director and majority shareholder via another
Russian security company of EMA. Korea Aprokgang also has an active representative? in Vladivostok,
though it is unclear whether this “Aprokgang” is the same entity as the Korea Aprokgang Technology
Development Company in Pyongyang, or whether it is affiliated with a parent company or other firmin
the corporate group.

These activities suggest that, despite the sanctions regime, Korea Aprokgang and its affiliate companies
(including PEFIS) are able to successfully form diverse corporate partnerships and develop business in
the global market for biometric security products and software. Crucially, it appears that a key part of
their business is not the sale of physical devices, but of intangible technology transfer. This shift will only
make it harder for investigators to uncover the activities of this network and others involved in the North
Korean IT sector. Furthermore, the sale of software could pose a cyber-security risk for clients.

The GLOCOM Network

Global Communications Co, or “Glocom,” a defense firm operating from Malaysia that sold “radios and
communications equipment, navigation equipment, Battle Management System (BMS), Command &
Control System (C2S), and other customized equipment for [sic] military and para-military organizations,
secret service and security organizations, and specially authorized civilian governments at home and
abroad.”” In February 2017, the United Nations Panel of Experts established pursuant to resolution 1874
exposed Glocom as a North Korean front controlled by the country’s intelligence agency, the
Reconnaissance General Bureau.® A Reuters special investigation published shortly thereafter revealed
a web of Glocom-linked individuals and benignly named front companies operating in Malaysia,
Singapore, and further afield.** Together, they showed how key North Korean individuals based in
Pyongyang and Kuala Lumpur were able to establish this network and facilitate years of illegal arms-
related sales, gaining access to local bank accounts and major defense trade fairs.

WCW Resources and Adnet International

Little-noticed at the time of the investigation were the two IT companies within the Glocom network.*
WCW Resources Sdn Bhd, registered in Malaysia in November 2015, remains active at the time of writing.

% Registry number POCC CN.AB71.A00442, issued October 23, 2009.

% Referred to in the consignment certificate as the FOC568, sold by PEFIS as the FOC568PET and by FinEko-Rosa-
1 as the Aprokgang-568 (AmpokkaH-568).

2" Russian: 000 YOI “OUH3KO-POCA-1,” Tax Identification Number (MHH) 6501146700. See www.fineco-
rosa.snc.ru, and specifically the Aprokgang-linked products page www.fineco-rosa.snc.ru/teh6.html.

28 Russian: Mpeg OT3 “Anpokkatb,” Tax Identification Number (MHH) 9909344990.

2 “About Glocom” section, www.glocom-corp.com.

% United Nations Security Council, “Note by the President of the Security Council,” S/2017/150, February 27, 2017.
31 James Pearson and Rozanna Latiff, “North Korea spy agency runs arms operation out of Malaysia, U.N. says,”
Reuters, February 26, 2017, https://www.reuters.com/article/us-northkorea-malaysia-arms-insight/north-korea-
spy-agency-runs-arms-operation-out-of-malaysia-u-n-says-idUSKBN1650YE.

%2 James Pearson of Reuters discussed the firm in a March 2017 episode of the Arms Control Wonk podcast. See;
“Glocom and DPRK Fronts,” Arms Control Wonk Podcast, March 10, 2017,

http://armscontrolwonk libsyn.com/glocom-and-dprk-fronts. Thereafter, CyberScoop also reported on the
activities of these companies, further detailing Adnet International’s purported operations. See Patrick Howell



Though no North Koreans appear as directors, WCW’s majority shareholder is Kim Chang Hyok, the
North Korean at the center of the Glocom network in Malaysia.** The firm offers a range of “computer
consultancy” services spanning web and software development.

Similarly, Adnet International Sdn Bhd, registered in 2015 by a group of Malaysian nationals and only
recently dissolved, also lists Kim Chang Hyok as a shareholder.®* Several of its Malaysian directors also
appear on the paperwork of other Glocom-linked front companies.

Adnet’s website was removed shortly after the UN named Glocom, but archived versions are available
online.* It advertised a range of IT products and services, from virtual private network clients and
encryption services, to USB security keys, apps, and website development. The Adnet site further
claims that its core technology includes “biometrics identification techniques based on fingerprint,
palm-print or face identification skills, artificial intelligence techniques” and that “the fingerprint
products based on self-developed fingerprint identification technique were awarded four golden
prizes at Geneva International Invention Exhibitions held in Switzerland (1990~1996).”*" The assertion
mirrors that made by PEFIS and Aprokgang. Furthermore, Adnet states that it has “old cooperative
partners of tens of years in China, Russia, Japan, Nigeria and [elsewhere]” and that its products were
on sale in “China, Japan, Malaysia, India, Pakistan, Thailand, UAE, UK, Germany, France, Russia, Canada,
Argentina, Nigeria and other countries.”®

The company’s declared employee details also merit further scrutiny. Adnet’s website stated that it had
“over 500 talented technicians”; however, given the other available details about the company’s
operations, it is unlikely that it would have had this number of employees in Malaysia alone. Instead, it
is more likely that the firm was also drawing upon technicians—possibly North Korean— located
elsewhere. Adnet’s phone number is used on social media accounts for “Zhu Taihu,” a Korean-speaking
IT developer at Adnet International, according to his LinkedIn page. On the page, he notes that he is
establishing a “promising IT company in Malaysia” and “can provide a lot of IT technicians as many as
you want if you want...If you hire them, you'll never be disappointed and you'll become a millionaire.”
His LinkedIn profile photo appears to have borrowed from an unrelated Indonesian man, suggesting
that the profile may be fake and “Zhu Taihu” may be an alias.

Investigations also revealed Freelancer profiles for Malaysian software developers claiming to have
worked at Adnet International in Malaysia (Annex 6). One states under their Adnet experience that
“hiring me is hiring my members,” and purports to have been involved in the development of a vehicle
recognition system, an area in which North Korean firms elsewhere also claim to specialize, as outlined

O’Neill, “Why was North Korea running a phantom cybersecurity startup in Malaysia?” CyberScoop, March 27,
2017, https.//www.cyberscoop.com/north-korea-cybersecurity-united-nations-adnet-international/.

% North Korea increasingly relies on foreign nationals to complete corporate paperwork for its networks overseas,
particularly in jurisdictions where corporate records contain details of director/shareholder nationalities.

3 Information from the SSM Companies Commission of Malaysia, company number 1166441-K.

% Information from the SSM Companies Commission of Malaysia, company number 1145090-U.

% Website of Adnet International, www.adnet.com.my, accessed via Wayback Machine at www.web.archive.org.
$7“About Us,”Adnet International, www.adnet.com.my/adnet/aboutus, accessed via Wayback Machine at
www.web.archive.org.

% |bid.

% LinkedIn page for “Taihu Zhu,” https://my.linkedin.com/in/taihu-zhu-97851412a.



below.* While it cannot be confirmed that this is the same Adnet as the Glocom-linked company in
question, it is possible that Glocom-linked IT firms are using Freelancer profiles to conceal the North
Korean origin of the services offered.

Future TechGroup

Glocom shares its current web infrastructure with acompany called Future TechGroup,* whose expired
SSL certificate is self-signed by Glocom. Future Techgroup’s website, the landing page of which now
only says “coming soon,” previously advertised a “powerful and experienced info-tech community.”** It
made no mention of its physical location or who is part of this “community.” However, the previous
website analyzed by CNS bears distinct hallmarks of a North Korean firm. Cached versions of the site
show it advertises sophisticated technology for mushroom growing—an industry that, while out of
place in their software-focused business, is distinctly popular in North Korea. The company also
advertised Korean-language translation software, another red flag. In addition, the marketing video on
the site featured a cover of the Rocky theme song performed by the Moranbong Band, a North Korean
pop group, for Kim Jong Un.*®

The firm claimed to have recently won a prestigious award for its facial recognition software at an
international competition in Switzerland.** Further investigations into the competition supported this
claim in part. The software in question, however, had been entered by a seemingly reputable not-for-
profit entity in a US-allied country, not by a North Korean firm.** The authors have refrained from
publishing full details of this partner company, as our research suggests that it was probably genuinely
unaware of their software supplier’s connection to North Korea—a link effectively obscured by the
evasive tactics adopted by Future TechGroup-linked individuals and entities. It is the opinion of the
authors that even reasonable due diligence performed by the company may not have sent up red flags.

In addition to its claims to major international prizes, Future TechGroup advertises past website
development projects—including one for a US primary school—and purports to have sold their facial
recognition software to Turkish and other law enforcement agencies. CNS could not verify these claims.

If true, how could a seemingly North Korea-linked IT firm manage to successfully permeate the global
security marketplace in this way without being detected? One possibility is that individuals linked to

40“3osit Sdn Bhd,” a firm within the MKP Group—a North Korean-Malaysian joint venture—boasts having
developed a vehicle tracking software which uses GPS. See

http://sosit. mkpholdings.com.my/product/index.php?part=vehicle. As with other North Korean-linked IT firms,
SOSIT and individuals affiliated with it make use of freelancer websites to develop new business.

41 |t is possible that Future TechGroup has a North Korean analogue, Miraetech Company. Mirae is Korean for
future. That company’s areas of work correspond to those of Future TechGroup. Miraetech has produced devices
in the fields of IT, machine-building, and geological prospecting.* This last field is of particular note: Future
TechGroup also, in addition to its IT services, sells geomagnetic prospecting technologies. “Miraetech Company”.
KCNA. 30 September 2009. Accessed via www.KCNAWatch.co.

42 Content was removed from the website <future-techgroup.com> in August 2017.

4 The authors are grateful to the devoted Moranbong Band fan who pointed out this detail. A video of the Rocky
theme song as performed by the Moranbong Band is available at:
https://www.youtube.com/watch?v=alYZMkkzNxKk.

4 The competition is not related to the International Exhibition of Inventions in Geneva.
https://web.archive.org/web/20170220014915/http://future-techgroup.com/.

% In line with the apparent North Korean signatures on the Future TechGroup website, a video held by the
authors that demonstrates the software appears to feature Korean individuals.



Future TechGroup formed business links in the way that many programmers do: freelancing websites.
Further research into information presented on the Future TechGroup site revealed freelance profiles
on Freelancer.com and Guru.com for a Vietnam-based facial and object recognition software
specialist called “Richard Minh.”*® Product images on those Freelancer pages are identical to the
product videos and images on the previous Future TechGroup site (see Annex 7).

Richard Minh’s Freelancer profile is under the username “kjg197318,” suggesting that “Richard Minh”
could be an alias and his username corresponds to his true initials and possibly birthdate. Freelancer
pages show that “kjg197318” has won a number of contracts around the world, including for license
plate recognition software for a customer in Turkey and a range of clients in North America and
Europe.*” According to the parallel Guru.com profile, Richard Minh preferred to take payment for work
by PayPal.

The Vietnamese connection is further strengthened by one of the pages from the Future TechGroup
website. In demonstrating the vehicle recognition software, the example used appears to be a
Vietnamese license plate (see Annex 8). Vietnam recently announced that it had denied visas for more
than twenty North Korean IT workers, though it is unclear whether they were connected to this case.*

North Korean evasion cases like this prove the effectiveness of Pyongyang’'s approach: use simple
obfuscation methods and replicate them on a large scale. Basic tactics like hiding in the volume of foreign
Asian business, creating front companies with non-descript web footprints, and using aliases are often
enough for North Korea to convince outside eyes that nothing is amiss. In addition, North Korean
individuals using freelancing websites can often act with even greater levels of anonymity. These tactics
seem to have fooled both major international competition and at least one reputable defense firm in a
US-allied country. The outcome is that foreign governments and law enforcement agencies may have
inadvertently and indirectly paid North Korea to develop software they currently use.

Conclusion

The case studies included in this report provide merely a small window into the front companies,
intermediaries, and foreign partnerships that have allowed North Korean IT offerings to find their way
into public- and private-sector supply chains worldwide. Pyongyang'’s activities in this sector are far
larger than detailed in this report, and larger still than what is appreciated in the public conversation
over North Korea's overseas footprint.

The challenges this activity creates for policy and cyber security could be comparatively substantial. The
continued sale of North Korean IT goods and services undercuts the UN sanctions regime in several
ways. Generally speaking, it represents a continued source of revenue for North Korea, albeit one that
is difficult to quantify given the approach to contracting and lead generation that appears to occur.
Commercial freelancing profiles, and North Korea's general commercial networks, seem to be
increasingly used to produce new contracts that can be filled by the country’s IT developers, wherever
they may reside. More specifically, as the companies linked to the Glocom network demonstrate, IT

¢ See Richard Minh’s Guru.com active profile at https.//www.guru.com/freelancers/richard-minh. The
Freelancer.com profile for Richard Minh (https://www.freelancer.com/u/kjg197318) has been closed since
commencing this investigation.

47 See, for example: https://www.freelancer.com/projects/android/project-for-kjg-14117250/

48 Shim, Elizabeth. “Vietnam expels North Korea shipping chief,” UPI, October 20, 2017,
https://www.upi.com/Vietnam-expels-North-Korea-shipping-chief/3621508509635/.



services seem to be benefitting parts of the North Korean system that have a role in the country’s
military programs.

The result is that IT products and services sold overseas by the North Koreans may be blunting both the
effect of targeted sanctions on certain entities of concern, as well as on the regime more broadly. A
more general treatment of the IT sector within multilateral and unilateral sanctions regimes could help.
At present, these IT-related sales are sanctionable only if they violate bans on joint ventures,
designations of individuals or entities, or migrant labor restrictions. While parts of Korea Aprokgang’s
Nigerian and Russian networks appeared to be structured as joint ventures, and while the Glocom
network has confirmed ties to the sanctioned Reconnaissance General Bureau, ascertaining and
substantiating linkages between IT companies and existing sanctions is likely to require more effort
than most countries are willing to exert.* It is also unclear precisely how much of North Korea’s IT
activity the current sanctions net would catch.

Even with changes to the sanctions regime, restricting North Korea’s activity in the global IT sector will
pose an operational challenge. North Korean networks continue to create elaborate guises to fool their
interlocutors into thinking they are of another nationality. Intangible forms of revenue generation, like
North Korea’s sale of algorithms or any software development offshoring, are also intrinsically harder to
stem than tangible ones. Governments lack opportunities to physically interdict such exports, and even
countries with comparatively sophisticated export-control arrangements struggle to develop feasible
approaches to managing intangible technology transfers.

Perhaps the best chance of disrupting this activity rests on disrupting the networks involved. In
contemplating the shape of any sanctions that cover North Korean IT, governments should seek to
create sector-wide authorities to take aim at major players in North Korea’s IT industry. As indicated
above, this has yet to occur at the UN level, and the Korea Computer Center is, at the time of writing,
the only IT company sanctioned by the United States.

Government guidance to the private sector—particularly those operating in industries in which the
North Koreans specialize, such as biometric identification—would also be useful. Such action would
clearly demonstrate to the private sector the need to be alert to DPRK IT services and to take this
problem seriously. It could also provide specific examples of DPRK action they could look to and guard
against. Companies and other actors outsourcing IT goods and services—especially those in high-risk
industries—should augment and expand their due diligence practices when contracting using
freelancer websites or providers in Asia.

Without such steps, North Korea's activity in the IT sector is likely to continue to pose an under-
appreciated cybersecurity threat. At present, it seems that many affected clients have unwittingly
engaged North Koreans. While the level of access Pyongyang may have into their customers’ systems
and data depends upon the services rendered, there is demonstrated potential for North Korea to
exploit these relationships for its cyber activities. As long as North Korea's IT sector remains in the
shadows, Pyongyang’s concerning sale of such goods and services will likely continue unabated.

49 Similarly, according to the US Treasury, the KCC “generates money for the North Korean regime through
software development and programming,” including for the sanctioned Munitions Industry Department, and “is
reported to have overseas locations in Germany, China, Syria, India and the Middle East.” Department of
Treasury, “Treasury Sanctions Suppliers of North Korea’s Nuclear and Weapons Proliferation Programs.”
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Annex 6: Freelancer Profiles Possibly Connected to Adnet International

Source: www.freelancer.com, accessed February 2018 and as it appears at time of writing.




2 I Ocskiop X e - x

C @ secure | https//www.freelancer.com/u, | I E NN w
H Apps [) NewTab
About Me Portfolio Reviews Resume — ¥ Hire Me
7] 63 reviews

Qualifications

IT Professor (2013)

AD Net International

| have IT professor certificate from AD Net International.

Publications

Many Software Products

No

AD Net Internationg

| have published too many software products on my hand.
Such as ev360ultimate, car recognition system, general desktop applications and mobile applications and etc.

Source: www.freelancer.com, accessed January 2018 and as it appears at time of writing. Note that the authors
cannot confirm that “Adnet International Sdn Bhd” and “AD Net International Sdn Bhd” (the latter as displayed
on the above freelancer profile) refer to the same entity. No entity by the name of “AD Net International Sdn
Bhd" is registered in Malaysia.



Annex 7: Profile information for “Richard Minh”

Source: Snippet of the www.future-techgroup.com website page for “object recognition”, accessed July 2017.

$& Computer Vision - Face I X

Overview

Portfolio

Feedback

Skills

Richard Minh

@ Hanoi, Hanoi, Vietnam

C' @& Secure https://www.guru.com/service/computer-vision-face-recognition-anpr/vietham/hanoi/hanoi/3587704

Get a Quote

« Computer Vision - Face Recognition, ANPR

I'm a Computer Vision experts team manager whose team has built some excellent SDKs

performing image processing.

Specifically, Face Recognition SDK is even better than several commercial SDKs such as VeriLook or

Luxand which is very useful in building surveillance system.

ANPR is based on good top SDKs so its accuracy is reliably high.

Logo Detection is also one of the core products which my team can deliver.
In addition, we can do a lot of things related to computer vision.

$50 / Hour
$2,000 minimum budget
Skills & Expertise
android development asp.net c# cH+ computer vision delphi dotnet

ios development opencv processing  vb.net

Related Work Collections

Vehicle detection & Tracking & Counting

Vehicle Counting System

image processing

Source: www.guru.com profile for “Richard Minh”, accessed July 2017.







Annex 8: Future Techgroup Page for Vehicle Recognition Software

Future Home About Products

Vehicle License Number Recognition Downioad »

This program can be used in various kinds of system such as vehicle volume monitoring system, vehicle-theft
protection system, road charges auto-management system, criminal pursuing system and so on.

Recognition Principle

B e LT T pp—— -

It is divided largely into detection of the license number plate and

recognition of number. The stage of detection of license plate isthe ~ "™ _ St Pt SRRSO etV
stage of detection of the license plate from camera’s image. There :.-_ o

are several methods and typical examples are the method using - =

information of shape of plate, neuron network method, AdaBoost —

method and so on. e

The method using information of shape of plate which is the first <o

used is the method which gets edge image and selects rectangular
shape which can become license plate from the image. This has
advantage of simplicity and disadvantage of low recognition ratio,
S0 it is no used independently but combined with other methods.
The methods of neuron network and AdaBoost learn previously
many license plates and find target. They are used widely nowadays because they have high recognition ratio. The
recognition of the license plate is performed by recognition of number from license plate given. This can be seen as
one kind of OCR and it can get high recognition ratio because recognition target is limited to license numbers and
various restricted kinds can be added.

QA

1. Can this software be used both of image and video from camera?
It can be used for both of them. It can support full real time processing for video from camera.
2. Can this software recognize license numbers of all countries in the world?

You know, it is different the form of license numbers in every country. This software uses form of license
numbers of specified country increasing recognition ratio. For example it is very difficult to identify English word
‘I' or number ‘1°. But if we use form of license number, we can identify easily because the English words and
numbers are restricted by their position. So in order to recognize license numbers of every country it is
necessary to correct program according to form of license numbers of their country. Now this software can be
used practically in United States and Europe, especially in Turkey.

Source: www.future-techgroup.com, accessed July 2018.






OCCASIONAL PAPERS AVAILABLE FROM CNS

online at http://nonproliferation.org/category/topics/cns_papers

#36 - North Korea's Information
Technology Networks

#35 « Countering North Korean
Procurement Networks Through
Financial Measures: The Role of
Southeast Asia

#34 « Open-Source Monitoring of
Uranium Mining and Milling for
Nuclear Nonproliferation Applica-
tions

#33 - WMD Proliferation Risks at
the Nexus of 3D Printing and DIY
Communities

#32 - Taiwan'’s Export Control
System: Overview and Recom-
mendations

#31 « Revisiting Compliance in the
Biological Weapons Convention

#30 « Crowdsourcing Systems and
Potential Applications in Nonpro-
liferation

#29 « The Verification Clearing-
house: Debunking Websites and
the Potential for Public Nonprolif-
eration Monitoring

#28 « Geo4nonpro.org: A Geospa-
tial Crowd- Sourcing Platform for
WMD Verification

#27 « Searching for lllicit Dual Use
Items in Online Marketplaces: A
Semi-Automated Approach

#26 - 2016 Symposium Findings
on Export Control of Emerging
Biotechnologies

#25 « Outlawing State-Sponsored
Nuclear Procurement Programs &
Recovery of Misappropriated
Nuclear Goods

#24 . Strengthening the ROK-US
Nuclear Partnership

#23 « Replacing High-Risk Radio-
logical Materials

#22 « A Blueprint to a Middle East
WMD Free Zone

#21 « Biotechnology E-commerce:
A Disruptive Challenge to Biologi-
cal Arms Control

#20 - Countering Nuclear Com-
modity Smuggling: A System of
Systems

#19 - Alternatives to High-Risk
Radiological Sources

#18 « Stories of the Soviet
Anti-Plague System

#17 «» Ugly Truths: Saddam Hus-
sein and Other Insiders on Iraq’s
Covert Bioweapons

#16 « Rethinking Spent Fuel
Management in South Korea

#15 « Engaging China and Russia
on Nuclear Disarmament

#14 « Nuclear Challenges and
Policy Options for the Next US
Administration

#13 « Trafficking Networks for
Chemical Weapons Precursors:
Lessons from the 1980s Iran-Iraq
War

#12 « New Challenges in Missile
Proliferation, Missile Defense, and
Space Security

#11 .« Commercial Radioactive
Sources: Surveying the Security
Risks

#10 « Future Security in Space:
Commercial, Military, and Arms
Control Trade-Offs

#09 - The 1971 Smallpox Epidem-
ic in Aralsk, Kazakhstan, and the
Soviet Biological Warfare Program

#08 - After 9/11: Preventing
Mass-Destruction Terrorism and
Weapons Proliferation

#07 - Missile Proliferation and
Defences: Problems and Pros-
pects

#06 « WMD Threats 2001: Critical
Choices for the Bush Administra-
tion

#05 - International Perspectives
on Ballistic Missile Proliferation &
Defenses

#04 - Proliferation Challenges and
Nonproliferation Opportunities
for New Administrations

#03 « Nonproliferation Regimes at
Risk

#02 « A History of Ballistic Missile
Development in the DPRK

#01 « Former Soviet Biological
Weapons Facilities in Kazakhstan:
Past, Present, and Future




nonproliferation.org

Middlebury Institute of
International Studies at Monterey

James Martin Center for Nonproliferation Studies



http://nonproliferation.org



