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Weapons (NPT) provides states partieswith an op-

portunity to demonstrateto the international com-
munity their compliance with treaty obligations, by coop-
erating with the International Atomic Energy Agency
(IAEA) inthe application of safeguards. These safeguards
constitute an important part of the complex structure of
international confidence-building measures designed to
provideahigh level of assurancethat all states partiesto
the treaty do not use nuclear material and facilities for
military or unknown purposes.t

The Treaty on the Non-Proliferation of Nuclear

The specific nature and form that safeguards should
encompasswas atopic of intensediscussion in the period
leading up to the entry into force of the NPT in 1970.
The negotiations of the model safeguards agreement,
INFCIRC/153, were protracted and difficult.? There were
occasions when the dictates of political expediency and
national interest did not quite align with the technical re-
quirements of safeguards. In the end, INFCIRC/153
emerged asapractical expression of technical safeguards
requirementstempered by competing concerns of national
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sovereignty and aninternational need for confidence-build-
ing measures.

The safeguards that have grown out of INFCIRC/153
are customarily referred to asthe* classical” safeguards
system. Sinceitsinception, this system has been strength-
ened by theregular introduction of new methods and tech-
niques, improving both its effectiveness and efficiency for
detecting diversion of nuclear materia placed under safe-
guards. However, the classical system remained focused
mainly on the correctness of the nuclear material inven-
tories that states declared to the IAEA. Theissue of the
completeness of states' declarations has been addressed
mostly in relation to theinitial declarationsto the |AEA
by states (Spain, Republic of South Africa, Argentina,
Brazil, and the Newly Independent States) that joined the
NPT in the late 1980s and 1990s.

Theclassical system of safeguards had tightly defined
limitsand goals. Verification measureswererestricted to
defined “ strategic points’ within clearly delineated facili-
tiesat declared sites, and ingpectorswerediscouraged from
looking beyond those strategic points or having any curi-
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osity asto what was adjacent to the delineated facility.?
This safeguards system was not designed to detect the
diversion or misuse of very small amounts of material, or
to detect nuclear activities that had not been declared to
the IAEA, other than what could beinferred through the
detection of diversion.

In effect, the classica safeguards system wasthe product
of asomewhat bifurcated view of theworld. On one hand,
the verification system assumed that a state wasfully co-
operating with theaimsof the IAEA, that all relevant ac-
tivitiesand materia were generally declared, and that the
verification activities at defined strategic pointswould pro-
vide ahigh level of assurance that saf eguarded material
was not diverted nor safeguarded facilities misused. On
the other hand, the formal technical justification for the
timeliness and quantity goals used in safeguards imple-
mentation assumed that a state had a fully clandestine,
parallel fuel cyclethat could be used immediately to pro-
cess diverted material into weapons-grade material and
eventually into weapons components.* In other words, it
was assumed that the only resource that this clandestine
fuel cycle lacked was nuclear materia to process. Fur-
thermore, it was assumed that this material would betaken
from known or declared sources. The latter assumption
ignored the possibility that astate could develop aninde-
pendent parallel nuclear fuel cycle outside safeguards,
beginning with the clandestine production of natural ura-
nium or thorium.

By the early 1990s, the situation in Iragq had demon-
strated that the compromises between technical and po-
litical goals that led to the development of classical
safeguards challenged the ability of the IAEA tofulfill its
overal objectivein the areaof nonproliferation. It became
apparent that Iraq had taken advantage of the limitations
upon the ingpection processto conduct activitiesthat con-
stituted aviolation of its obligations under the NPT.

In asense, the failureto detect undeclared nuclear ac-
tivitiesin Iraq did not reflect afailurein the classical safe-
guards system—the system operated asit was designed.
It was evident, however, that the compromises made be-
tween the technical requirements of an effective system
and the political requirements of amanageable system had
allowed activitiesin violation of the NPT to go undetec-
ted. The need for assurance of the absence of undeclared
nuclear activitiesand facilities assumed increasing impor-
tance, and it became imperative to update the classical
safeguards system by incorporating measures to ensure
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that the IAEA possessed the capability to detect clandes-
tine nuclear activities.

During thelast 10 years, the effort to improveinterna-
tional safeguards has evolved from theimplementation of
safeguards strengthening measureswithinthe IAEA'sle-
gal authority under comprehensive (INFCIRC/153-type)
safeguards agreements, to work related to theimplemen-
tation of measures contained intheMode Additional Pro-
tocol (INFCIRC/540)° and the development of what are
termed “integrated safeguards.”

Thisessay first highlights the background of and phi-
losophy behind |AEA safeguards strengthening measures:
theoriginsof the“Program 93+2,” issuesrelated toimple-
mentation of strengthening measures, and the need for
complementary authority to apply someof these measures.
Important elements of verification activitieswill be pre-
sented aswell asan overview of the development of inte-
grated safeguards. We will then discuss different views
concerning integrated safeguards, highlighting the need to
move from mechanistic to flexible, “smart” safeguards.

STRENGTHENED SAFEGUARDSMEASURES

Among theweaknessesthat wereidentified in the clas-
sical safeguards system in the early 1990s were some of
the political compromisesreferred to above; specificaly,
the limitation of routine verification measuresto pre-ar-
ranged strategic pointswithin delineated facilities. It was
recognized that formalizing access beyond strategic points
and outside the boundaries of delineated facilities had the
potential toimprove |AEA understanding of the nuclear
fud cyclein astate asawhole and, through thisimproved
understanding, to improvethe efficiency and cost-effec-
tiveness of safeguards.

Program 93+2

Beginningin 1992, anumber of decisionsby the |AEA
Board of Governorsreaffirmed therequirementsthat safe-
guards should provide ahighlevel of assuranceregarding
both the correctness and the compl eteness of states' dec-
larations of nuclear material and endorsed specific mea-
suresfor increasing the |AEA’s capabilitiesto verify the
completeness of declarations. In December 1993, the
IAEA Secretariat introduced Program 93+2, which set
forth aplan to evaluate the technical, financial, and legal
aspects of acomprehensive set of safeguards strengthen-
ing measures and to propose a strengthened and more
efficient safeguards system to the Board of Governorsin
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1995. Program 93+2 was intended to explore the weak-
nesses in the coverage of classical safeguardsrevea ed by
the experiencein Irag and to improve both efficiency and
effectiveness. Some of the measures explored in thispro-
gramwere simply designed to make better use of existing
and new verification technol ogiesto improve the cover-
age of the classical safeguards system, while otherswere
intended to make better use of the observational skillsand
intelligence of inspectorsin the field. The most revolu-
tionary aspects, however, were developed to enhancethe
detection of indicators that could arise when a state en-
gagesin aproliferation-oriented fissile material acquisi-
tion path.

Inthe middle of 1995, two categorieswere created for
classifying proposed measuresto strengthen the safeguards
system: Part 1 measuresthat could, in the IAEA's view,
beimplemented under existing legal authority; and Part 2
measuresthat were believed to require new complemen-
tary—i.e., additional—authority.®

Implementation of Part 1 Safeguards Strengthening
Measures

In 1995, the IAEA commenced with the implementa-
tion of Part 1 strengthening measures, which included the
following mgjor elements:

* broader accessto information, including wider report-
ing of nuclear imports and exports, aswell asthe ear-
lier provision of information on the design of new
facilities (an essential aspect was the devel opment of
methods to improve safeguards-related information
anaysis);

« use of new technologies, in particular, the powerful

new verification technique of environmenta sampling

wasintroduced, starting with enrichment plantsand hot-
cell fecilities;” and

« optimal use of the classical system, including awide

variety of advanced verification technologies, with a

major focus on identifying how unannounced inspec-

tions, in combination with additional operational data
and advanced technology, could lead to more effective
and efficient safeguardsfor anumber of facility types.®

These Part 1 developments have resulted in substan-
tial improvementsinthefollowing four areas: 1) informa-
tion acquisition and evaluation;® 2) increased cooperation
with the State Systems of Accounting for and Control of
nuclear material and regional authorities, preserving the
IAEA’s capability to draw independent safeguards con-
clusons;® 3) environmental sampling, which has become
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well-established andisinroutine useasaprincipa strength-
ening measure; and 4) inspector training.

Complementary Authority to I ntroduce Part 2
Safeguar ds Strengthening M easur es

Whiletherewas broad agreement that the routineimple-
mentation of strengthened safeguards measures would
enhance the effectiveness of the IAEA, there was some
disagreement about whether the IAEA had the proper
authority tointroduce such measures unilaterally. Asmen-
tioned above, after extensive discussion, the proposed
strengthening measures were divided between those that
could be introduced within the framework of INFCIRC/
153 and those that required some form of complemen-
tary legal authority.

The process of negotiating complementary legal author-
ity had the potential to be as arduous and heated as the
original negotiation of INFCIRC/153. Some experts ar-
gued that only Part 1 measures could be conducted, and
that anything else would be revisiting issues underlying
the entire safeguards system—uwith as much potential for
weakening as for strengthening the system as awhole.
Others, however, were of the view that the distinction
between Part 1 and 2 measures was arbitrary and unnec-
essary, and that under INFCIRC/153 the |AEA wasgiven
sufficient authority to conduct al necessary measures. The
majority of member states accepted that the application
of Part 2 measureswas of such intrinsic importance that
the case for their application needed to be placed on a
strong and universally recognized legal footing. Accord-
ingtothisview, thedifficultiesinherent in persuading coun-
triesto sign on to the new regime were worth the effort.
With the memory that previous political compromiseshad
alowed Irag to violate its commitments, statesfound the
will to avoid further compromise.

The complementary legal authority that was eventu-
ally agreed to came in the form of an “additional proto-
col” to the INFCIRC/153-based safeguards agreement.
The Model Additional Protocol was published as
INFCIRC/540, and states acceding to this additional pro-
tocol specifically granted the |AEA the authority to con-
duct all of the safeguards strengthening measureswithin
their jurisdiction. With this acceptance of additional mea-
sures, stateswere ableto increaseinternational confidence
in the nonproliferation regime.
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Complementary Access

“Complementary access’ isthe essence of strengthened
safeguards—the element that makes these qualitatively
different from classical safeguards. Possible only owing
to the complementary legal authority granted tothe lAEA
by member states under additional protocols, complemen-
tary access plays akey role in the process by which the
IAEA draws conclusions about the absence (or potential
presence) of undeclared nuclear material and activities.
This mechanism must be carried out in a consistent and
non-discriminatory manner in accordance with the provi-
sionsof theadditional protocol. |AEA internal guidelines
provide guidance and the bases for the selection of the
locationsto bevisited, in order to ensure both fairness as
well asthe authenticity of state declarations.

According to INFCIRC/540, there are three purposes
for which complementary access may be conducted un-
der the additional protocol: 1) to assure the absence of
undeclared nuclear material and activitiesat Sites, uranium
mines, uranium concentration plants, and other locations
with nuclear material; 2) to resolve questions and incon-
sistencies; and 3) to confirm, for safeguards purposes, state
declarations on the decommissioned status of afacility or
other location where nuclear material was customarily
used. Requests for complementary access are intended
to be selective, depending on the nature of thefacility, its
infrastructure, and the activitiesinvolving nuclear mate-
rid.

Revolutionary at thetime, complementary accessisnow
seen asaroutine aspect of additional protocol implemen-
tation. It will continue to be an important contributor to
ng and affirming the absence of undeclared nuclear
material and activities, the need and urgency of which will
be dependent on particular circumstances. There aretwo
distinct phasesfor theimplementation of complementary
access:

1. During the initial protocol implementation phase,
complementary accessisemployed to confirm the com-
pleteness of astate’sinitial declaration and the absence
of undeclared nuclear material and activities—aneces-
sary assessment before the IAEA can begin to imple-
ment integrated safeguards.
2. If the conditions for the introduction of integrated
safeguards are satisfied, complementary accessisthen
called upon asthe | AEA finds necessary during therou-
tine application of integrated safeguards. Thiswill bol-
ster the IAEA's ability to confirm the absence of
undeclared nuclear material and activities.™
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Required L evel of Assuranceand Need for
Continuous State Evaluations

Some of the specific factors affecting the credibility of
assurance provided by strengthened saf eguards measures
include:

« aclear and redlistic understanding of the limitations

of particular measures—it isimportant that these not

be exaggerated. Nonethel ess, the effectiveness of the
safeguards system asawhole should also betaken into
account;

« acceptance that the measures applied by the IAEA

are appropriatefor the purpose at hand, taking into ac-

count all relevant circumstances,

« confidencethat the |AEA appliesthese measuresina

competent and consistent manner;

« confidencethat dl crediblefissilemateria acquisition

paths are appropriately covered; and

« confidence that IAEA assessments and conclusions

areindependent and sound.

Credibl e assurance should be maintained and enhanced
through the ongoing implementation of the additional pro-
tocol and the continued satisfactory resolution of any ques-
tionsand inconsistenciesthat might arise. The evaluation
of dl information availabletothe |AEA about agiven ate's
nuclear program isan essential step in establishing thebasis
for theimplementation of integrated safeguards. Thel AEA
performs athree-phase eval uation process:

1. initial evaluation of state nuclear programs accord-
ing to INFCIRC/153 saf eguards agreements using al
theinformation availableto the IAEA;
2. expanded state evaluation conducted once an
INFCIRC/540 protocol isin force and theinitia decla
ration has been provided. Thisis an essential step in
the process of drawing an accurate conclusion regard-
ing the absence of undeclared nuclear activitiesandin
meeting the conditionsfor theimplementation of inte-
grated safeguards; and

3. ongoing state eval uations based on the information

derived from on-site activities and from information

analysisonceintegrated safeguards are implemented.

Thisincludesthe reassessment of earlier evaluation re-

sults based on new, ongoing information made avail-

able.

THE PHILOSOPHY BEHIND STRENGTHENED
SAFEGUARDS

The underlying philosophy behind the classical safe-
guards system can be described as process-based. It as-

105



VicTor BraGIN, JoHN CARLSON, & RusseLL LESLIE

sumes that if the IAEA maintains an adequate level of
knowledge of all significant amounts of nuclear material
in a state's fuel cycle, then it can be sure that nuclear
material isnot diverted or misused. Hence, material ac-
countancy and control measures are central to classical
safeguards, as they provide the basis of the information
that the IAEA usesin planning and implementing verifi-
cation measures.

A strengthened safeguards approach, on the other hand,
isresults-based. Under strengthened safeguards, the |AEA
seeksto arrive at measuresto ensuredirectly that thereis
no misuse or diversion of material within astate. At this
stage, accountancy and control measures retain consider-
ableimportance. In the future, however, these measures
may be replaced to agreater or lesser extent by other veri-
fication processes, especialy for less sensitive material.

We believe that the most important feature of the ap-
proach to safeguards under the additional protocol isthat,
in order to ensure effectiveness, the |lAEA must arrive at
an all-encompassing understanding of astate’snuclear fuel
cycle. To achievethis, the |AEA must have knowledge of
all of the fuel cycle activities that have ever been con-
ducted inthe state aswell asan understanding of all planned
activities. A clear and unambiguous comprehension of how
each part of the fuel cycle relates to the whole must be
attained. States must be prepared to clarify any apparent
inconsi stencies or imbal ances between any part of the fuel
cycleand thewhole, asit isunderstood by the IAEA.

As part of the development of assessing a state’s fuel
cycle, the IAEA undertakes a thorough and systematic
analysis of the fissile material acquisition pathsthat are
possible. In effect, the IAEA must ask a series of ques-
tions: How could the state acquire highly enriched ura-
nium (HEU)? What observableindicatorswould ariseif
it tried?How could the state acquire separated plutonium?
What observableindicatorswould ariseif it tried? In what
way could declared facilities be misused as part of aplan
to acquire HEU or plutonium? What observableindica-
tors would arise as a conseguence of this misuse? How
long would it take the state to acquire significant amounts
of fissile material by this route? What would the IAEA
haveto do to detect this possible misuse within that time
period?

Recognizing that it will never be possibleto definitively
prove a negative (i.e., the absence of undeclared activi-

ties), strengthened safeguards measures seek instead to
providethe |AEA with acrediblelevel of assurance that
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there are no undeclared activities. To acertain extent, this
involvesamove away from mainly quantitative measures
towardsquditative measures, inwhichinformation andysis
playsakey part. The mechanically derived certainty that
one plusone equalstwo (withinthe statisticd limitsof the
measuring system) is replaced with the qualitative assur-
ancethat the“two” isnot being used to violate NPT com-
mitments.

MOVING TOWARDSINTEGRATED
SAFEGUARDS

Since classical safeguards measures exist to ensurethat
material isnot diverted to undeclared activities, acredible
assurance that a state has no undeclared activities should
theoretically allow certain intrusive safeguards measures
that currently exist to bereconsidered and perhaps replaced
with less intrusive measures. In other words, to ensure
that the safeguards system isboth effective and cost-effi-
cient, it is not necessary for the IAEA to perform both
thefull range of classical safeguards measures and thefull
range of strengthened safeguards measures. Some diver-
sion pathsinclude the use of both declared and undeclared
dementsof thefud cycle. Ineffect, if classical safeguards
measures cover the declared portions of the diversion path,
and strengthened safeguards measures cover the unde-
clared portions, then therewill be elements of redundancy
in the approach. These elements may perhaps be recon-
sidered. To a certain extent, classical and strengthened
safeguards measures are complementary and self-reinforc-
ing.

The concept of arriving at aset of safeguardsthat opti-
mally combines elements of both classical and strength-
ened safeguards in a cost-effective way isreferred to as
“integrated safeguards.” In his statement to the Septem-
ber 1998 General Conference of thel AEA, Director Gen-
eral Mohammed ElBaradei formulated the following
fundamental principleof strengthened and integrated safe-
guards:

In implementing the strengthened safeguards
system, the |AEA’s objectiveisto achieve opti-
mum effectiveness and efficiency by meshing
the current nuclear material accountancy sys-
tem with the new qualitatively and technol ogi-
cally oriented system, within the framework of
the commitment to overall cost neutrality.

Such an approach matches the expectations of many
member states: new measures should not smply be added
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to the old, and the planning basis for the integration of
safeguards should be cost neutral .12

Two Different Approachesto I ntegrated Safeguards

As the international community progresses from the
classical safeguards system, it isclear there are different
approachesto what constitutes an integrated system and
how it is to be achieved. No clear consensus has yet
emerged. Some experts regard strengthened safeguards
measures primarily asauseful adjunct totheclassical sys-
tem. Such an approach seeksto use the new information
provided by strengthened safeguards as a means of im-
proving the existing system while maintaining continuity
with classical safeguards activities. Thisapproach main-
tainsthe exigting facility-focused principleof the classical
safeguards system, starting at the facility level and work-
ing upwardsto the state asawhole. Others, however, view
the devel opment of integrated saf eguards as an opportu-
nity to re-examine the safeguards system in its entirety
and to construct anew system, starting from the underly-
ing aims and objectives of safeguards in general. This
approach starts from consideration of the state asawhole
and evaluates the safeguards measures appropriate for
particular facilitieswithin the context of the given situa-
tion. In practice, the end results of such considerations
may not in all cases be substantially different from each
other—but the process by which integrated safeguards
approacheswith respect to facilities are devel oped would
differ in many respects.

The simplest means of demonstrating the differences
and similarities between these approachesisthrough ex-
amples of safeguards approachesfor specific facility types.
For example, under classical safeguards, the IAEA per-
forms inspections of power reactors using low enriched
uranium fuel at least four times each year. Therationae
for thisingpection frequency isthat it would take approxi-
mately three monthsfor a state to process the plutonium
contained in spent fuel into aform suitablefor useinweap-
ons, if it had apre-existing, undeclared reprocessing plant.
Inspecting once each quarter is intended to provide the
|AEA with atimely confirmation that the material has not
been diverted. Thenew system of strengthened safeguards
mesasuresis, on theother hand, intended to allow the |AEA
to derive a credible assurance that there are, inter alia,
no undeclared reprocessing plantswithin astate. Thereis
an inherent redundancy in continuing to expend inspec-
tion effort on the assumption that there is an undeclared
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reprocessing capability, given independent assurance that
thereisno such capability within the state.

Under aconservative, facility-oriented approach toin-
tegrated safeguards, credible assurance, once established
for a particular state, would alow the IAEA to inspect
each facility at alower frequency (perhapsonce per year
or even less). This reduced inspection frequency would
result in substantial savingsin inspection effort without
any real loss of inspection effectiveness. However, under
such an approach, thereislittle possibility for actual im-
provement in overall inspection effectiveness.

Under aprogressive, holistic approachto integrated safe-
guards focused at the state level, credible assurance of
the absence of undeclared facilities, once established for
a particular state, would underpin IAEA effortsto base
thefrequency and intrusiveness of itsinspection effort on
an (ongoing) evaluation of the state as awhole. Such an
approach would alow the |AEA to concentrateitsefforts
on the elements of the fuel cyclethought to represent the
greatest proliferation risk. On this basis, inspections at
power reactors could be substantially scaled back to al-
low for an increased inspection effort at more sensitive
facilities. Thisreallocation of resources could make pos-
sible an overall decrease in expended resources. A pro-
gressive approach has the potential to result in both
substantial savingsandimprovementsin overall effective-
ness.

Basic Development Principles

The basic principles that govern the development of
integrated safeguardsinclude thefollowing:

* non-discrimination: although the measures actually
used inindividual states may differ, the sametechnical
objectives must be pursued everywhere with compa-
rable safeguards obligations; and

» acomprehensive state-wide approach, with the fol-
lowing kept in mind: (1) a comprehensive evaluation
of information for the state as a whole should play a
key rolein planning the activitiesimplemented in that
state; and (2) integrated safeguards approaches should
be designed to provide coverage of all plausible acqui-
sition paths by which a state might seek to acquire
nuclear material for anuclear explosive device.™®

In spite of the overall support of the concept of strength-
ened safeguards measures and the impetus for a move
towards an integrated system, the basic principleslisted
above have given rise to competing concerns reflecting
state-specific considerations.
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Non-Discriminatory Approach Ver sus Perceived
Proliferation Risk

Oneissuethat rai ses concern among anumber of mem-
ber statesisthe requirement that integrated safeguards be
non-discriminatory. The classical safeguards system ap-
portions efforts largely on the basis of the size and com-
position of astate’snuclear program. Accordingly, states
with thelargest and most complex nuclear programs ab-
sorb the greatest part of the IAEA inspection effort. It has
been argued that stateswith large and complex civil nuclear
fuel cycles, which form a large part of the general
economy, are of lesser proliferation concern than states
with isolated facilitiesthat have limited economic signifi-
cance. There havelong been callsfor the lAEA to distrib-
ute inspections according to some measure of the
perceived risk of proliferation, rather than mechanistically
linking them solely to the size of a state’s nuclear pro-
gram.

Statesthat perceive themselvesaslikely beneficiaries
of aform of favorable differentiation (i.e., those that con-
sider their nonproliferation credential s beyond reproach)
tend to favor amore nuanced approach to integrated safe-
guards. They argue that the IAEA should rely upon the
credible assurance derived from strengthened safeguards
to substantially reduce overall effortswithin that particu-
lar state. In essence, they argue that the |AEA should be
freeto concentrate its efforts in areas of obvious prolif-
eration concern.

On the other hand, states that see themselves as un-
likely to benefit from favorable differentiation are gener-
ally reluctant to voluntarily accept any form of safeguards
that isin any sense more stringent than that accepted by
other states. They argue against any form of discrimina-
tion that would create a multi-tiered safeguards system,
labelling some states agreater proliferation risk than their
peers.

Itisclear that asafeguards system based on perceived
proliferation risk, rather than ssimply the number of facili-
tieswithin astate, containsthe potentia of lower overall
costs. It is not likely, however, that a system appearing
discriminatory in nature could ever be acceptable to all
states. As safeguardswere accepted voluntarily inthefirst
place, states which consider themselves to be discrimi-
nated against are unlikely to cooperate fully. Hence, there
isaneed to develop objective criteriato differentiate be-
tween statesin anon-discriminatory way.
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From Mechanisticto I ntelligent Safeguards

Thisdiscussion raisesmajor issuesof principle concern-
ing the implementation of integrated safeguards. Classical
safeguardsrely on therigorous application of strictly pre-
scribed measures, because to amajor extent the spectrum
of measures available to the IAEA was limited. For ex-
ample, conversion times based on worst case assumptions
about the time needed to convert civilian nuclear material
tomilitary use have been applied, becausethe |AEA was
not given the tool sto go beyond those assumptions. Inte-
grated safeguards, on the other hand, substantially widen
the information availableto assist the |AEA in planning
itsverification activitiesand in drawing conclusions. Hence,
we believe, integrated safeguards provide the opportunity
to movefrom arigid, “onesizefitsall” approach, to the
application of quditativejudgment.

For example, the determination of the timeliness goal
has always been a matter of policy as well as technical
judgment—in classical safeguardsthe policy component
issomewhat limited (e.g., taking account of practicalities
in inspection scheduling). Under integrated safeguards,
thereisan opportunity to take into account factors based
on expert judgment. For example, the current close cor-
respondence between conversion time and timeliness may
be unnecessarily rigorousin the context of integrated safe-
guards. There should be scopeto consider qualitative as-
pects, such asamorerealistic timeframe for conversion
given the specific circumstances of the state in question.
Evenif the possibility of detecting certain kinds of unde-
clared activitiesthrough strengthened safeguards measures
iscurrently limited, thetotality of IAEA strengthened safe-
guards activities capable of identifying at least some
anomalies and warning signs should not be discounted.
Further, the maintenance of full cooperationwiththe |AEA
under an additional protocol should provide some degree
of confidence.

Ultimately, aconclusion on the absence of undeclared
activitiesinvolvesqualitetive aswell astechnical judgment.
The challenge under integrated safeguardsis to develop
methodol ogiesthat providethe requiredlevel of confidence
inlAEA conclusions. Classical safeguards demonstrated
that arigorous, mechanistic approach does not necessar-
ily result in effective outcomes. | ntegrated safeguards can
be seen as a progression from mechanistic to intelligent
safeguards: areassessment of technical parameters must
be part of this process.
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CONCLUSION

Substantia progress has been made towards additional
protocol implementation by states and by the IAEA. A
sizeable number of member states now have an additional
protocol in force, and the steps leading to the introduc-
tion of integrated safeguards in these states are being
steadily accomplished.

A broad range of consensus has been reached among
international expertson defining the genera principlesand
basic elements of integrated safeguards. Some of these
include: state evaluation, complementary access, increased
unpredictability of inspections, and reduction of safeguards
activitiesrelated to less sensitive nuclear materials. The
concept of integrated safeguards proceeds on the basi s of
increased assurance of the absence of undeclared nuclear
material or activities. This assurance depends on expert
judgment, taking into account arange of considerations,
including information analysis and strengthened verifica-
tion activities. Thelevel of cooperation by the state with
the safeguards regime, and the degree of openness appar-
entinitsnuclear activities, ared so relevant considerations.

Just aswith integrated safeguards there are sound rea-
sons against arigid application of safeguards goals, it is
alsoimportant that decisionsto reduce routine safeguards
effortsnot betoo rigid. An essential principle of integrated
safeguardsisthat the | AEA should befreeto reapply more
rigorous safeguards measuresif it findsit isunableto re-
affirm the conclusion of the abbsence of undeclared nuclear
material and activities.

With general principles in place and agreed upon,
the next step is finalizing the development of the
facility-specific integrated safeguards approaches that
would providethel AEA with enough flexibility to accom-
modate all possible state-specific situations. At therequest
of the IAEA, member state “ Safeguards Support Pro-
grams’ are developing proposalsfor state-level integrated
safeguards approaches, based on their own specific nuclear
fuel cycles. This work by member states is one part of
the |AEA development program directed to the comple-
tion of the technical framework for integrated safeguards
by the end of 2001.

1 The Satute of the |AEA grantsit the authority “ ...to establish and administer
safeguards designed to ensure that special fissionable and other materials,
services, equipment, facilities, and information made available by the Agency
or at itsrequest or under its supervision or control are not used in such away
asto further any military purpose; and to apply safeguards, at the request of
the parties, to any bilateral or multilateral arrangement, or at the request of a

The Nonproliferation Review/Summer 2001

State, to any of that State’s activitiesin the field of atomic energy.” Satute of
the International Atomic Energy Agency, Articlelll, A.5, July 29, 1957.

2 The Structure and Content of Agreements between the Agency and Sates
Required in Connection with the Treaty on the Non-Proliferation of Nuclear
Weapons, INFCIRC/153 (Corrected), International Atomic Energy Agency, 1972.
3 INFCIRC/153 defines astrategic point asalocation selected during examina-
tion of design information, where, under normal conditions and when com-
bined with the information from all “strategic points’ taken together, the
information necessary and sufficient for the implementation of safeguards
measures is obtained and verified; a“strategic point” may include any loca-
tion where key measurements related to material balance accountancy are
made and where containment and surveillance measures are executed.

4 The IAEA Safeguards Glossary defines the following terms; “Timeliness
goal — the adaptation of the detection timeto specific conditionsarising from
facility practice, available equipment, manpower, etc. It isincorporatedin vari-
ous features of the inspection plan, e.g., frequency of physical inventory
taking, intensity of flow verification and frequency of activitiesin connection
with containment and surveillance measures (film evaluation, seal checking
etc).” “Detection time— themaximum timethat may el apse between diversion
and itsdetection by | AEA safeguards. According to the classical guidelinesit
should correspond in order of magnitude to conversion time.” “Conversion
time — thetime required to convert different forms of nuclear material to the
metallic components of anuclear explosivedevice.” “Significant quantity —
the approximate quantity of nuclear material in respect to which, taking into
account any conversion process involved, the possibility of manufacturing a
nuclear explosive device cannot be excluded.” Safeguards Glossary, Interna-
tional Atomic Energy Agency. Goalsfor timeliness and quantities of nuclear
material were arrived at after discussions among experts from member states
more than 30 years ago. While these goals were considered to reflect the
underlying physics and chemistry of nuclear proliferation, to a certain extent
they were set to reflect the practical limitations of the equipment availablefor
safeguards at thetime they werefirst considered. Aswith much of safeguards,
the goal quantities were a compromise between the technical aims of safe-
guards and what was considered practical.

5 Model Protocol Additional to the Agreement(s) between Sate(s) and the
International Atomic Energy Agency for the Application of Safeguards,
INFCIRC/540 (corrected), International Atomic Energy Agency, September
1997.

6 See, for example, Srengthening the Effectiveness and Improving the Effi-
ciency of the Safeguards System, Report by the Director General to the General
Conference, GC(39)17, International Atomic Energy Agency, August 22, 1995.
7 Advancesin technology make possible the use of new toolsin the search for
undeclared nuclear activities. Among these, environmental sampling is seen
to beof particular promise. It could allow the |AEA to arrive at abroadly-based
and well-founded understanding of the activities previously conducted at a
site, independent of any operator’s declaration of activities.

8 In the discussions on strengthening IAEA safeguards, it was repeatedly
stated that |AEA safeguardswould be more effectiveif they wereless predict-
able. A reduction ininspection effort could be achieved by reducing the num-
ber of interim inspections, in effect meeting the current timeliness goal witha
lower probability. This could be done by replacing scheduled interim inspec-
tions for timeliness purposes with a smaller number of inspections, which
would be random or otherwise unpredictable to the operator.

¢ A much more efficient and broad-based processwas established at the IAEA
to evaluate the increasing amount of information about states' nuclear pro-
grams, which became available to the IAEA as aresult of recent safeguards
strengthening measures. Thisincludesinformation submitted by states, infor-
mation obtained through verification activities, open-sourceinformation, and
commercia satelliteimagery. The ubiquity of information systemsin themod-
ern industrialized world provides hope that guided analyses of open source
information could provide the IAEA with an increased chance of noting
changesin astate’sfuel cyclethat might indicate adeviation from the obliga-
tions accepted under the NPT. The IAEA is tapping into disciplines such as
design and safety engineering and applying them to safeguards-oriented analy-
ses of state fuel cycles, in order to achieve abetter understanding of program
structures. Theaim isto determinetheinterna consistency and relevancy of
nuclear activitieswithin astate, in order to ensure that the observed fuel cycle
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is consistent with the declared activities and objectives.

10 Progress has been made in several areas involving joint and shared activi-
tieswith EURATOM, ABACC, and the SSACs of Japan and the Republic of
Korea

11 The entry into force of an additional protocol is not in itself a sufficient
basisfor the | AEA to modify safeguards measures currently implemented ina
particular state. The IAEA listed its requirementsin Srengthening the Effec-
tiveness and Improving the Efficiency of the Safeguards Systemand Applica-
tion of theModel Protocol, IAEA General Conference Document GC(44)/12,
August 16, 2000. As noted in this document, credible assurance can only be
achieved when: 1) the state has complied in atimely manner with therequire-
ments of its safeguards agreement and additional protocol; 2) the IAEA has
implemented the necessary measures for verifying declared nuclear material
and has drawn a conclusion of non-diversion of such material; and 3) the
IAEA has conducted a broad-based state eval uation based on all information
available, including declarations submitted under Article 2 of the additional
protocol, and satisfactorily resolved any inconsistencies and questions using
complementary access, as necessary, in accordance with the additional
protocol.

12 Since the idea of strengthened safeguards is, in part, to correct perceived
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deficiencies in the classical safeguards system, and it involves the IAEA in
new activities, it could be expected that added costs may be involved. How-
ever, member states have maintained that the introduction of new measures
should only take place in the context of no net increase in the cost of safe-
guards. States will obviously not support the addition of a new layer of me-
chanically-applied safeguards obligations without obvious benefit. The IAEA
Secretariat has made it clear that cost neutrality cannot be achieved at the
outset—the introduction of new safeguards measures will incur additional
cost, with the opportunities for significant savings occurring only later (giv-
ing riseto the concept of a“hump” in safeguards costs). Further, it isessential
that cost neutrality be seen as a guiding principle, rather than the ultimate
objective. While cost-efficiency isimportant, it is of far greater importance
that strengthened safeguards provide the requisite effectiveness.

13 GC(44)12. Under integrated safeguards, the verification of declared nuclear
material remains of fundamental importance. In accordance with the principle
of non-discrimination referred to above, the generic safeguards approach for
facilities of a given type remains the same in any state where integrated
safeguards are applied. However, measures used in a specific approach may
differ according to individual facility characteristics and state-specific
considerations.
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