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theWestern nonproliferation community held that

nuclear theft and cross-border smuggling involv-
ing proliferation significant nuclear material had declined
markedly since 1994. Thisalleged lull in nuclear traffick-
ing activity wasattributed to avariety of factorsincluding
the positiveimpact of nonproliferation assi stance programs
inthe Newly Independent States (NI1S) of the former So-
viet Union, enhanced law enforcement and customs and
border controls, and an increasein information and intel -
ligence sharing among different national governments.
More pessimistic interpretationsfor the apparent lull al'so
have been proffered, including the rise of more sophisti-
cated smugglers ableto avoid detection and capture.

Following the events of September 11, 2001, there has
been a spate of news reports which suggest a far more
active nuclear black market. Many, but not all of these
reports, relate to alleged efforts by the Al-Qaidaterrorist
network to procure nuclear weapons. Although few of
these accounts provide much concrete or corroborated in-
formation, they are cited widely and create the impres-
sion of aresurgencein nuclear trafficking. Moreover, some
illicit trafficking cases, which have been known for anum-
ber of years, have received new interpretations by the
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media, which speculate that potential buyers may have
been representatives of terrorist organizations.

This article reviews the body of proliferation signifi-
cant casesof illicit nuclear trafficking involving theformer
Soviet Union in the past ten years. It focuses on those
cases that have been corroborated by multiple indepen-
dent sources and/or were officially reported to the Inter-
national Atomic Energy Agency (IAEA) by national
governments. As discussed below, meeting thistest sig-
nificantly increasesthe probability that the casein ques-
tion actually occurred as reported, but does not ensureit.
For the purposes of this article, cases are designated as
“proliferation significant” if they involve more than mi-
nuscul e quantities of highly enriched uranium (HEU) or
plutonium, or raise unusual concerns owing to the char-
acteristics of the material involved or the circumstances
surrounding the case.? Thisarticle pays particular atten-
tion to those cases in the 1998-2001 period, which have
not received adequate analysis to date. A comparison of
these cases with those in the 1992-1997 period provides
abasisfor discerning possibletrendsinillicit nuclear traf-
ficking. The article concludes by examining the problem
of datareliability and suggests stepsthat should be taken
toimprove our knowledge of illicit trafficking incidents.
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NUCLEAR TRAFFICKING PATTERNS

1992-1995

Thefirst case of proliferation significant nuclear traf-
ficking in the former Soviet Union involved the theft of
approximately 1.5 kilograms (kg) of HEU (90 percent U-
235) from the Luch Scientific Production Association in
Podolsk. The material was stolen over afive month pe-
riod in 1992 by an employee of the facility. In the next
threeyears, nine additional trafficking incidentsinvolving
HEU or plutonium occurred. (For a summary of these
and other cases examined in this article, please refer to
Table 1.)® Thelast case during this period took placein
June 1995 when Russian Federa Security Service agents
arrested three suspects in Moscow for trying to sell 1.7
kg of HEU (21 percent U-235) diverted in May 1994 from
the nuclear fuel fabrication facility in Elektrostal, Russia.

Sourcesof materia for theten casesin 1992-1995 varied
from nuclear submarinefuel storage sitesto researchin-
dtitutestofuel fabrication facilities. Inthemagjority of cases,
the material was stolen by an employee of thefacility act-
ing aone and motivated by dire economic circumstances.
Thesethieveswere generaly amateurish in their attempts
to market the stolen nuclear material. They either at-
tempted to find a purchaser themselves or else used per-
sond contactsto connect with middlemen or brokers, who
were often no better at finding abuyer. Even when these
thieves succeeded in removing HEU or plutonium from
the former Soviet Union to Western or Central Europe,
the contraband was quickly intercepted. In the majority
of cases, the purchaserswere undercover police or intel-
ligence agents.

1995-1998

The period between mid-1995 and 1998 saw no prolif-
eration significant incidentsinvolvingillicit trafficking in
HEU and plutonium from the NI S that can be confirmed
based on open sources. The only possible exception to
thisfinding is the disappearance of up to 2 kilograms of
HEU (90 percent U-235) from the I.N. Vekua Physics
and Technology I nstitute in Sukhumi, Georgiasometime
between 1992 and the end of 1997. Civil conflict in
Abkhazia, the breakaway region of Georgiain whichthe
ingtitute islocated, prevented any attemptsto determine
thewhereabouts of thismaterial during thistime. Russian
Ministry of Atomic Energy (Minatom) ingpectors regained
access to the institute in 1997 and could not locate the
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HEU that was recorded in a prior inventory from 1992.
In May 2001, an |AEA mission was allowed to visit the
I.N. Vekua Institute and also found no HEU there.* The
whereabouts of thismaterial remain unknown.

The apparent three-year hiatus® prompted some ana
lysts to argue that the threat of illicit nuclear trafficking
had receded owing to the more proactive policy of the
NIS, which used international assistance to improve the
security of nuclear materias. Others, however, maintained
that the lack of confirmed cases connected with NIS
nuclear facilities since 1995 did not necessarily indicatea
declineinillicit trafficking, but might instead reflect more
sophisticated smuggling techniques, the use of new routes,
or the operation of well-organized groups of insiders at
nuclear facilities. The pessimists argued that the amateur-
ish“visible” nuclear black market that could be observed
inthe 1992-1995 period might be apoor and incompl ete
representation of amore sophisticated “invisible” nuclear
black market.®

1998-2001

Since 1998, a handful of new cases suggest that the
“pessmists’ have apoint. While clear evidence of awell-
developedillicit market in weapons-usabl e nuclear mate-
rial has not emerged, these cases demonstrate the possible
presence of some of the key elements of such a market.
For example, while the earlier cases often involved dis-
gruntled individual employees, December 1998 Russian
media reports of an attempted theft of 18.5 kg of HEU”
from an unspecified nuclear facility in Chelyabinsk Oblast,
Russia, indicate the involvement of an organized group
of facility employees. According to availableinformation,
thisgroup wasthwarted beforeit could remove any nuclear
material.

Themore recent cases also suggest that stolen material
is now more likely to move southward toward potential
end-usersin the Middle East (as opposed to Western in-
telligence agentsin Europe). lllustrative of thistrend was
the May 1999 seizure in Bulgaria of ten grams of HEU
(76 percent U-235) reportedly intended for sale in Tur-
key, and the seizurein April 2000 of four suspects with
920 grams of HEU (30 percent U-235) in Batumi, Geor-
gia Two additional seizuresinvolving very small amounts
of fisslematerial alsotook placein Kara-Bdta, Kyrgyzstan
inJune 1999 and in Thilisi, Georgiain September 2000.8

In addition, there areindicationsthat organized crimi-
nal groups may be moreinclined today to accept therisks
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Table 1. Proliferation Significant Incidents of Fissile Material Traffickingin the NI S, 1991-2001

CASE NAME & | MATERIAL ORIGIN OF RECOVERY OF MATERIAL
DATE OF DIVERTED MATERIAL
DIVERSION

Podolsk, 1.5 kg of Luch Scientific Production | 10/9/92: Russian police intercepted the

Russia 90 percent HEU Association, Podolsk, smuggler in the Podolsk train station as

5/92-9/92 Russia part of an unrelated investigation.

Vilnius, About 150 g of Institute of Physics and 5/93: Approximately 150 g HEU

Lithuania 50 percent HEU Power Engineering, discovered in Vilnius bank vault

early 1992 Obninsk, Russia embedded in portions of atransit
shipment of four metric tons of
beryllium.

Andreyeva Guba, 1.8 kg of Naval base storage facility, | 7/29/93: Russian security forces

Russia” 36 percent HEU Andreyeva Guba, Russia discovered the missing fuel rods,

7/29/93 arrested the thieves, and seized the
material.

Tengen, 6.15 g of Unconfirmed; possibly 5/10/94: Police stumbled upon the

Germany plutonium-239 Arzamas-16, Russia cache of plutonium while at the

Unknown suspect’ s apartment for an unrelated
matter.

Landshut, 800 mg of Unconfirmed; likely 6/13/94: Undercover German police

Germany 87.7 percent HEU | Obninsk, Russia acted as potential customersin asting

Unknown operation.

SevaEput, 4.5 kg of Naval shipyard, Sevmorput, | 6/94: The brother of a suspect asked a

Russia 20 percent HEU Russia co-worker for help finding a customer

112793 for the uranium stolen from fuel rods.
The co-worker notified authorities.

Munich, 560 g MOX fuel; Unconfirmed; likely 8/10/94: Undercover German police

Germany 363 g of Obninsk, Russia acted as potential customersin asting

Unknown plutonium-239 operation.

Prague, 2.7 kg of Unconfirmed; likely 12/14/94: Anonymoustip to police

Czech Republic 87.7 percent HEU | Obninsk, Russia giving the material's location (a parked

Unknown car). In two instances in June 1995,
Czech authorities recovered small
additional amounts of HEU believed to
be from the same source.

St. Peter sburg, 3.05 kg of Unconfirmed; likely 6/8/94: Russian news agencies report

Russia 90 percent HEU Machine Building Plant, that in March 1994, Russian Federal

Unknown Elektrostal, Russia Security Service agents arrested three
suspects attempting to sell about three
kg of HEU.

M oscow, 1.7 kg of Machine-Building Plant in 6/8/95: In a sting operation, Russian

Russia 21 percent HEU Elektrostal, Russia Federal Security Service agents arrested

May 1994 three suspects trying to sell HEU, one of
whom was an employee of Elektrostal.

* This caseis not included in the IAEA lllicit Trafficking Database.

**This caseisincluded in thistable on the basis of reportsto the IAEA by the Russian Federation. Additional cooroborating
evidence, however, is not readily available.
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Table 1. Proliferation Significant Incidents of Fissile Material Traffickingin the NI S, 1991-2001

(continued from previous page)

CASE NAME & | MATERIAL ORIGIN OF RECOVERY OF MATERIAL
DATE OF DIVERTED MATERIAL
DIVERSION

Sukhumi, Approximately I.N. Vekua Physics and 12/97: Russian inspection team visited

Georgia"” 2 kg of Technology Institute, facility, which had been closed by 1992

Unknown, 90 percent HEU Sukhumi, Georgia Abkhazian-Georgian conflict, and

(sometime between found facility abandoned, and material

1992-1997) included in 1992 inventory missing.
Material has not been recovered.

Chelyabinsk 18.5kg of HEU Unknown, possibly Mayak | 12/17/98: Russian Federal Security

Oblagt, (enrichment level Production Association, service reports that it thwarted an

Russia” unspecified) Chelyabinsk-70, or attempt by workers at a nuclear facility

Unknown Zlatoust-36, Russia in Chelyabinsk Oblast to steal 18.5 kg
nuclear material. 10/00: Russian
Ministry of Atomic Energy officia
confirmsincident involved HEU.

Dunav Most, 10 g of Unknown 5/29/99: Bulgarian customs officers

Bulgaria 76 percent HEU discovered HEU hidden in the trunk of

Unknown acar crossing into Bulgaria from
Turkey. Driver said he had obtained
material in Moldova.

Kara-Balta, 1.5 g of plutonium | Unknown 10/2/1999: According to the IAEA list,

Kyrgyzstan metal Kyrgyzstani National Security Ministry

Unknown officials arrested two personsin the act
of selling asmall metallic disk of
plutonium (1.49 grams). The
individuals were prosecuted and
sentenced to prison.

Batumi, 920 g of Unknown 4/19/00: Georgian police arrested four

Georgia 30 percent HEU suspects and seized HEU.

Unknown

Elektrostal, 3.7 kg of Unconfirmed, possibly 5/2000: A resident of Elektrostal was

Russia™ 21 percent HEU Elektrostal Machine- detained during an attempt to sell 3.7kg

Unknown Building Plant, Bochvar of uranium enriched to 21percent U-

Ingtitute (VNIINM), or 235. Incident was reported by
Politekh enterprise, Russia | Gosatomnadzor.

Thilis, 0.4 g of plutonium | Unknown 9/16/2000: Anindividual was arrested

Georgia powder for illegal possession of a small

Unknown quantity of mixed powder containing
about 0.4 g of plutonium and 0.8 g of
low-enriched uranium.

Paris, ~5 g of 70-80 Unknown 7/16/2001: French police arrested three

France percent HEU men and confiscated approximately 5 g

Unknown of HEU.

*** This case was reported by Gosatomnadzor, but has not been officially confirmed by other Russian government agen-
cies. It isnot included in the IAEA lllicit Trafficking Database.
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of nuclear trafficking because of the promise of financial
gain. A March 1998 case in Italy, which involved U.S.-
origin research reactor fuel enriched to 19.9 percent U-
235 stolen from the Democratic Republic of the Congo
(formerly Zaire), pointsin that direction. Accordingto U.S.
and Italian mediareports, in thiscasean Italian organized
criminal group sought to market thefuel (only afraction
below theinternationally used but artificial definition of
HEU as containing 20 percent or greater U-235) to either
aMiddle Eastern state or aterrorist organization.® One
also must be concerned about the propagation of news
regarding the readiness of well-funded terrorist organiza-
tionssuch asAl-Qaidato purchasefissile materia andits
impact on the cost-benefit calculus of criminal organiza-
tions. Although thereisno evidenceto suggest an upsurge
of Russian organized criminal activity in the nuclear sec-
tor, one should take note of the arrest near Moscow in
December 2001 of six members of the Balashikha orga-
nized crime group who were attempting to sell over aki-
logram of nuclear material which they marketed as
weapons-grade HEU. Themateria turned out to be nuclear
fuel pellets enriched to only 2.4 percent U-235.%°

Several additional casesin the 1998-2001 period also
merit attention. They suggest that the set of proliferation
significant casescited by most andysts probably overlooks
anumber of other actual trafficking incidents.

According to areport by Gosatomnadzor, the Russian
nuclear regulatory agency, prepared for itsAugust 29, 2000
board meeting, aresident of Elektrostal was detained in
May 2000 during an attempt to sell 3.7 kg of HEU en-
riched to 21 percent U-235. The name of the detained
person and other details of theincident were not reported.
Gosatomnadzor named the Machine-Building Plant in
Elektrostal, the Bochvar All-Russia Research I nstitute of
Inorganic Materials (VNIINM) in Moscow, and the
Polytech State Enterprise in Elektrostal (shut down in
1995) asthefacilitiesfrom which the material could have
been stolen. An anonymous Minatom official interviewed
by a Russian researcher about this case pointed out that
the material might have been stolen inthe mid-1990s, and
the thief (or thieves) may have been searching for a po-
tential buyer for several years. Some Russian journalists
and environmental experts also citethis case, but no de-
finitive confirmation isavailable™*

Therealso arereliablereportsthat the 5 grams of HEU
seizedin Parisin July 2001 isprobably of NISorigin. This
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material apparently isof uneven assay but includes HEU
dlightly abovethe 70 percent enrichment level .1

Another incident of potential consequence wasreported
on October 31, 2001 by asenior Gosatomnadzor official.
At an IAEA sponsored meeting in Vienna, he indicated
that among the dozens of safeguardsviolations hisagency
had recorded during 2000-2001, oneloss of nuclear ma-
terial was of the* highest consequence.”*® In subsequent
interviews, the officia indicated that theincident involved
adiscrepancy between the amount of materia received
at anuclear facility and the amount recorded on the ship-
ping document prepared by the sending facility. Thedis-
crepancy could have been caused by atheft in transit, a
theft at the sending facility and forgery of the shipping
document, or a bookkeeping error. His co-authored pa-
per, however, clearly identifiestheincident asa“loss of
nuclear material” and on aten interval scale, which the
authors of the paper useto classify infringementson ma-
terial control and accounting, it is assigned the highest
importance.

DOWE KNOW WHAT WE THINK WE KNOW?

Attemptsto discern patternsand trendsinillicit nuclear
trafficking are complicated by at least three datalimita-
tions. First, the number of confirmed casesisrelatively
small. Second, there is ahigh probability that the actual
number of cases is much larger and that the sample we
have discerned is unrepresentative of thelarger universe
of incidents. Third, the quality and scope of availablein-
formationisvery uneven and often is contradictory.

Underreporting

Mogt cases of fissilemateria theft, attempted theft, and
seizure cometo light through mediareports and/or infor-
mation releases provided by national governmental agen-
cies and international organizations. An example of the
latter isthe Illicit Trafficking Database maintained by the
International Atomic Energy Agency (IAEA).

Many caseswhich arefirst reported by media sources
not surprisingly omit much relevant information. These
initial omissionsare dueto the sensitive nature of the data,
thereluctance of official sourcesto discloseinformation,
and the decisions of journalists and their editors about the
detailswhich are newsworthy.

Publicly available national government databases and
the |AEA database cannot be viewed as comprehensive
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or up-to-date. Based on discussions with numerous offi-
cias, itisalso clear that they face limitations of accessto
sengitive sources, including very margind sharing of mean-
ingful nuclear trafficking data even between U.S. and
Russianintelligence sources. Dataprovided to the lAEA
by national governments oftenisnot provided in atimely
manner and, as noted below, isneither comprehensive nor
totally reliable.

Most surprising, however, is the apparent failure of
nationa governmentstoinvest significantly in detailed and
systematic comparative analyses of illicit trafficking inci-
dents or to expend much effort in interviewing the perpe-
trators of confirmed trafficking cases. Indeed, to the extent
that relevant court documents have been unearthed and
suspectsand convictsinterviewed, they typicaly have been
theresult of enterprising journalists.**

Overreporting

If problems of omission or underreporting distort our
understanding of trafficking characteristicsand trends, the
inclination of the mediato sensationalize smuggling inci-
dents—often based on inaccurate information—confuse
the public perception of the nature of thethreat. Theten-
dency to cry wolf and to confusetrafficking in any radio-
logical substance with that involving fissile material was
most pronounced in the 1992-1995 period, but remains
frequent in recent years. Regrettably, false accounts of
traffickingin HEU tend to be widely reported, while sub-
sequent retractionswhich indicatethat the materia in ques-
tion was low-enriched uranium (LEU) not useable in
nuclear weaponsrarely receive mediacoverage. Examples
of this phenomenon in 2001 includeinitial front-pagere-
ports in July 2001 about 1.7 kg of “weapons grade U-
235" seized in Batumi, Georgia® and November 2001
reports of 1 kg of “weapons grade” uranium seized in
Istanbul, Turkey.* Many reportsin scholarly journals and
books also repeat uncritically such mistaken media ac-
counts. These errors, on occasion, find their way into
government reports. The February 2002 annual report of
the U.S. National Intelligence Council on the Safety and
Security of Russian Nuclear Facilitiesand Military Forces,
for example, identifies the 1998 Chelyabinsk case asan
alleged theft when, infact, it appears at most to have been
afailed theft attempt.'’
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Concealment and I ntentional Distortion of
Information

In addition to the data problems posed by slack
underreporting and carel ess or inadvertent overreporting,
public knowledge of illicit trafficking isimpeded by con-
scious efforts by national governments to control, con-
ceal, and/or distort information. Gosatomnadzor annual
reports that include findings of nuclear material control
and accounting anomalies and infringements, for example,
not only have been withdrawn from public access, but
appear to be inconsistent with the information provided
by Russiato the IAEA for its trafficking database. The
“loss of nuclear material” reported by Gosatomnadzor
authorsin their October 31, 2001 paper isonly the most
recent exampl e of thisdiscrepancy. Other NIS statesal so
have been less than forthcoming in their trafficking re-
portstothe |AEA. Georgia, for example, hasnot provided
thel AEA with official information about theloss of HEU
in Sukhumi.

Someinformation that has been reported by Russiato
the | AEA database must be questioned. Animportant ex-
ampleisthealleged 1994 seizure of 3.05 kg of HEU en-
riched to 90 percent U-235 and the arrest of three suspects
in St. Petersburg. This case isincluded in most lists of
“confirmed cases’ dueto the official nature of the source.
It has not been corroborated, however, by other sources
and is peculiar dueto the absence of any reports of pros-
ecutions related to the arrests. Some Russian analysts
based at hon-governmental organizations (NGOs) and
journalists are al so skeptical about the official version of
the case. They suspect that it may have been invented or
atered to allow the Russian government to provideinfor-
mation to the |AEA about illicit trafficking.®

Russian government officialshave, at best, beenincon-
sistent intheir public reporting on cases of fissilemateria
diversions. Over theyearstheir reports have ranged from
atotal denial of any cases of thefts of weapons usable
material to acknowledgment of thefts numbering over four
dozen. For example, in 2000 Russian Deputy Minister of
Atomic Energy V. lvanov is quoted as saying that there
were at |least 23 attempted thefts of nuclear materialsin
Russiain the preceding ten years, one of which involved
3 kg of HEU.” Oneyear earlier, the head of Minatom's
Nuclear MaterialsAccounting and Control Department,
Victor Yerastov, referred to 52 cases of nuclear material
theft.
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Conflicting Information

Even absent government distortions of information, the
task of sorting out fact from fiction is exceedingly diffi-
cult dueto often inconsistent or conflicting sources of in-
formation. For example, the |AEA list of confirmed cases
reportsthe arrest of two peoplein KaraBalta, Kyrgyzstan
in October 1999 for selling asmall metallic disk of pluto-
nium (1.49 grams). According tothe IAEA illicit nuclear
trafficking list, the suspectswere prosecuted and sentenced
to prison,?* athough surprisingly this outcome (and the
case itself) do not appear to have been reported in the
NIS or Western media. Instead, one finds published re-
ports of the seizure in May 1999 of a container, which
was suspected to contain plutonium, in another Kyrgyz
city—Bishkek.? Thisincident involved the arrest of a
single individual, but is not recorded in the IAEA data-
base. Should we accept the IAEA version? Are the two
reports different versions of the same case, two separate
but related cases, or agarbled mix of factsand fiction?

A similar problem relatesto the now widely cited loss
of a2 kg of HEU in Sukhumi, Georgia, which wasfirst
reported in 1998 by one of the co-authors of thisarticle®
That report was based on numerousinterviewswith Geor-
gian and Russian nuclear and foreign ministry officialsand
with |AEA experts. Last year, however, asenior official
of the Sukhumi facility, Valter Kashiya, disclosed in an
interview that the case involved only 655 grams of HEU
and that the materia allegedly wasrecoveredin Poland.?
In June 2002, NIS and western media published excerpts
from anew interview with Kashiyaand cited him as say-
ing that the 655 grams of HEU was the amount his par-
ticular laboratory had before the Georgian-Abkhazian
conflict, but that the actual amount of HEU at the entire
institute may havetotaled 2 kg or more. A 29 June 2002
Interfax report about the interview with Kashiyadoes not
mention him saying that the material was recovered in
Poland. Instead, Interfax quoted him warning that the
HEU and other radioactive materials stored in the
Sukhumi facility may have been sold to terrorist organi-
zationsor to Irag.?® Georgia, however, never reported the
loss of thematerial, whichisnot included asacasein the
IAEA database, and neither Georgia nor Poland has ac-
knowledged the recovery of material corresponding to that
missing from Sukhumi.

Finaly, for purposesof illustration, one must look very
carefully at the 1998 Chelyabinsk case, anincident that is
noteworthy because of the large amount of material in-
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volved (18.5 kg) and the reported involvement of agroup
of insidersat aclosed nuclear city. Thiscase, which does
not appear in most trafficking databases becauseit involves
an unsuccessful attempted theft, was publicly reveadedin
a December 1998 press conference by Mgjor Genera
Valeriy Tretyakov, head of the Chelyabinsk Oblast direc-
torate of the Russian Federal Security Service (FSB).?
It also was reported by Viktor Yerastov of Minatomin a
1999 interview with Yaderny Kontrol.?” Before the
Yerastov statement, Minatom officials privately had de-
nied theincident. Some Russian researchersalso believe
the case may have been fabricated by the Chelyabinsk
directorate of the FSB to impress FSB headquarters in
Moscow, especiadly giventhefact that Tretyakov'sinter-
view took place two days prior to the Day of the Secret
Servicesin Russia (“Den’ Chekista’).2? Aswith the St.
Petersburg case and despite the much-publicized discov-
ery of the plot, there have been no subsequent reports
about the investigation, trial of the suspects, or convic-
tions. Nevertheless, somekey U.S. government analysts
remain persuaded of its significance.

RECOMMENDATIONS

It is now nearly ten years since the discovery of the
first proliferation significant case of fissile material diver-
sioninRussia. During thisperiod, several dozen different
organizations, including NGOs, national governments, and
international organi zations established databasesonillicit
nuclear trafficking incidents, and they continueto prolif-
erate. They record in varying degrees of detail and with
differing standardsfor inclusion new trafficking incidents.
It is our impression, however, based on access to many
of these data collections and interviewswith their manag-
erdanaydts, that relatively little new information hasbeen
added over the yearsregarding old cases. Nor has much
effort been expended to obtain such information. More-
over, remarkably little coordination or information shar-
ing takes place among the data collection bodies. These
observationslead usto the following recommendations.

Increase Transparency and I nformation Sharing

Thereisavita need for greater sharing and coordina
tion of trafficking information among government agen-
cies, international organizations, and academic/NGO
research centers. Historically, U.S. and Russian NGOs
have been the first to break stories regarding significant
trafficking incidents and continueto have superior access
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to somerelevant Russian/NI S sources. For the most part,
however, mechanisms are not in place for them to inter-
act routinely with national and international agenciesfol-
lowing theft and smuggling cases. It is not apparent that
much better routine coordination or information sharing
existsamong different U.S. and Russiarrgovernment agen-
ciesor between them and relevant international organiza-
tions. At a minimum, it would be valuable to share the
basic characteristics of each party’strafficking lists and
the criteria used for the inclusion and exclusion of inci-
dents. Although someinformation onillicit trafficking cases
may well need to remain classified, there is a consider-
ableroom for greater transparency on the part of national
governments and international organizations. These bod-
iesalso must make better use of information availablein
open source and NGO data collections in order to con-
struct acomprehensive and reliable picture of illicit nuclear
trafficking.

Begin M eaningful I ntelligence Sharing on
Trafficking Incidents

In addition to transparency and information sharing
among abroad number of actors, meaningful intelligence
sharing on trafficking incidents, especially between the
United States and Russia, is crucial in filling in gapsin
dataregarding past nuclear trafficking cases. Despitere-
peated pledgesto cooperate in the realm of fissile mate-
rial trafficking sincethe 1996 U.S.-RussiaMascow summiit,
such cooperation hasbeen minimal as of the end of 2001.

Intelligenceinformation sharing isparticularly vital in
the context of the ongoing war against international ter-
rorism. In light of the new spirit of U.S.-Russian coop-
eration for nonproliferation and anti-terrorism reflected at
the May 2002 Bush-Putin summit, it is imperative that
the U.S. and Russian governments extend their coopera-
tion to the sphere of nuclear trafficking. They should lead
theeffortinfilling in existing information gaps. Coopera-
tion of other stateswho are members of the anti-terrorist
coalition isalso important, especially those stateswhere
numerousincidents of seizure or theft of nuclear and other
radioactive materials have taken place.

Reassess and Revise Prior Data on Cases

Significant discrepancies exist anong major databases
regarding the number and nature of fissile material traf-
ficking incidents. For example, according to the IAEA
database, the aggregate amount of HEU and Plutonium
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stolen and recovered between 1993 and 2001 is8.73 kg,
while the amount indicated by the Stanford database is
over 40 kg, including the missing 2 kg of HEU from
Sukhumi.® Similarly, arecent report by an |AEA anayst
identifies the Podolsk HEU as enriched to 45 percent U-
235, while most databases have long identified the mate-
rial as 90 percent enriched uranium.® Such discrepancies
indicate the need to review and reassess carefully known
casesfor faulty information, to search more diligently for
new information about old cases, and to probe the dis-
crepancies across databases in pursuit of clues that will
enhance our confidence in the reliability of competing
sources of information. Regrettably, important gaps of
knowledge remain for every confirmed trafficking case.

Be MoreAttentiveto Cases|nvolving M aterial
Discrepanciesand Non-FissileNuclear M aterial

It isimportant to supplement our analysisof HEU and
plutonium trafficking with the study of cases involving
inventory discrepancies—both material losses and sur-
pluses. Although some information on this topic can be
researched by NGOs, the subject should be the focus of
much more attention by U.S. and Western government
agenciesin cooperation with their NIS counterparts. More
atention also should be given to patterns of diversion and
export of LEU and radiologica materials, asthey may be
indicative of vulnerabilities, procurement modes, and sup-
plier-middlemen-end-user chainsin thefissilematerid area.

CONCLUSION

A great deal of progress has been made in the past ten
years regarding open-source data coll ection techniques.
The volume of datarelated to the post-Soviet states and
to nuclear issues also has increased dramatically. These
advances havethe potential to yield major breakthroughs
intheanalysisof illicit nuclear trafficking, but areunlikely
to do so until the shortcomings of existing data collections
are subject to more critical scrutiny and steps aretaken to
enhancetheir transparency, reliability, and comparability.

LAnearlier version of thisarticle was presented at the 43rd Annual Meeting of
the Institute of Nuclear Materials Management, Orlando, Florida, June 25,
2002.

2 Theauthors' definition of “illicit nuclear trafficking” includes theft, smug-
gling, illegal possession and illegal trade of fissile material (HEU and pluto-
nium. Thisarticleusesthe |AEA definition of HEU, i.e. uraniumwith aU-235
isotopic content of 20% or more. However, in contrast to the IAEA, the au-
thors do not consider cases involving gram quantities of plutonium in the
form of fabricated sources (such as smoke detectors, static eliminators, or
plutonium-beryllium neutron sources) to be proliferation-significant.

3 Additional details about the cases in the Table 1 “Proliferation Significant
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7 The precise enrichment level is unknown. The Russian Federal Security
Service official who revealed the case initialy did not specify the type of
radioactive materials involved, although he mentioned that it “might have
been used for production of components for nuclear weapons,” suggesting
that either HEU or plutonium may have beeninvolved. An unspecified Minatom
official informed a U.S. researcher in 2000 that the material was HEU, but
neither the enrichment level nor the name of the facility involved were dis-
closed.

8 For details concerning these cases, see the corresponding abstracts in the
NISIllicit Trafficking Database, <http://www.nti.org/db/nistraff/index.html>.

9“Qur Last TraceWasin Districtin Rome,” La Repubblica, November 8, 2001;
in “Italy: Finance Police Captain on Uranium Bar Probe”, FBIS Document
EUP20011108000021.

10 According to Russian Minister of Atomic Energy Aleksandr Rumyantsev
themateria seized in Balashikhahad been stolen from the nuclear fuel fabrica-
tion plant in Elektrostal many years earlier. Its recovery was reported as the
result of along-term operation by Russian security services. For details about
this case, see NIS Nuclear Profiles Database, “LEU Peddlers Arrested in
Balashikha, Russia,” December 7, 2001, <http://www.nti.org/db/ni straff/2001/
20010640.htrme>.

1 See for example V.M. Kuznetsov, “Osnovnyye problemy i sovremennoye
sostoyaniye bezopasnosti predpriyatiy yadernogo toplivnogo tsikla
Rossiyskoy Federatsii,” AtomSafe, Moscow, Russia, 2001 <http://
www.atomsafe.ru>; and Dmitriy Frolov, “ Bitvav puti. Minatom d predchuvstvii
‘relsovoy voyny,”” Novyye | zvestiya, November 24, 2001.

12 Tanguy Berthemet and MicheleBietry, “ Enriched Uranium Seized in Paris,”
LeFigaro (Paris), July 23, 2001; in FBIS Document EUP20010723000399; and
“Uranium Seized in France Could have Made Low Grade Bomb,” Agence
France Presse, October 21, 2001.

13 SeeAlexander Dmitriev, Yuri Volodin, Boris Krupchatnikov, and Alexander
Sanin, “Effortsin Strengthening Accounting for and Control of Nuclear Mate-
riadlsin Russia,” paper presented at IAEA Symposium on International Safe-
guards: Verification and Nuclear Material Security, Vienna, Austria, October
29-November 2, 2001.

14 Examples are the cases of Podolsk, Vilnius, Andeeva Guba and, to alesser
extent, Prague, which areall listedin Table 1.

15 Seefor example, Amelia Gentleman and Ewen MacAskill, “Weapons-Grade
Uranium Seized: 1.7kg of Nuclear Material Foundin GeorgiaMay Have Been
Destined For aRogue State or Terror Group,” The Guardian, 25 July 2001; in
Lexis-NexisAcademic Universe, <http://web.lexis-nexis.com/universe>; also
Thilisi Prime-News, 24 July 2001; in “Quantity of Weapons-Grade Uranium
Siezedin Georgia,” FBIS Document CEP20010724000038. SeeasotheNIS
Ilicit Trafficking Database entry 20010300; <http://www.nti.org/db/nistraff/
2001/20010300.htrme>.

16 “Turkish Police Seize Weapons-Grade Uranium,” Agence France Presse,
November 7, 2001.Thisand the previous case are also cited by GeorgeAnzelon
asexamplesof greatly overstated newsreportsin hispaper “Incidentsof Illicit

120

Trafficking in Nuclear and Radioactive Materials,” paper delivered at the Re-
gional Conferenceon lllicit Trafficking and Trade of Nuclear and Radioactive
Materials, Almaty, Kazakhstan, March 2002.

17 See the National Intelligence Council, “ Annual Report to Congress on the
Safety and Security of Russian Nuclear Facilities and Military Forces,”
February 2002, <http://www.cia.gov/nic/pubs/other_products/
icarussiansecurity.htm>. In thisreport, the National Intelligence Council cites
the Chelyabinsk incident and three others as evidence that Russian institutes
havelost fissilematerial in thefts. In two of the additional cases, however, the
1992 Podol sk theft of 1.5 kg of 90 percent enriched uranium and the 1994 theft
of 3 kg of 90 percent enriched uranium in Moscow (probably referring to the
seizurein St. Petersburg of 3.05 kg of HEU stolen from Elektrostal, M oscow
Oblast), the material was recovered. In the third case, the 1999 seizure of
weapons-usable material in Bulgaria, only four grams of HEU wereinvolved.
Taken together with the murky Chelyabinsk case, this list may provide evi-
dence of “theft” but not of a pattern of successful smuggling, asitscontextin
thereportimplies.

18 Russian NGO analysts (names withheld by request), interviews with au-
thors, Moscow, Russia, and Monterey, CA, Winter and Spring 2001-2002.

19 Cited by Yuri Golotyuk, “ Yadernyy uchet i control,” Vremya Novostey, Sep-
tember 29, 2000.

20Viktor Yerastov, “ Yadernyye zloumyshlenniki v Chelyabinskoy oblasti mogli
nanesti sereznyy vred gosudarstvu,” Yaderny Kontrol (November-December
1999), p. 40.

2! | nternational Atomic Energy Agency, “ Confirmed Incidentswith Plutonium
or High-Enriched Uranium,” IAEA lllicit Trafficking Database, November 9,
2001. This particular IAEA list of incidents was circulated to a variety of
journalists.

22Yu. Gruzdov, “ChP v aeroportu,” Vecherniy Bishkek, May 14, 1999, p. 1;
“Uzbeki Held in Kirghizstan for Trying to Pass Plutonium to UAE,” Agence
France Presse, May 14,1999.

ZWilliam C. Potter, “A U.S. NGO Perspectiveon US-Russian MPC& A Coop-
eration,” Paper Presented at the 39th Annual Meeting of the Institute for
Nuclear Materials Management, Naples, Florida, July 26, 1998. Seealso NIS
Illicit Trafficking database, <http://www.nti.org/db/nistraff/1998/
19980500.htrm>.

2“Georgian Officia DiscussesMissing HEU from Sukhumi Institute,” Prime
News, May 21, 2001.

% “V Thilis ne isklyuchayut, chto obogashchennyy uran iz sukhumskogo
fiziko-tekhnicheskogo institutamog byt prodan terroristam,” Interfax, June 29,
2002.

% Alevtina Nikitina, “Komu vygodno razrusheniye FSB?' Chelyabinskiy
rabochiy, December 19, 1998, <http://www.chelpress.ru>; and Yevgeniy
Tkachenko, “FSB Agents Prevent Theft of Nuclear Material,” ITAR-TASS,
December 18, 1998.

27Viktor Yerastov, “ Yadernyye zloumyshlenniki,” p. 40.

% Russian analysts (names withheld by request), correspondence with au-
thors, February 1, 1999.

2 The |AEA aggregate number isarrived at by adding the amounts from the
document: International Atomic Energy Agency, “Confirmed Incidents with
Plutonium or High-Enriched Uranium.” The aggregate number from the Stanford
databaseiscited by LisaTrei, “ Database Exposes Threat from ‘ Lost’ Nuclear
Material,” Stanford Report, March 6, 2002, <http://news-service.stanford.edu/
news/march6/database-36.html>. Thetotal fromillicit trafficking incidentsin-
volving fissile material identified inthisarticle producesasimilar total to that
given in the Stanford database number—over 42 kg.

%0 See Anzelon, “Incidents of Illicit Trafficking in Nuclear and Radioactive
Materials.”

The Nonproliferation Review/Summer 2002



