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T

he September 11, 2001, terrorist attacks have
increased concerns that terrorists may use weapons of mass destruction (WMD)—including
chemical, biological, or nuclear devices—to achieve their
goals. 1 While chemical and biological agents probably
remain a more likely means of attack,2 U.S. officials have
stated they have little doubt that the Al Qaeda network
is trying to acquire nuclear and radiological weapons.3
Indeed, Osama bin Laden has declared obtaining nuclear
weapons to be a religious duty, and Al Qaeda has reportedly attempted to acquire stolen nuclear materials on
several occasions.4 Recognizing the seriousness of these
risks, President George W. Bush has stated that our “highest priority” is to prevent terrorists from acquiring weapons of mass destruction, including nuclear weapons.5
Because the most difficult hurdle to developing nuclear
weapons is acquiring the necessary “fissile materials” such
as highly enriched uranium (HEU) and plutonium,6
President Bush has announced that “urgent attention
must continue to be given to improving the physical
protection and accounting of nuclear materials of all possessor states.”7
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For good reason, the majority of international attention has focused on potential risks of inadequately secured
fissile materials in several countries, such as the newly
independent states of the former Soviet Union (NIS)
and Pakistan. In particular, experts have been quite concerned about a possible breakdown in Russian nuclear
security following the collapse of the Soviet Union in
1991. 8 Plunging salaries at Russian nuclear facilities,
combined with a deterioration of security systems, have
increased risks of loose nukes, a term used to describe
the possibility that nuclear warheads or fissile materials
could be stolen for sale on the black market. In an effort
to mitigate such risks, the United States has created the
Cooperative Threat Reduction (CTR) program, which
has helped Russia secure the warheads and materials from
dismantled nuclear weapons, and the Material Protection, Control, and Accounting (MPC&A) program, designed to improve the MPC&A at Russia’s civilian and
military nuclear facilities.9 Questionable nuclear security is also a consideration in Pakistan, particularly following the 9/11 terrorist attacks and U.S. military actions
in Afghanistan. Reports of public riots, a close affilia-
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tion among some elements of the Pakistani military with
Islamic militants, and the tenuous hold that President
Musharraf of Pakistan appeared to have in Pakistan,
caused analysts to worry that Pakistan could face serious
difficulties controlling and protecting its nuclear weapons and fissile materials.10
In its efforts to improve nuclear security in key countries, however, the United States should not overlook
potential vulnerabilities in the People’s Republic of
China (PRC). Because Chinese officials have stated that
their system of nuclear material control is similar to that
used in the former Soviet Union, 11 many experts believe
that the Chinese system could reveal the same weaknesses
during domestic crisis that the Soviet system has exhibited since 1991. 12 As a result, in 1994 scientists at U.S.
national laboratories, working within guidelines established by the U.S. government, began discussions with
their counterparts at Chinese nuclear laboratories over
possible lab-to-lab collaborations.13 These discussions
resulted in the U.S.-China Lab-to-Lab Technical
Exchange Program (CLL), or as it was renamed in
1998, the China Arms Control Exchange (CACE).14
Policymakers and arms control experts hoped that the
CACE program would help build a strong foundation of
trust and cooperation between the United States and
China on issues of nonproliferation and arms control.
The collaborations were to encourage increased transparency and mutual understanding of the nuclear programs in both countries—while protecting national
security interests—and to help build a strong basis for
future MPC&A programs in China. 15
The aftermath of the controversial 1999 Cox Report16
and its allegations of Chinese espionage targeted against
U.S. nuclear facilities, however, gave rise to a complete
cessation of contacts under CACE. Although the CACE
program was cleared of any involvement in the espionage scandal,17 previously planned visits were canceled
and no new events have yet been scheduled. As a result,
the continued existence and nature of the program are
very uncertain at this time. Indeed, in spite of continuing interest among parts of the U.S. government in the
continuation of the program, no authorization exists for
renewing lab-to-lab contacts with China. 18
In light of the current war on terrorism and the high
priority that the United States has placed on ensuring
the protection of nuclear materials and facilities throughout the world, it is appropriate to revisit the importance
of the CACE program. This viewpoint assesses the cur-
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rent risks associated with the Chinese fissile material
stockpile by examining what is known about China’s
MPC&A systems at its nuclear facilities. The study identifies a number of potential weaknesses in China’s
MPC&A, particularly during times of domestic upheaval.
Because of the potentially serious repercussions of a
security breach in China, the United States has a major
interest in improving the security of Chinese fissile
materials. One step toward realizing this interest would
be to revive the CACE program.

CHINA’S CURRENT NUCLEAR WEAPON
FISSILE MATERIAL STOCKPILES

AND

Although China is reported to have ended production
of HEU in 1987 and weapons-grade plutonium (Pu) in
1991, it is estimated to have a significant stockpile of
weapons-usable fissile material.19 According to most current assessments, China has accumulated between 2 and
6 metric tons of plutonium and between 15 and 25
metric tons of HEU. 20
Alongside this fissile material, China is currently
estimated to possess about 400 nuclear warheads.21 Of
these, more than 100 are deployed operationally on ballistic missiles, while the remainder are stored in multiple
facilities across the country. 22 A major storage facility is
believed to be the Lop Nur test site, which might contain as many as 150 tactical nuclear weapons (See Table 1).23
Because China’s nuclear warheads are assembled at
several nuclear facilities, these sites must also contain
some nuclear weapons. Information on the specific facilities is scarce, but nuclear weapons assembly is believed
to have taken place at Harbin in Heilongjiang, the
Jiuquan Atomic Energy Complex in Gansu, and Plant
821 in Sichuan, though the latter two facilities may have
been closed down. 24
China is believed to store its stocks of fissile materials at a number of civilian and military nuclear facilities
across the country. Historically, the same facilities have
been used for both civilian and military programs, but
China recently converted large sections of its nuclear
complex to strictly civilian use. 25 According to some
estimates, approximately 14 sites associated with China’s
nuclear weapons program contain significant quantities
of weapons-usable fissile material.26 The primary locations of nonweaponized fissile materials are believed to
be China’s plutonium production and uranium enrichment facilities, nuclear weapons research institutes, and
other nuclear fuel cycle facilities.27
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CHINA AND I NTERNATIONAL MPC&A
STANDARDS
The standards and recommendations for MPC&A systems published by the International Atomic Energy
Agency (IAEA) reflect a consensus among international
specialists in nuclear security. 28 The IAEA generally
divides MPC&A into two distinct, though interrelated,
systems: physical protection, and material control and
accounting (MC&A). The IAEA recommends specific
standards for physical protection in its information circular INFCIRC/225/rev.4 and establishes regulations for
nuclear MC&A in INFCIRC/153. 29
Physical protection systems are designed to prevent
theft of fissile materials and sabotage of nuclear facilities
by deterring, delaying, or defeating direct attacks by
groups or individuals. The first step in designing a physical protection system is to determine the attractiveness
of given fissile materials for theft or diversion. Materials
stored at nuclear facilities can range from Category I (the
most attractive) to Category III, depending the type of
material, its physical and chemical form, the degree of
dilution, the radiation level, and the quantity of the
material present.30 Once a given state has categorized
the fissile materials at one of its facilities, it must design
a physical protection system proportionate to their level
of attractiveness. These systems should include a carefully designed, integrated arrangement of guards, alarms,
sensors, and physical barriers.
MC&A systems are designed to detect a theft of
nuclear materials by closely measuring the amounts of
materials in each facility and ascertaining whether any
materials are moved or taken. Materials must therefore
be “controlled” through technologies and procedures
intended to verify the precise location and storage condition of the materials. There must be effective accounting systems in place to provide “a regularly updated,
measured inventory of nuclear weapons usable material,
based on routine measurements of material arriving, leaving, lost to waste and remaining within the facility.”31
All states that have signed the Treaty on the Non-Proliferation of Nuclear Weapons (NPT) as nonnuclear
weapons states are required to follow the MC&A guidelines outlined in INFCIRC/153 and to provide detailed
accounting records for their fissile materials to the IAEA.
However, because China is one of the five nuclear
weapon states recognized by the NPT, it is not bound by
most of the IAEA regulations for fissile material controls. Thus, to a large degree, China is responsible for
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implementing its own standards for fissile material control. Nevertheless, China has voluntarily bound itself to
some IAEA standards.
China signed an agreement in 1998 with the IAEA
to voluntarily place some of its facilities under IAEA safeguards. This agreement is published in INFCIRC/369
(See Table 2). China currently has three facilities under
IAEA safeguards: the Qinshan-1 nuclear power reactor,
a research reactor at the China Institute of Atomic
Energy (CIAE), and a gas-centrifuge uranium enrichment plant, which was purchased from Russia and will
be used to produce low-enriched uranium (LEU). 32
Operation of the first stage of the uranium enrichment
facility began in 1998 and the second in 2001. The third
and final stage of the facility is expected to be completed
in 2005.33 China is also building two CANDU (Canadian deuterium uranium) reactors as the third stage of
the Qinshan power station. These plants are being built
with Canadian assistance and will also be placed under
IAEA safeguards.34
In addition to its voluntary agreement to place some
facilities under IAEA safeguards, China has signed several international agreements that relate to controls over
nuclear materials. The first of these was the 1979 Convention on the Physical Protection of Fissile Materials
(codified in INFCIRC/274, rev.1).35 Although this agreement is important, it has a relatively limited scope. It
applies only to transports of fissile materials used for
peaceful purposes across international borders. It is silent
about both defense-related fissile materials and physical
protection inside a country’s borders. In addition, the
treaty contains no method of verification or enforcement.
Another important international standard that
China has signed is the Guidelines for the Management
of Plutonium (INFCIRC/549).36 These guidelines establish requirements for the management and disposition
of civil plutonium and other plutonium no longer necessary for defense. They establish MC&A standards similar to those outlined in INFCIRC/153 and say that states
should implement physical protection regulations “taking into account” INFCIRC/225, rev.3. 37 These guidelines are limited, however, by the fact that they do not
require the physical protection regulations established
by INFCIRC/225. Nor do they say anything about the
management of uranium or plutonium not used for peaceful purposes.38
Overall, therefore, the international arrangements
to which China has committed itself are of relatively lim-
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TABLE 1
CHINESE FACILITIES BELIEVED TO CONTAIN WEAPON-USABLE FISSILE MATERIAL

I

Nuclear Weapons Design and Test Facilities
Name/Location

Type/Details

Chinese Academy of Engineering Physics
(CAEP), Mianyang, Sichuan

Work related to the research, development, and testing of nuclear
weapons; 12 institutes

Institute of Applied Physics and Computational
Mathematics, Beijing

Research for CAEP on design computations for nuclear warheads

Jiuquan Atomic Energy Complex, Gansu

Plutonium production, processing, and warhead fabrication
facilities; possibly closed down and being decommissioned

Lop Nur Nuclear Weapons Test Base, Xinjiang

Nuclear weapons test site; possible nuclear weapons stockpile

Northwest Institute of Nuclear Technology,
located near Malan, Xinjiang

Diagnostic support work for China’s nuclear weapons testing

Harbin, Heilongjiang

Possible site for final assembly and dismantlement of nuclear
weapons

Guangyuan, Sichuan

Reportedly China’s largest nuclear weapons production facility;
possibly closed down
Plutonium Production Reactors

Guangyuan, Sichuan
Jiuquan Atomic Energy Complex, Gansu

China’s largest plutonium production reactor; 1,000 megawatts
(MW) (thermal); possibly shut down
Plutonium production reactor (Plant 404); had an initial power
output of 250 MW (thermal), which was doubled in the early
1980s; shut down
Plutonium Reprocessing

Guangyuan, Sichuan

Large-scale reprocessing facility; capable of producing 300−400
kilograms (kg) of plutonium per year; closed

Jiuquan Atomic Energy Complex, Gansu

Large-scale reprocessing facility, a pilot reprocessing facility, and a
plutonium processing facility to refine plutonium metal for
weapons; capable of producing 300−400 kg of plutonium per
year; closed

Lanzhou Nuclear Fuel Complex, Gansu

Pilot-scale reprocessing facility for separating plutonium from civil
spent fuel; completion expected in 2002

Yibin Fuel Plant (also known as the Nuclear Fuel
Component Plant), Sichuan

Plutonium fuel rod fabrication, production, and processing of
weapons-grade plutonium
Uranium Enrichment

Heping Uranium Enrichment Plant, Heping,
Sichuan

Gaseous diffusion facility; capable of producing 750−2,950 kg of
highly enriched uranium (HEU) per year

Lanzhou Nuclear Fuel Complex, Gansu

Gaseous diffusion facility; capable of producing at least 150−330
kg of HEU per year; shut down and being decommissioned

China Institute of Atomic Energy, Tuoli, near
Beijing
Russian-supplied centrifuge enrichment plant,
Chengdu, Sichuan

Laboratory-scale gaseous diffusion facility
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Large-scale gas centrifuge; under construction; will probably only
produce Low-Enriched Uranium (LEU); will be under IAEA
safeguards.
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TABLE 1 (CONTINUED)
CHINESE FACILITIES BELIEVED TO CONTAIN WEAPON-USABLE FISSILE MATERIAL

I

Research Reactors
Name/Location

Type/Details

Zero Power Fast Reactor, China Institute of
Atomic Energy, Beijing

Fast critical reactor; fuel: 90% HEU; .05 kilowatt (kW)

MNSR-IAE, China Institute of Atomic Energy,
Beijing

Tank-in-pool; fuel: 90% HEU; 27 kW

HFTER, Southwest Reactor Engineering Research
and Design Academy, Jiajiang, Sichuan

Tank; fuel: 93% HEU; 125 MW (thermal)

HFTER Critical, Southwest Reactor Engineering
Research and Design Academy, Jiajiang,
Sichuan
PPR Pulsing, Southwest Reactor Engineering
Research and Design Academy, Jiajiang,
Sichuan
MJTR, Southwest Reactor Engineering Research
and Design Academy, Jiajiang, Sichuan

Critical assembly; fuel: 90% HEU; 0 kW

MNSR-SD, Shandong Geology Bureau, Jinan,
Shandong
MNSR-SZ, Shenzhen University, Guangdong

Tank-in-pool; fuel: 90% HEU; 27 kW

Pool; fuel: 20% medium-enriched uranium (MEU); 1 MW
Pool; fuel: 90% HEU; 5 MW

Tank-in-pool; fuel: 90% HEU; 27 kW
Nuclear Power Reactors

Guangdong-1, Daya Bay, Shenzhen,
Guangdong

Pressurized water reactor (PWR); 944 MW electric (e); operational

Guangdong-2, Daya Bay, Shenzhen,
Guangdong
Lingao-1, Daya Bay, Shenzhen, Guangdong

PWR; 944 MWe; operational

Qinshan-1, Zhejiang

PWR; 935 operational; under International Atomic Energy Agency
(IAEA) safeguards

Lingao-2, Daya Bay, Shenzhen, Guangdong
Qinshan 2-1, Zhejiang

PWR; 935 MWe; under construction, expected completion 2003
PWR; 935 MWe; under construction, expected completion 2002

Qinshan 2-2, Zhejiang

PWR; 935 MWe; under construction, expected completion 2002

Qinshan 3-1, Zhejiang

Tianwan 1 (Lian Yungang-1), Jiangsu

PHWR; 935 MWe; under construction, expected completion 2003;
will be under IAEA safeguards
PHWR; 935 MWe; under construction, expected completion 2003;
will be under IAEA safeguards
PWR; 935 MWe; under construction; expected completion 2004

Tianwan 2 (Lian Yungang-2), Jiangsu

PWR; 935 MWe; under construction; expected completion 2005

Qinshan 3-2, Zhejiang

i

PWR; 935 MWe; operational

This includes HEU and plutonium, including reactor-grade plutonium. The plutonium at the nuclear power reactors would presumably be unseparated from

Sources: Joseph Cirincione, with Jon B. Wolfsthal and Miriam Rajkumar, Deadly Arsenals: Tracking Weapons of Mass Destruction (Washington,
D.C.: Carnegie Endowment for International Peace, 2002), pp. 158–161; China Profiles Database, Center for Nonproliferation Studies, available on
the Nuclear Threat Initiative website, <http://www.nti.org>; “Chinese Nuclear Power Reactors,” Power Reactor Information System, IAEA website,
<http://www.iaea.org/programmes/a2/>.
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TABLE 2
INTERNATIONAL AGREEMENTS RELATING TO CHINESE FISSILE MATERIALS
Date

International Agreement

Requirements and Types of Materials Covered

1988
1979

INFCIRC/369
Convention on the Physical Protection
of Fissile Materials (codified in
INFCIRC 274, rev.1)
Guidelines for the Management of
Plutonium (codified in INFCIRC/549)

Places certain facilities under IAEA safeguards
Applies to transports of fissile materials for peaceful purposes
across international borders

1997

Applies only to civil and other plutonium deemed not for
defense; recommends implementing physical protection systems
for these materials “taking into account” INFCIRC/225

ited use in establishing uniform, rigorous, and enforceable
MPC&A standards in China, and do not apply to military-use material at all.

CHINESE DOMESTIC MPC&A REGULATIONS
China’s legal framework for the protection of fissile
materials is complicated by an unclear division of authority among the agencies and organizations in the Chinese nuclear sector. There are several reasons for this.
First, the division of authority is confusing to outside
observers because China has made public very little information about its nuclear industry. Second, in 1998
and for the next several years, China conducted a major
restructuring of its nuclear bureaucracies, and it is not
clear that the dust has completely settled. 39 Finally,
although “formal authority,” determined by one’s bureaucratic position, is probably the most important factor
in determining responsibility for fissile materials, “informal authority,” determined by personal connections, can
also play an important role. 40
Before China restructured its nuclear industry in
1998, the China National Nuclear Corporation (CNNC)
was responsible for the control of nuclear materials for
the whole country. Within the CNNC, the National
Office of Nuclear Material Control was responsible for
the implementation aspects of MPC&A. 41 The China
Academy of Engineering Physics (CAEP) also apparently
had some responsibility for production, storage, and control of fissile materials intended for military purposes.42
After the restructuring, the responsibility for MPC&A
for civilian and military fissile materials was given to the
China Atomic Energy Agency (CAEA).43 Within the
CAEA, the Bureau of Nuclear Material Control is the
main institution that regulates fissile materials.44
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China’s domestic regulations for fissile material controls are established in two documents: the 1987 “Regulations on Nuclear Materials Control of the People’s
Republic of China” (hereafter: 1987 “Regulations”) and
the 1990 “Rules for Implementation of the Regulations
on Nuclear Materials Control of the People’s Republic
of China” (hereafter: 1990 “Rules”). Although the responsibilities given to specific bureaucracies were
changed by the 1998 restructuring, these documents continue to outline the licensing procedures for Chinese
nuclear facilities, the legal responsibilities of these facilities, and the basic requirements for China’s fissile material security and accounting systems.
MC&A Measures

From the 1960s to the late 1980s, China reportedly
adopted a “nuclear material ledger system” in its nuclear
facilities, where paper records were used to maintain
inventories of nuclear materials.45 By 1990, however,
China’s MC&A regulations had become much more systematic. The 1987 Regulations established laws requiring strict licensing procedures for nuclear facilities. As a
result, before a license is granted, the facility must
“establish and maintain a nuclear materials balance system and an analysis and measurement system, and use
the approved analysis and measurement method to
attain specified requirements of measuring error.”46
The 1990 Rules gave the CNNC responsibility for
“establishing the accounting system of nuclear materials
of the whole country,” though this responsibility appears
to have been transferred to the CAEA after the 1998
bureaucratic restructuring. 47 The 1990 document also
clarifies the MC&A requirements that nuclear facilities
must satisfy. It requires a new accounting system that cal-
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culates MUF (materials unaccounted for or a measure of
materials lost during normal facility operations) in the
same way as that required by IAEA INFCIRC/153. It
also establishes regulations for an acceptable standard
of error for MUF in Chinese nuclear facilities.48
In addition to these legal requirements, China revised
its nuclear materials accounting forms in 1991. These
forms now conform to those used internationally. The
new forms are the following:
· NMF-R01: Nuclear Material Transfer (similar to
U.S. Department of Energy form 741)
· NMF-R03: Nuclear Material Inventory Change
(similar to IAEA Form ICR)
· NMF-R04: Physical Inventory (similar to IAEA
Form LPI)
· NMF-R05: Nuclear Material Balance (similar to
IAEA Form)

TABLE 3
PHYSICAL PROTECTION STANDARDS ESTABLISHED
Category
For using or storing
Category I nuclear
material

•
•
•
•

•

For Category III
nuclear materials

NMF-R06: Annotation
NMF-R07: Nuclear Material Accident 49

Physical Protection Measures

By and large, China’s legal framework incorporates the
physical protection standards established by INFCIRC/
225. The Chinese regulations not only use the same
method of categorization of fissile materials outlined in
INFCIRC/225, but they also require similar physical protection measures.50 (See Table 3 for the specific physical
protection measures that these documents require for each
category of fissile materials.)
China’s legal regulations match international standards for MPC&A fairly well. If China’s nuclear facilities had equipment and procedures that conformed to
these regulations, its MPC&A would probably be quite
resilient. Unfortunately, most reliable sources indicate
that China’s actual MPC&A is characterized by rigor-

CHINESE LAW

Standardsi

•

For Category II
nuclear materials

BY

·
·

•

Materials contained in at least two complete, reliable physical barriers and stored in
a vault or special security container
Alarm or surveillance protection equipment
Technical protection system with alarming and monitoring installations, etc.
24-hour armed guards
Special passes or badges for all people entering the site; strict control of non-site
personnel’s entrance with registration procedure, and full-time escort by site
personnel after access
A “double-men and double-lock” regimeii

•
•
•

Two physical barriers; one barrier must be complete and reliable; actual materials
stored in a “strong room” type storage area
Alarm or surveillance protection equipment
24-hour guards (preferably armed)
Special passes for all people entering the site

•
•

A complete and reliable physical barrier
Materials placed in security containers or with personnel assigned to watch material

i

1990 Rules, pp. 10-13.
This means that no one can have access to nuclear material without another person present. Procedures to enforce this
regulation include, for example, requiring that doors to nuclear material storage vaults need two keys and that no single
person has both keys. Also known as two-man rule.
ii
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ous laws but lax enforcement. 51 Indeed, according to
Wen Hsu, a China expert at Sandia National Laboratories, while the two documents regulating China’s nuclear
controls specify the materials to be regulated, the responsibilities of the supervising authorities, the licensing process, the manner in which nuclear material accounting
should be performed, and guidelines on the physical protection of nuclear materials, they do not specify how
these measures are to be enforced, who should enforce
them, or the criteria by which compliance should be measured.52 As a result, there is significant evidence that
China’s actual MPC&A typically falls short of its legal
regulations.

CHINA’S ACTUAL SYSTEM

OF

MPC&A

It has become clear that China has traditionally protected its nuclear facilities and controlled its fissile
materials primarily by means of the “three Gs”—guards,
guns, and gates.53 This system mainly controls fissile
materials by using intimidation to keep out anyone who
might attempt to steal nuclear materials.54 The guards
at smaller nuclear facilities are reportedly provided by
the facility itself, while the guards at major facilities are
members of China’s armed forces.55 It is not known,
however, whether China has taken all appropriate steps
to ensure that these guards are properly armed or trained.
Because China is a member of the IAEA and has
some facilities under IAEA safeguards, it must certainly
have a general knowledge of what is required for a modern MPC&A program. In addition, it has purchased several nuclear power facilities that contain modern
MPC&A systems. But there is little evidence that China
has significantly redesigned the MPC&A systems at its
indigenous nuclear facilities.56
Fissile Material Control and Accounting

China did reportedly develop a computer accounting system for its nuclear fuel cycle in 1996 to help detect loss
or theft of fissile materials.57 China claimed that this
system met international standards for accountability.
These computer systems have reportedly been installed
at roughly a dozen nuclear facilities.58 If this information is true, this number of systems may not improve
China’s overall material accountability significantly,
because as indicated in Table 1, many more than 12 facilities in China contain fissile materials. It is possible that
China has subsequently installed computer systems at
additional facilities, but nuclear materials accountabil-
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ity will necessarily be limited by the number of computers China has purchased and incorporated into its
accounting systems.
Moreover, these computer systems are useful only to
the extent to which China’s indigenous facilities have
been set up to isolate strategic monitoring points, where
one can measure the amounts of fissile materials moving
through the systems. While these facilities presumably
have some sort of accounting system for inventory purposes, they were not designed with rigorous IAEA safeguards in mind. As a result, they “may lack designs that
specifically facilitate an overview of material flows,
define strategic points, provide access for taking samples,
designate measurement points, contain installations that
enable the application of tags and seals, and restrict
human entry.” 59 Despite the quality of a country’s
accounting computers, its MC&A will be seriously defective unless its facilities are designed to measure the
amounts of fissile materials accurately, easily, and frequently. Given its apparent reliance on designs and procedures derived from those used in the Soviet Union,
there is no reason to believe China has designed its
facilities in this manner.
In addition, although the Chinese are likely aware
of the specific equipment necessary for a modern, Western-style MC&A system, it is not clear that they have
installed much of this equipment at their own facilities.60
Nor is it clear that China has undertaken the extensive
designing and testing necessary to assemble MC&A
equipment into an integrated system capable of detecting thefts of fissile materials. This shortcoming was a
major weakness in the Soviet system and is probably mirrored in the Chinese system.
To the extent that Chinese nuclear facilities lack systematic MC&A systems, they presumably have a limited ability to detect thefts by insiders. Indeed, because
Chinese nuclear facilities were probably not designed to
take reliable physical inventories, China may not even
have a precise inventory of the amount of nuclear materials in its facilities. This is the most basic step in any
MC&A system, for without this knowledge there is no
way to detect the disappearance of any material. Instead,
available evidence indicates that China mainly relies on
social controls and the loyalty of workers to prevent thefts
of materials by insiders.
Physical Protection Systems

The most important aspect of a physical protection
system is the ability to assess whether a given nuclear
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facility can deter or defeat a potential threat. In order to
do this, a state needs to carry out five steps:61
1. Design a basic physical protection system
2. Create scenarios for potential attacks on a given
nuclear facility
3. Test the ability of the facility’s current defenses to
counter an attack
4. Fix any weaknesses discovered in the tests
5. Repeat steps three and four until the defenses can
defeat all types of attack.
Whereas there is a small but growing literature on
China’s MPC&A, very little specific information is
available on the physical protection of Chinese facilities.
We simply do not know whether China has engaged in
systematic designing and testing of its physical protection
systems. Nor do we know whether China has created a
legal structure that specifically outlines how a facility
would put a physical protection system into place. Given
the Soviet model for physical protection, however, it is
unlikely that China has taken any of the critical steps
for the design and implementation of Western-style
physical protection systems.62 We therefore cannot be
certain that the physical protection systems at China’s
nuclear facilities would be able to repel a dedicated
attack.

IDENTIFYING P OTENTIAL THREATS
NUCLEAR F ACILITIES

TO

Thefts of Fissile Materials by Insiders. Until recently,
there were few reasons to worry about thefts of fissile
materials from Chinese facilities. As in the Soviet Union
before its collapse, Chinese central authorities maintained
massive social controls that pervaded every aspect of the
society. But this situation has changed in recent years,
and could change more in the future. China’s economic
reforms launched in the 1970s have given rise to a significant erosion of societal controls and central government authority. Crime rates in China have soared in
recent years, and many people in China, including local
government officials, routinely evade government dictates.63 Given these trends, it is possible that an insider
might be tempted to steal nuclear materials for sale on
the black market or for other purposes.
Moreover, recent governmental restructuring and
budget cutbacks have cost many government officials
their jobs, including many in the nuclear sector and the
military. 64 It is difficult to determine how these cutbacks
will affect the nuclear sector, but one result could be a
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larger pool of disgruntled former employees who might
be tempted to steal nuclear materials and sell them, who
might be vulnerable to recruitment by terrorist or organized crime groups, or who might provide information
on security measures to support an attack. These restructuring problems are likely much less severe than those
in the Russian nuclear complex—people in China are
probably still being paid regularly—but they do exist in
an incipient form.65 Chinese nuclear materials presumably remain under tight central government control, but
these personnel problems, which are clearly widespread
in other sectors of the Chinese economy and government, could eventually spread to the nuclear sector.
Direct Terrorist Attacks. All states with nuclear
facilities, civil or military, can be vulnerable to nuclear
terrorism. China is no exception. Terrorists are becoming increasingly international. If they want to obtain fissile materials or sabotage a nuclear facility, they may
choose to target facilities with the weakest MPC&A system. For this reason, among others, uniform international
standards for MPC&A are desirable. 66 Of course, international terrorist groups would have difficulties operating in China because foreigners typically stand out visibly,
few speak Chinese well, and they would be easy to spot
in the remote areas where most of China’s nuclear
facilities are located.67 But as China’s borders continue
to open up, international terrorism will increasingly
become a problem.
In addition to the potential for international terrorists to attempt an attack on Chinese nuclear facilities is
the risk of domestic terrorism in China. In particular,
separatists in the western province of Xinjiang (where
portions of the predominantly Islamic Uighur population have reportedly received arms and training in places
like Afghanistan and Pakistan) have engaged in a number of acts of domestic terrorism in recent years.68 Although
Beijing has engaged in severe crackdowns on these movements—Western-based monitoring groups have recorded
more than 200 death sentences and 200 executions of
Xinjiang separatists since 1997—it has been surprisingly
unsuccessful in quelling the unrest.69 The possibility that
these separatists might attempt to sabotage a nuclear
facility or obtain fissile materials for terrorist purposes
cannot be ruled out.70
One intriguing incident did reportedly occur in
March 1993 at the Lop Nur site, located in Xinjiang. 71
On this occasion, some 1,000 protestors stormed the site
in protest over China’s nuclear testing. They were dispersed after the People’s Liberation Army (PLA) fired
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shots. A spokesman for the Chinese Defense Ministry
reportedly described the protestors as “barbarians” and
claimed that they had done serious damage to the test
site. 72 Additional reports, from Uighur sources citing the
Chinese-language paper Singtao, suggested that military equipment, airplanes, and tanks were destroyed in
the fighting that ensued between the Uighurs and the
PLA. These sources also alleged that the attackers had
stolen radioactive material from the test site, though this
claim has proved impossible to substantiate. 73 While it
is quite likely that radioactive material does exist at the
Lop Nur site, it is unclear whether the attack took place
near any sensitive locations. Given the size and the
defenses at the site, it seems more likely that this incident was a violent protest-and-trespass action in clear
contempt of Chinese authorities, rather than a dedicated
attack or a credible threat to the security of Chinese
nuclear materials or facilities.
The separatist movement in Xinjiang is not the only
separatist movement in China; ethnic unrest in Tibet
and Inner Mongolia could eventually erupt into domestic violence.74 In fact, the sheer resilience of the Xinjiang
separatist movement has helped to encourage Tibetans
and Mongolians in their struggles against the central government.75 While the Tibetan independence movement
certainly has not erupted in the terrorism that has characterized the Xinjiang conflict, one cannot be certain
that it never will.76 And nuclear facilities and military
bases located in provinces near Tibet could be targets
for terrorism.
As we have seen, there are significant questions
about the extent to which the physical protection systems at Chinese nuclear facilities would be able to
defend against dedicated outsider attacks. China appears
to lack carefully designed, integrated security systems;
rigorous performance tests of these systems; and highly
trained and well-armed guards at its nuclear facilities.
Its heavy reliance on social controls and the isolation of
its facilities for protection may not be adequate, particularly in the future, whether an attack is conducted by
terrorists, rogue elements within the Chinese military,
or even another country.
Weakened Nuclear Controls During Domestic
Upheavals. The most significant weaknesses in China’s
system of MPC&A could arise during times of political,
social, or economic crisis. Clearly, the events in Russia
show the limitations of an authoritarian type of control
during domestic crises. If such crises were to occur in
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China, the government’s controls over its fissile material stockpiles could become significantly disrupted
or collapse altogether. 77
Indeed, China’s nuclear controls have been affected
during political upheavals in the past. For example, during the Cultural Revolution in the late 1960s and early
1970s, several radical factions within the nuclear complex reportedly engaged in fierce battles with each other,
a regional military leader threatened to take over the Lop
Nur nuclear test base (which is also believed to be the
location of a nuclear weapons stockpile), and a group of
radicals attacked a nuclear facility at Lop Nur. 78 More
recently, Chinese officials reportedly admitted to U.S.
officials that during the Tiananmen Square crisis,
Beijing’s leaders had feared their army might split over
the decision to crush student protests, causing the central government to lose control of its nuclear arsenal.79
Although these are particularly severe cases, it is quite
possible that future upheavals could also disrupt China’s
nuclear controls.
Several different kinds of crises could potentially
undermine China’s controls over its fissile material stockpiles. Should China experience a severe economic downturn, it could face the same kinds of problems that Russia
is now facing. If the wages of the scientists and guards at
Chinese nuclear facilities were reduced, they might be
increasingly tempted to supplement their incomes by selling fissile materials on the black market. Given China’s
apparent lack of a systematic MC&A system, it would
probably have difficulties detecting this kind of insider
theft. A decentralization of power in China could also
weaken the country’s MPC&A, because China relies
heavily on strict social controls to deter any insider theft
or terrorist attempts. If these controls were to weaken,
we could see a dramatic increase in these illicit activities. A similar pattern in Russia and the other NIS appeared
following the collapse of the Soviet Union.
Finally, a sustained leadership conflict or political
crisis could undermine China’s MPC&A. As we have
seen, the Cultural Revolution disrupted nuclear production and caused violent clashes in Chinese military
research facilities. While it may be unlikely that another
political crisis on the scale of the Cultural Revolution
will occur again in China, a leadership conflict could distract attention away from and interfere with close supervision of the Chinese nuclear complex. 80
Working in favor of continued stability is the location of China’s major nuclear weapons facilities. Because

The Nonproliferation Review/Fall-Winter 2002

NATHAN BUSCH
they are based in isolated areas, they tend to be less
affected by weakened societal controls. 81 In fact, it would
be easier for the government to maintain strict oversight
of these facilities and much more difficult for outsiders
to attack the facilities. Still, a general loosening of societal controls would be very troubling because of China’s
overreliance on these controls to discourage attacks on
its nuclear facilities.

THE U.S.-C HINA L AB-TO-LAB
COLLABORATIONS, 1995-1998
Partially in an effort to better understand and address
some of these security concerns, the directors of nuclear
laboratories in the United States and China began a formal letter exchange in 1995, following informal contacts under careful government oversight the previous
year. It was determined that Department of Energy nuclear
laboratories and their counterpart research facilities in
China had many mutual scientific interests, and
that laboratory-level collaboration was desirable in specific areas.82 The CLL programs that resulted covered
topics ranging from nuclear materials management
(MPC&A), to verification technologies critical to the
Comprehensive Test Ban Treaty (CTBT), to additional
efforts in export controls. The following discussion will
focus specifically on MPC&A collaborations.83
CLL Meetings and Workshops on MPC&A

The first meeting in which U.S. and Chinese scientists
discussed MPC&A technologies occurred in 1995. In
this meeting, American scientists from Lawrence
Livermore, Sandia, and Los Alamos National Laboratories met with Chinese scientists from CAEP and
the Institute of Applied Physics and Computational
Mathematics (IAPCM). The second round of discussions
began in January 1996, when American scientists from
Livermore, Sandia, and Los Alamos met with Chinese
scientists at IAPCM for a workshop on MPC&A technologies. During the workshop, scientists from both countries presented papers discussing the current MPC&A
practices, technologies, and methodologies in use in each
country.
In 1997, Sandia National Laboratories held a twoweek course in China on the design of physical protection systems for nuclear facilities. It was held at the China
Institute of Atomic Energy in Beijing from March 29 to
April 10. These workshops helped train Chinese scien-
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tists in Western methods for designing and installing
integrated physical protection systems.
In 1998, Sandia National Laboratory held a workshop in China on MC&A techniques. This workshop
helped the Chinese develop strategies for identifying strategic monitoring points, installing measurement gauges,
and the like. If implemented in Chinese nuclear facilities, these MC&A procedures and technologies would
help the Chinese take precise physical inventories of
the fissile materials in their nuclear facilities and subsequently detect any theft of these materials.
Integrated Demonstration of MPC&A

The principal Los Alamos activity, and a flagship CLL
project, was to build a model MPC&A system in China
to demonstrate Western-style MPC&A techniques and
technologies. Work on this project began in 1996 and
was completed in 1998. The opening of the demonstration took place in July 1998. The purpose of this MPC&A
demonstration was to “provide an important foundation
for building future activities for nuclear materials management in China.”84 It was hoped that the model facility would help China and the U.S. achieve this end
“through development of common approaches and deployment of integrated systems of modern technologies.”85
A great deal of modern MPC&A technology was
installed at the model facility. The new equipment
included access-control devices such as motion detectors, cipher-activated locks, magnetic card readers, and
hand-geometry readers. Screening and monitoring devices
were installed, such as metal detectors, portal radiation
detectors, and an NTvision camera remote-monitoring
system. Equipment for materials measurement and tracking systems was also installed, including gamma spectrometers for nuclear materials assay, a complete bar-code
inventory system, and tamper-resistant seals. 86 The
United States provided most of the equipment except
the facility itself, the security fence, and the nondestructive assay equipment, which were provided by China.
These lab-to-lab collaborations were designed to help
create a “safeguards culture” in China by showing the
Chinese the advantages of modern MPC&A systems.
The CACE program made some progress in this area,
but more remains to be done. Unfortunately, the program was put on hold before it could make significant
improvements to China’s MPC&A. Indeed, plans for
actual implementation of some MPC&A measures at
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Chinese nuclear facilities were curtailed as a part of the
reduction in U.S.-Chinese contacts.

OBSTACLES TO CHINA’S MPC&A
MODERNIZATION
While it is possible that the Chinese have continued to
upgrade MPC&A on their own, there is reason to doubt
that they have made significant improvements without
U.S. cooperation—even though China knows many of
the basic requirements for rigorous MPC&A systems.
There are several reasons for this. First, in spite of its
economic growth over the last decade, China remains a
resource-limited country. 87 Stringent physical protection
regulations are very expensive to implement.88 Although
expenses would presumably be lower in China than in
the United States, Chinese scientific facilities are often
underfunded and therefore may have difficulties meeting the physical protection regulations established by
Chinese law.
In addition, Chinese officials often have difficulty
justifying the high cost of modern MPC&A systems typically in use by Western countries. Because China is a
comparatively poor country, it could either use its resources
to feed its citizens, strengthen its economy, and improve
its military, or it could use them to improve its MPC&A.
China’s limited financial resources have often caused it
to place safety and security as lower priorities than other
objectives.
Furthermore, the Chinese may not have improved
their MPC&A because of an historical lack of coordinated policy among the different bureaucracies that have
responsibility over China’s nuclear complex. One could
characterize the Chinese nuclear complex as “stovepiped,” without much communication among the different bureaucracies or coordination of their nuclear policies.
According to Wen Hsu, “the government departments [in
China’s nuclear establishment] have continued to act
as fiefdoms that jealously guard their prerogatives, to the
extent that their possessiveness has discouraged interdepartmental exchanges.”89 Moreover, each of the bureaucracies has limited resources, and each might be unwilling
to pay for MPC&A technologies that it believes another
agency should pay for.
But the main reason that China may not have
improved its MPC&A significantly in recent years is that
many Chinese officials simply have not seen the need
for the stringent MPC&A implemented by Western
countries. The Chinese have stated publicly that their
method of MPC&A is “similar to that of the Russians,”
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which was mostly dependent in the past on security personnel.90 Although it has become clear that such a system can become particularly weak during political and
economic crises, the Chinese consider these methods to
be adequate for now because, they maintain, their current political, social, and military situation is relatively
stable. 91
The U.S.-China collaborative programs worked to
help change these perspectives on nuclear security and
promoted significant progress in security upgrades at
Chinese facilities. Without these or similar programs, it
is likely that potential vulnerabilities will remain at
Chinese nuclear facilities, at least for some time. Such
vulnerabilities are cause for concern, particularly because
China is currently not as stable as many would like to
believe. Growing sources of instability in China could
eventually disrupt its nuclear controls.

POTENTIAL

FOR

FUTURE INSTABILITY

Fundamental changes in China in recent years present
significant instabilities that the regime may not survive.
Indeed, it appears that the Chinese Communist Party
(CCP) is rapidly losing influence in China. 92 This situation is due partly to the liberalization of China’s
economy, partly to the CCP’s increasing inability to solve
many of China’s internal difficulties (such as the separatist movements and the pressures of liberalization), and
partly to the large dissatisfaction in the populace with
widespread government corruption. After years of denials by the government and the government-controlled
press, these problems have become severe enough to force
the CCP to admit them. According to a June 2, 2001,
article in the New York Times, “A startlingly frank new
report from the Communist Party’s inner sanctum
describes a spreading pattern of ‘collective protests and
group incidents’ arising from economic, ethnic and religious conflicts in China and says relations between party
officials and the masses are ‘tense, with conflicts on the
rise.’”93
Economic Changes and Political Stagnation

The most foundational changes have resulted from
China’s transition to an open economy. With a reported
sustained yearly growth rate of nearly 8 percent, China’s
economy has grown dramatically in the last decade. 94 Its
entry into the World Trade Organization (WTO) will
guarantee that China’s economy will continue to open
in the future. 95 However, as Minxin Pei, a senior associate at the Carnegie Endowment for International Peace,
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has argued, “in both the short and long term, China’s
entry into the WTO—and the radical economic reforms
likely to accompany it—will generate powerful shocks
to the country’s existing political system.…It remains
highly uncertain, however, whether the Chinese regime
is resilient enough to withstand such shocks.”96
China’s economic restructuring has largely benefited
only a small, highly educated elite and has actually worsened conditions for rural farmers and workers in traditional industries.97 The worsening economic conditions
in these two groups, combined with increasing frustration with widespread corruption in the CCP, have caused
these groups to become immense reservoirs of social discontent. In recent years, an increasing number of riots
have occurred over government corruption, excessive
taxation, and the CCP’s inability to ease the economic
hardships among industrial workers and rural farmers.
According to some reports, more than 100,000 protests
took place in China in 1999, many of which led to violent clashes.98 The following are just a few recent
examples of such incidents:
• In the largest labor protests since 1949, tens of thousands of displaced workers protested every weekday
in March 2002 in Daqing in China’s northeast.
• In February 2000, tens of thousands of workers staged
a violent protest at China’s largest nonferrous metal
mine, burning cars and holding police at bay for several days. The workers were protesting against what
they said was an unfair and corrupt handling of the
mine’s bankruptcy.
• In August 2000, up to 20,000 farmers rioted for five
days in the Jiangxi province in southern China, with
some attacking government buildings and looting
officials’ homes in protest over government fees and
taxes.
• On October 18, 1999, more than 2,000 protesters
took over a Sichuan railway station in grievance over
the government’s investing funds in illegal companies.
• In late 1998, the people of Shao village in southern
Hebei rioted for the right to vote, and more than
700 riot police surrounded the village. 99
A number of scholars have expressed concern that
the growing discrepancy between the rapid economic
reforms and the lack of political reforms could be a major
source of political upheavals and possibly even collapse
of the regime. 100 As Hua Di has noted, “The real threat
to the PRC’s current regime comes not from foreign
military intervention…but from the Chinese people’s
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pervasive dissatisfaction with the regime’s corruption.”101
Hua concludes that “unless a political reform is launched
and succeeds, in which the current regime in China takes
initiative to change itself from a one-party dictatorship
to a multi-party democracy, the corruption will not end
but the regime will be finished.”102
Regionalism and Separatist Movements

According to numerous reports, increasing regionalism
and separatist movements have developed, which could
threaten to break China apart. For example, there are
large economic disparities between the rich, southeastern provinces and poor, western provinces. Chinese leaders are reportedly worried that the southeastern provinces
will some day refuse to finance the western provinces
and attempt to leave China. 103 But the western provinces are even more likely to want to break away from
China. As discussed, there are several separatist movements within China, most notably in Tibet, Xinjiang,
and Taiwan (which Beijing still considers part of mainland China).104 China is quite worried that if one area
were to achieve independence, the other areas would
increase their efforts to secede. This is reportedly a
major reason that Beijing is so determined to prevent
Taiwan’s separation from mainland China. 105 If these
separatist movements were to gain momentum, they
could disrupt central controls over dispersed nuclear
facilities or even sever these controls altogether.

THE NEED FOR RENEWED MPC&A
COLLABORATIONS
China’s current system of MPC&A has apparently worked
well so far, but there is no guarantee that it will do so in
the future. In light of possible terrorist threats, by both
domestic and international groups, as well as potential actions by angry and disenfranchised groups within
China that could endanger China’s nuclear facilities, it
is possible that a well-organized terrorist attack could
be successful, especially at the smaller facilities, which
reportedly supply their own protective forces.106
But much more troubling are the weaknesses in
nuclear security that could arise during political, social,
and economic upheavals. As we have seen in Russia,
domestic upheavals can weaken loyalties of workers and
guard forces, diminish resources for maintenance of
basic security systems such as alarms and fences, and
undermine government oversight of nuclear facilities.
From what is known of China’s current nuclear security
systems, it is likely that domestic upheavals would have
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similar effects in China. It is therefore critically important that China improve its MPC&A now to reduce risks
to its nuclear controls.
As Kenneth Lieberthal has argued, U.S. policymakers
must take seriously the possibility of a weaker, disorganized China.107 Despite the uncertainties that remain
in our knowledge about Chinese MPC&A, the risks of
losing material, as well as the opportunities for improved
controls, strongly suggest that the United States take a
vital interest in encouraging China to improve the
MPC&A for its nuclear facilities. The United States must
also help create a safeguards culture in China, where
everyone from high-level politicians to the lowest-level
guard recognizes the importance of rigorous MPC&A
procedures and technologies.
The most direct way to address these potential
threats would be to restart MPC&A collaborations with
China. There have been few prospects for such cooperation in recent years, but an improvement in U.S.-China
relations after the 9/11 attacks may allow opportunities
for reintroducing such a program in the future. U.S. and
Chinese officials have stated that they “stand side-byside” in the war on terrorism and have committed to
promoting international anti-terrorism cooperation. 108
This position may provide an opportunity to renew labto-lab collaborations in the context of the antiterrorism
campaign.
These efforts will have to proceed carefully, however,
in order to allay Chinese suspicions that this is a merely
cynical approach to gain information on China’s nuclear
program. Also, China will need some reassurance that
such cooperation will not trigger future espionage scandals. By including the U.S.-China MPC&A program
among the various programs intended to bolster the war
on terrorism, however, it may be possible to avoid some
of the political difficulties that affected the CACE program last time around—for instance, to strictly segregate the MPC&A program from other issues of nuclear
cooperation to make it more palatable to political
authorities on both sides.109
As a first step to renewing MPC&A collaborations,
the United States should attempt to re-establish the contacts with officials within the CNNC and the CAEA
that were severed after the publication of the Cox
report. This step can be achieved by renewing engagement with officials at international conferences, and by
inviting Chinese officials to the United States to meet
with U.S. policymakers, scientists, and academics.
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The United States could also consider initiating
other lab-to-lab collaborations dealing with less sensitive issues. These collaborations could focus on safety
and security issues at civilian facilities, for instance. They
could engage, at least at first, such Chinese agencies as
the National Nuclear Safety Administration (NNSA).110
If these programs were to achieve success, then U.S. and
Chinese officials could consider expanding them to
include all of China’s nuclear facilities.
A shortcoming of such an approach, however, is that
the largest stockpiles of HEU and separated plutonium
are presumably located at China’s military facilities. It
would mean that the most attractive materials for theft
would be the last to be the subject of U.S.-Chinese collaboration. Thus, while this approach has the greatest
chance of being acceptable to leaders on both sides, it
should be expanded as soon as politically feasible. In the
meantime, however, beginning with civilian facilities
would by no means be wasted time. Improving MPC&A
at China’s civilian and research reactors would reduce
risks of sabotage and help protect the sensitive materials
at these facilities. Through collaborative efforts at civilian facilities, China could become more familiar with
Western approaches to designing and installing MPC&A
systems, thus setting the stage for rapid progress when
the program is expanded to military facilities.111
While these programs will inevitably progress slowly,
they can help increase transparency and mutual understanding between the two counties. It is only from such
a position of trust that the United States could hope to
encourage China to improve the security of its nuclear
facilities and hence mitigate the risk of leakage from these
facilities.
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