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T his study provides a detailed
analysis of the existing prob-
lemswith nuclear safeguards
and material accounting in Russia
by comparing the existing situation
both to U.S. methods and to the sys-
tem of controls that existed in the
Soviet era. It also examines recent
U.S. efforts under the Nunn-Lugar
initiative to improve safeguards and
the system of material accounting
and control. Finally, it concludes
with specific suggestions on how to
make U.S. aid more effective and
more relevant to the unique condi-
tions hampering nuclear safeguards
in Russiatoday.

CURRENT PROBLEMS WITH
SAFEGUARDS IN RUSSIA

The Ministry of Atomic Energy
(Minatom) has control of most fis-
sile materials besides those con-
tained in Russia’s nuclear weapons.t
To protect these materials, Minatom
operates a system of internal safe-
guards that is functionally similar
to that operated by the U.S. Depart-
ment of Energy (DOE).2 Its compo-
nents include a system of physical
protection, material control mea-
sures, and material accounting.
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Workers with access to nuclear ma-
terials have their backgrounds
checked and are granted security
clearances. (It is unclear whether
soldiers of the guard force are sub-
jected to background investigations.)
In addition to safeguards at the fa-
cility level, Minatom runs central-
ized programs, such as a program
of analytical measurementsand stan-
dards. However, most of the cen-
tralized U.S.-type safeguards-related
programs, such as a central training
and qualification program, anuclear
information system, a system of
regulations, are in a rudimentary
stage of their development or are
nonexistent.

Although Minatom's system of
safeguardsisfunctionally similar to
that of the DOE, there are substan-
tivedifferencesin how specific safe-
guards programs are implemented.
Theprincipal distinction of the Rus-
sian system of nuclear safeguardsis
its continuing reliance on the *hu-
man factor.” Asaresult, the system
is not focused on identification of
and response to all realistic diver-
sion scenarios, and its technical so-
phistication is far lower than those
in the United States. (For example,
portal monitors commonly installed

at Russian facilities are less sensi-
tive by afactor of 20 than commer-
cia portal monitors in the West.?)
Probably, the most deficient com-
ponent of Minatom’s safeguards is
the system of material control and
accounting (MC&A). Thesystemis
primarily used for the purposes of
material planning and financial ac-
counting and is based on the prin-
ciple of personal responsibility.* A
designated accounting worker
(materialno-otvetstvennoye litso)
receives nuclear material and as-
sumes personal responsibility for it.
After the material has been pro-
cessed in atechnological operation,
it is transferred to another account-
ing worker at the next part of the
technological line. The discrepancy
of the amounts of material before
and after the operation is consid-
ered process loss and must not ex-
ceed centrally specified limits. Very
often, because of the lack of equip-
ment (e.g., scales), material contain-
ersthat do not allow measurements,
or for other reasons, material trans-
actions are conducted without ac-
tual measurements. (There are aso
few shipping-receiving measure-
ments in material transactions be-
tween facilities.) Generally, materia
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measurements are rare and most of
them are carried out as a part of a
guality control program. The effec-
tivenessof the MC& A systemisalso
limited by thelack of regulationsand
by avariety of accounting formats.

Nevertheless, the system of safe-
guards worked well in the past. The
nuclear program was manned with
motivated and responsible people
who took pride in being a part of
the nuclear-technical elite. The in-
dustry and the state promoted this
high social status through a system
of specia benefits. The loyalty of
the personnel was further ensured
by background investigations that
were carried out by the KGB. In
addition to the high moral standards
of the nuclear establishment, there
was no motivation to divert nuclear
material: in the isolated Soviet so-
ciety it had virtually zero monetary
value.

The current crisis in Russian so-
ciety haseroded the " human factor.”
The collapse of defense and
nuclear-power orders, colossal
non-payments to nuclear power
plantsfor electricity,® and the inabil -
ity of the state to subsidize the
nuclear complex have brought
nuclear workersto the brink of pov-
erty and have resulted in economic
and social insecurity. High moral
standards have been further dis-
solved by the atmaosphere of corrup-
tion and crime in the country. The
reliance on the “human factor” has
become amajor liability for nuclear
safeguards. Currently, the primary
threat to nuclear materials stems
from an experienced and corrupt
insider (or agroup of insiders) who
might attempt to steal fissile mate-
rials either for profit or for political
reasons or because of coercion by
an external criminal organization.

Theeconomic crisishas degraded
the technical and research and de-
velopment (R&D) base of the
nuclear complex and its safeguards
system. For example, there is a
shortage of containers and adequate
storage facilities for fissile materi-
als. Also, because of the cancella
tion of many R&D safeguards
projects and the absence of mainte-
nance infrastructure, the necessary
safeguardsinstruments are obsol ete.
In the attempt to cut corners, pro-
duction facilities eliminate
material-control related jobs. Mean-
while, the demands on the existing
system of safeguards has increased
as a result of fissile materials left
over from the dismantlement of
nuclear warheads.

Thus, vast inventories of nuclear
materials increase the risk of diver-
sion, and fissile materials have in
fact been diverted from facilitiesin
Russia. Kilograms of uranium with
different levels of enrichment
(mostly natural or low-enriched ura-
nium (LEU)) werediverted fromre-
search centersand production plants,
and fuel rods and assemblies were
stolen from fuel storage facilities.

Having recognized the problem,
Minatom resolved to improve the
system of safeguardsin theindustry
and to develop a national system of
nuclear safeguards. The plan called
for immediate improvementsin the
system of protection of highly-en-
riched uranium (HEU) and pluto-
nium (mainly at fuel cyclefacilities
and weapons-production facilities)
and implementation of amore com-
prehensivetechnical program aimed
at developing a modern system of
nuclear safeguards. For example, the
objectives of the program for 1994
are to complete the development of
a basic regulatory base, to set up a
training center in Obninsk, and to
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develop radiation-detection equip-
ment.® Theingtitutional responsibili-
ties(inMoscow) areassigned asfol-
lows:

--The Institute of Inorganic Ma-
terials (VNIINM, Director M.
Solonin) has responsibility for the
methodology of safeguards. Thein-
gtituteisthe lead organizationinthe
areaof fissilematerialsresearch and
on programs of measurements and
certification across the nuclear fuel
cycle and weapons production facili-
ties. Its personnel are intimately fa-
miliar with nuclear material tech-
nologies and processes used by
Minatom’sfacilities.

--The Institute of Automation
(VNIIA, Director Yu. Barmakov)
has responsibility for safeguardsin-
strumentation. The institute is in-
volved in the development of spe-
cia eectronic and automatic systems
for nuclear weapons. It also designs
physical protection and safeguards
systems.

--The Institute of Management,
Economics, and Information
(CNIITAtomInform, Director V.
Terentyev) hasresponsibility for the
development of safeguards regula
tionsand nuclear materialsinforma-
tion. The institute develops and
supports automated information-
processing systems, hosts a central
communication center with
Minatom’s production facilities, and
providesinformation to the Interna-
tional Atomic Energy Agency
(IAEA).

The safeguards activitiesin these
threeinstitutes are coordinated with
the development of a physical pro-
tection system (thelead organi zation
is SNPO “Eleron”). The responsi-
bility for policy and coordination is
assigned to the Committee for
Safety, Environment, and Emer-
gency Situations of Minatom (Chair-
man V. Gubanov).
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Minatom’s Council decided to
upgrade safeguards in the industry
in March 1993. At that time, the
institutes wanted to work on safe-
guards projects. Unfortunately, the
little money alocated by Minatom
for the safeguards projects has never
materialized. Since 1993, the situa-
tion in the industry has become
worse. As of this writing, it is not
clear whether the program can be
carried out. The economic crisis,
chronic delays in the payment of
salaries, and neglect by the govern-
ment may have already undermined
the personnel and technical poten-
tial of some of the institutes. For
example, the Inorganic Materials
Ingtitute isin an extremely difficult
situation: its researchers have not
received salaries for two months.
Already many monthswould be nec-
essary to resume work in the Insti-
tute; continuation of the crisis may
inflict irreparable damage to the
institute’s research potential.

In addition, many nuclear fuel
cycle production facilities do not
work. The links between R&D in-
gtitutesand production facilitieshave
been severed. Thus, there is a real
danger that the crisis in the indus-
try may erode the safeguards in
Russia, jeopardize plans for im-
proved safeguards, and impair per-
formance of the existing system.

THE NUNN-LUGAR
INITIATIVE: MC&A AND
PHYSICAL PROTECTION
AGREEMENT

In September 1991, President
Bush announced unilateral measures
to reduce the danger of nuclear war
and proposed to explore the possi-
bility of technical cooperation with
the Soviet Unionintheareasof stor-
age, transportation, and dismantle-
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ment of nuclear weapons. In Octo-
ber 1991, President Gorbachev re-
sponded by announcing plansto con-
solidate and dismantle Soviet tacti-
cal nuclear weapons. In November
1991, following the proposal by
Senators Nunn and Lugar, the U.S.
Congress enacted the Soviet Nuclear
Threat Reduction Act, which pro-
vided $400 million to support Bush's
initiative during fiscal year 1992."
As a result, the U.S. government
formed an interagency group on safe
secure dismantlement of nuclear
weapons (SSD). Thegroupincluded
several sub-groups addressing dif-
ferent issues related to safety and
security of weapons and fissile ma-
terials in the former Soviet Union.®
One of them focused on material
control, accountancy, and physical
protection (MC&A/PP). (Two other
groups that indirectly addressed the
issues of fissile material controls,
focused on fissile material contain-
ers and a central storage facility.)
Therelatively low priority given to
the issue of MC&A/PP at that time
by the U.S. government wasreflected
in the level of funding: only $10
million, or 2.5 percent of the
Nunn-Lugar appropriations, was
allocated specifically for these pur-
poses.

Formal discussionswith the Rus-
sian authorities began in March
1992.° In October 1992, the parties
met at atechnical exchange seminar
in St. Petersburg. After the semi-
nar, agroup of Russian expertsvis-
ited the United States in March
1993. A formal agreement on mate-
rial control and accounting and
physical protection was signed by
Minatom and the U.S. Department
of Defense (DOD) in September
1993. The agreement provided for
up to $10 million of assistance over
a period of five years. It was ex-

pected that most activities would
take place during thefirst twoto two
and one-half years; the second part
of thefive-year period would be used
to fine tune the program.

After the March 1993 visit of the
Russian expertsto the United States,
the Russians formulated a request
for assistance, and the U.S. experts
translated the request into a draft
proposal. The proposal called for
cooperation in the following four
areas:'°

1. Improvement and implemen-
tation of a national regulatory pro-
gram that would include a set of
regulations, licensing procedures,
and inspection and enforcement pro-
grams.

2. A nationa information system
for nuclear material that would track
and report on inventories of nuclear
materials and transfers.

3. A technical support program
that would support safeguards equip-
ment and training requirements na-
tionwide.

4. Model MC&A/PP systems at
selected facilitiesthat would enhance
safeguards at critical fuel cycle fa
cilities and would serve as models
to be replicated at other nuclear fa-
cilities.

The principal responsibility for
assistance on regulatory issues was
assigned to the U.S. Nuclear Regu-
latory Commission; responsibility
for assistance in other areas was
assigned to the DOE. The Defense
Nuclear Agency (within DOD) as-
sumed responsibility for the coor-
dination of the programs. Minatom
and Gosatomnadzor were designated
as recipients of assistance on the
Russian side.

The parties agreed to develop a
specific cooperative program at a
joint technical working group meet-
ing. Such a meeting took place in
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Moscow in February 1994. Unfor-
tunately, the resultswere not entirely
satisfactory. The original proposal
was only partially incorporated in
the agenda of the meeting, which
included the following: a) aregula-
tory oversight program; b) a model
MC&A/PP system at LEU produc-
tion lines of thefuel fabrication plant
a Electrostal!; and ¢) a definition
of requirements for a training cen-
ter.2 A sitesurvey visit to Electrostal
took place in June 1994. This visit
was generally successful.

COMPLEMENTARY
INITIATIVES

The ineffectiveness of the
MC&A/PP agreement became ap-
parent after the parties met in Mos-
cow in February and April 1994.
Asaresult, the United States started
promoting anumber of projectsthat
became complementary to the SSD
(now renamed CTR--Cooperative
Threat Reduction) process. These
included thefollowing six initiatives:

1. Lab-to-lab cooperation. Coop-
eration between U.S. and former
Soviet nuclear weapons|aboratories
began in March 1992, when the
DOE and the Department of State
(DOS) devel oped cooperation guide-
lines. The guidelines stipulated that
cooperative projects must “provide
useful work and facilitate technical
exchange.” Since initial exchanges
in October 1992, more than 200
contracts, totaling $5 million, have
been signed between U.S. and Rus-
sian weapons laboratories (thereare
21 Russian and two Ukrainian in-
gtitutes in Kharkov that are cooper-
ating). Funding for cooperative
projectscomesfrom several sources:
the program money of U.S. labora-
tories, SSD funds (exchanges on
surety technologies), International

Science and Technology Center
(ISTC, the U.S. contribution is $25
million), and the stabilization fund
(%35 million transferred from the
DOS to the DOE). Cooperative
projects address awide range of sci-
entific issues such as material sci-
ence, reactor safety, and laser phys-
ics. Unfortunately, lab-to-lab coop-
eration involves only avery limited
number of safeguards-related
projects. In carrying out these
projects, Russian institutes are
teamed up with the U.S. national
laboratories (the Los Alamos,
Lawrence Livermore, and Sandia
national laboratories). The projects
cover such issues as environmental
sampling and safeguards instru-
ments. Only one safeguards project
(on nuclear safeguards at Tomsk-7)
is funded by the ISTC.

2. “Extended proposals.” The
U.S.-Russian Committee on Eco-
nomic and Technical Cooperation,
headed by Vice-President Gore and
Prime Minister Chernomyrdin, has
become an important mechanism to
address nuclear issues, including the
issue of nuclear safeguards. Direct
high-level discussions create “ pres-
sure from above,” resulting in po-
litical solutions to many difficult
problems, aswell asregular reviews
of on-going projects. The United
States has used the Gore-
Chernomyrdin discussions to sug-
gest a set of “extended” safeguards
proposals. Theseincludethefollow-
ing:

a. An MC&A/PP system for the
HEU conversion and blending fa-
cility at Verkh-Neyvinsk. It is ex-
pected that the Ural Electrochemis-
try Plant at Verkh-Neyvinsk will be
the principal facility for the conver-
sion and blending of HEU under the
U.S.-Russian HEU agreement.®®
Because of the inherent technical
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difficultiesof safeguarding HEU, the
United States hasrepeatedly offered
to assist Russia in developing a
modern safeguards system at the fa-
cility. The original proposal was to
develop amodel safeguards system
at the facility under the MC& A/PP
agreement (Nunn-Lugar funds). The
Russian team responded that safe-
guards issues must be addressed as
apart of thetransparency agreement
(apart of the HEU agreement). This,
however, did not happen. The
United States reiterated the idea
within the framework of the “ex-
tended” proposals. Some $10 mil-
lion was alocated for this purpose.
A team of U.S. experts visited the
site in April 1994. They reported
that the plant’s safeguards system
wasgeneraly satisfactory. (However,
subsequent reports were less opti-
mistic.)

b. Near-term upgrades of nuclear
safeguards at HEU/plutonium pro-
cessing facilities (al so known asthe
“quick fixes” project). The United
States suggested that Minatom com-
pilealist of critical safeguards prob-
lems at seven or eight of its HEU/
plutonium processing facilities. Hav-
ing received such alist, the United
States would supply $10 million
worth of equipment to provide
“quick fixes" at these critical facili-
ties. At the meeting in Moscow in
late May 1994, the parties agreed
to arrange reciprocal visits at the
plutonium storage facilities at
Hanford (U.S.) and Mayak (Russia).
It is expected that these visits will
create a methodological basis for
Russian expertsto assesstheir equip-
ment reguirements.

3. Bilateral verification arrange-
ments proposed during the
Mikhailov-O’Leary meeting in
March 1994. The Joint Statement
of March 16, 1994, called for re-
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ciprocal inspections at fissile mate-
rial storage facilities by the end of
1994 and formulated an intention to
conclude an agreement on confir-
mation of the inventories of HEU
and plutonium from dismantled
weapons. The purpose of the agree-
ment is to demonstrate the irrevers-
ibility of disarmament and to extend
international fissile material control
regimes to fissile materials from
weapons. Presently, the parties are
discussing transparency proce-
dures.*4

4. Conversion of research reac-
tors to LEU fuel. The Institute of
Power Engineering in Moscow
(NIKIET) initiated a research pro-
gram to reduce enrichment of re-
search reactor fuel in 1978. By
1988-1989, research reactors of the
two most common types (IRT and
VVR) were transferred to 36
percent-enriched fuel.®® Financial
difficulties have stalled further
progress. The effort isto be resumed
as a result of a cooperation agree-
ment between the U.S. reduced en-
richment for research and test reac-
tors (RERTR) program, and
NIKIET and other Russian institutes
and productionfacilities. The agree-
ment provides for design and pro-
duction of fuel enriched to 19.75
percent U% for as many as 50
Soviet-designed reactors.®

5. NUMACS project at the Rus-
sian Research Center Kurchatov In-
stitute.Y” Formally, the NUMACS
project began in the summer of
1993, when the Kurchatov Institute
signed cooperation agreementswith
a private U.S. company (ATI) and
with Gosatomnadzor. The project
objective is to develop a computer-
ized material control and account-
ing system at the Kurchatov Insti-
tute. As of mid-summer 1994, the
development phase was virtually

completed, and the project wasclose
to the deployment phase. The
Kurchatov Institute and private
Americaninvestorsdo not have suf-
ficient resources to support the de-
ployment of the system. The parties
have requested Nunn-L ugar funding.
The U.S. reaction was mixed: the
money already had been alocated
and the proposal was outside of the
mainstream cooperative activities. In
addition, it was pointed out that the
NUMACS project has a number of
drawbacks, namely, insufficient in-
tegration of the material accounting
component (thefocus of the project)
with materia control and physica
protection. Nevertheless, the U.S.
government hasrecognized thevalue
of the project and there are indica
tions that some form of cooperation
may be worked out in the future.

6. NISNuclear Safety Initiative.’8
Within the framework of the Initia-
tive, the U.S. Nuclear Regulatory
Commission  would  assist
Gosatomnadzor in developing a
MC&A/PP system at Russian
nuclear power plants. The project
would involve site surveys as well
as assistance in the area of licens-
ing and regulations.

PROBLEMS WITH U.S.-
RUSSIAN COOPERATION

Despite all of these efforts, little
of a concrete nature has yet been
achieved as aresult of U.S.-Russia
cooperation in the area of nuclear
safeguards. A number of on-going
problemsareworth discussing in de-
tail.

There is a lack of political mo-
mentum behind the U.S. proposals.
The low-priority assigned to fissile
material controls in Russia by the
U.S. and Russian governments com-
bined with the lack of high-level

political leadership have made it
impossibleto overcome the tremen-
dous bureaucratic inertia in both
countries. The organization of the
first technical group meeting pro-
vides one example of this ineffi-
ciency. Thefirst proposal for ajoint
technical group meeting was cabled
to Moscow in the summer of 1993.
A response arrived in September
1993, and a meeting was tentatively
scheduled for October 1993. Sub-
sequently, the meeting was delayed
until December 1993. A visit by
Vice-President Gore to Moscow in
December 1993 overloaded the U.S.
embassy in Moscow and delayed the
visit of American safeguards experts
until February 1994. Thus, it took
six months for the parties to realize
this meeting. The delays have been
extremely damaging to the credibil-
ity of the assistance program. They
resulted in enduring perceptions
within the Russian nuclear industry
that the U.S. offer of assistance is
insincere, that the Americans want
to collect information about the
Russian nuclear complex, and that
the money will be spent for travel
and other inconsequential purposes.

There have also been differences
in views on the place of the U.S.
assistance program in the develop-
ment of safeguards in Russia. The
principal U.S. objective has been to
improve safeguards at critical de-
fense facilities to reduce the
near-term danger of nuclear prolif-
eration. Naturally, the U.S. proposal
was very ambitious and required
comprehensive accessto Russianfa
cilities. At the same time, the bulk
of assistance funds would be spent
in the United States. The objective
of the Russian safeguards authori-
ties was to develop a comprehen-
sive national system of nuclear safe-
guards. Minatom’s experts assumed
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that any mechanical transfer of
U.S.-type safeguards to Russia or
isolated projects would be ineffec-
tive and counterproductive. For ex-
ample, it was argued that the reli-
ance on U.S. equipment would be
unacceptable because of potential
problemswith spare parts and main-
tenance. Therefore, they argued, an
effective program of U.S. assistance
should be based on equipment and
training support, as well as on di-
rect financing of Minatom's safe-
guards projects.

A lack of U.S. sengitivity to the
specific characteristics of Russian
nuclear facilities is a problem as
well. In Russia, the military and ci-
vilian nuclear fuel cyclesare highly
integrated, and many facilities are
involved in both defense and com-
mercial activities. This has been a
significant problem in negotiating
U.S. accessto Russian facilities. For
example, during the February 1994
technical group meeting, the Ameri-
can team suggested the devel opment
of amodel safeguards system at the
BN-reactor fuel fabrication line at
Electrostal. This proposal was re-
jected, probably because the plant
produces fuel for naval reactors.
Similarly, naval fuel cycle activities
at the Mayak reprocessing plant have
created a problem of access to this
facility. Reciprocity has become an
absolute condition for gaining ac-
cess to facilities in Russia. For ex-
ample, access to the Mayak site
within the framework of the “quick
fixes’ project was granted to the
United States only under the condi-
tion of reciprocal access to the
Hanford site. However, the possi-
bilities for reciprocity may be lim-
ited, as some observers believe that
there is unconditional, high-level,
Russian political oppositionto U.S.
access to critical HEU/plutonium

facilities.

The crisisin the nuclear industry
may be the most serious obstacle to
the implementation of safeguards
assistance programs. The ingtitutes
are depleted and demoralized by
chronic nonpayment of salaries.
Leaders of research groups spend
their time and resources procuring
finances. Thereisareal danger that
safeguards experts may leave their
institutions, leaving no one to co-
operate with. These processes may
derail theimplementation of both the
Russian national safeguardsprogram
and the programs of Western assis-
tance.

A related problem is the limited
foundations for safeguards in Rus-
sia.’® Because of the inadequate le-
ga and regulatory provisions, the
lack of technical support infrastruc-
ture, and the small number of safe-
guards experts, it is difficult for
Russiato processand respond to (let
alone implement) ambitious U.S.
proposals. In part, this explains the
Russian requirement for a slow,
step-by-step approach to coopera-
tion.

There is also a problem of coor-
dinating activitieswith Euratom and
European countries. For example,
the DOE-developed project on a
national information system lost its
significance when the Russian au-
thorities decided to adopt a
Euratom-type national information
system.

Finally, some believe that the
United States has made a mistake
by focusing on cooperation with
Minatom because of the tremendous
bureaucratic inertia and corporate
interests of thisagency, and because
a significant fraction of fissile ma-
terids (e.g., fuel for naval reactors
and materials in nuclear weapons)
isnot in Minatom'’s custody. There-
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fore, they argue, the bulk of assis-
tance should have been directed to-
wards Gosatomnadzor, the regula-
tory agency which supervises saf ety
and safeguards of all fissile materi-
alsin Russia

This view is opposed by others
on the following grounds:

--Virtually all difficult-to-safe-
guard bulk materials are owned by
Minatom.

-- Minatom operates and is inti-
mately familiar with virtually all
facilities that are of primary inter-
est for the U.S. assistance program.

-- Minatom operates apreventive
internal safeguards system. (Most
safeguards experts at Gosatom-
nadzor have IAEA background and
may have insufficient expertise in
organizing asystem of internal con-
trols.)

-- Minatom has powerful techno-
logical and human resources bases
to implement the project.

-- Ignoring Minatom would result
in a counterproductive power
struggle.

CONCLUSION

In 1992-93, the United States had
awindow of opportunity toimprove
nuclear safeguards in Russia. The
idea of U.S.-Russian cooperation
was new and attractive, and the Rus-
sian safeguards infrastructure was
relatively intact and capable of
achieving results. The lack of po-
litical momentum at that time, bu-
reaucratic inertia, and an unwilling-
ness to carry out a reciprocal pro-
gram have stalled the effort. U.S.
mistakes were compounded by the
bureaucracy, political instability,
limited safeguards infrastructure,
and sensitivity of many fuel cycle
facilities in Russia.

Recently, the U.S. government has
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come to realize the importance of
assistance to Russia in the area of
nuclear safeguards. Indeed, the situ-
ation with regard to fissile material
security in Russia has become
worse. However, the window of op-
portunity may have already been
closed by political difficulties and
by the crisis of nuclear institutions
in Russia. Under these conditions,
the abjectives of the U.S. assistance
program should include the follow-
ing: a) preservation and strengthen-
ing of the safeguards infrastructure
in Russia; b) improvementsin pros-
pectsfor long-term cooperation; and
¢) increased security of HEU/plu-
tonium at some critical facilitiesin
the near term. In order to achieve
these objectives, it might be advis-
able to examine the benefits of in-
tensifying activitiesin several areas
(but this should not be done at the
expense of other successful on-going
projects).

One such initiative should be the
immediate stabilization of the key
safeguards-related institutes and pro-
duction facilities in Russia®® Stabi-
lization efforts should include the
following steps: @) theidentification
of such institutes, as well as safe-
guards groups and individuals
within them; b) theidentification of
potential safeguards-related projects
that might be offered to these
groups; and c) direct contractual
arrangements with safeguards
groups. The lab-to-lab cooperation
and ISTC projects are probably the
most suitable (if not the only) in-
strument available for such a stabi-
lization effort. Lab-to-lab and ISTC
projects have also been relatively
successful in delivering money di-
rectly to research groups within
nuclear ingtitutes. (It would be dif-
ficult but not impossibleto avoid sig-
nificant diversion of money to other
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institutes or to non-safeguards
groups within the same institute.)
Direct financial assistance would
preserve the technological and per-
sonnel potential for safeguards in
Russia (which might be the most
important task of the day), signifi-
cantly improvethe perception of the
U.S. assistance at theworking level,
help to build trust in the relations
between the partners, and facilitate
practical resultsin the development
of safeguards systemsand technolo-
gies.

A second urgent task is the con-
tinuation of high level palitical dis-
cussions (including Gore-Chernom-
yrdin meetings) on a commitment
by the Russian government to coop-
erate on safeguards issues. This
might require significant reciproc-
ity from the United States.

Long-term cooperative projects
with institutions outside of Min-
atom, including Gosatomnadzor,
Kurchatov Institute, and other agen-
cies owning nuclear materials or
operating nuclear facilitiesmust also
be promoted.

Finally, the U.S. should be will-
ing to provide safeguards equipment
to improve the containment of
nuclear materials. In most recent
diversions, nuclear materials were
carried out, thrown out of windows,
or removed from facilitiesin asimi-
larly straightforward fashion. There-
fore, provision of equipment to pro-
videreliable containment of nuclear
materials (e.g., containers, locks,
and access control devices) and to
block principal diversion routes
(e.g., portal monitors) might be a
significant contribution to the secu-
rity of fissile materials. (The pro-
gram of “quick fixes” appearsto be
best positioned for such equipment
transfers.)

Overall, the key to success in
implementing better nuclear controls
in the midst of Russia’s current cri-
sisis close contact with the specific
problemsfacing Russian nuclear fa-
cilities and nuclear scientists. Only
with this knowledge and the coop-
eration of Russian specidistsrespon-
sible for nuclear materialswill U.S.
initiatives be able to succeed.

1 Some materid isin the custody of other agen-
cies (e.g., the Ministry of Shipbuilding and the
Committee for Defense Industries) and research
centers (e.g., Russian Science Center Kurchatov
Institute). Safeguard supervision and regulation
are carried out by Gosatomnadzor, the Russian
nuclear regulatory agency.

2 The primary functions of internal safeguards
are to deter, prevent, detect, and respond to un-
authorized possession, use, or sabotage of
weapons-usable materials.

3 V. Kositsin, A. Shumakov “Increase in Reli-
ability of Control of Unauthorized Movement of
Small Amounts of Fissile and other Radioactive
Materials”, Atomnaya Energiya, 75 (August
1993), pp.103-108. The industry uses portal
monitors of RZG-04 type; more sensitive equip-
ment is in the first stage of development or pilot
production.

4In some cases, additional material control mea-
sures, such asimplementation of thetwo- or three-
man rule, are employed. This is also done for
safety reasons.

5 As of the summer of 1994, the ratepayer debt
to the state nuclear utility Rosatomenergo
amounted to 780 billion rubles. (Ignatenkov, pre-
sentation at the Nuclear Society Conference,
Obninsk June 27 - July 1, 1994.)

5 A. Sviridov, presentation at the Nuclear Soci-
ety Conference, Obninsk June 27 - July 1, 1994.
7 Thelegidation was amended in 1992 and 1993,
and the funding level was increased to $1.2 bil-
lion.

8 Originally, the group included seven sub-groups
on 1) kevlar armored blankets; 2) disposition of
HEU and plutonium from weapons; 3) fissile ma-
terial containers; 4) transportation of nuclear
weapons; 5) fissile materials storage facility; 6)
MC&A/PP; and 7) accident response equipment
and training. Additional sub-groups have been
formed since then.

9 An informal request for assistance was made
by Gosatomnadzor in October-November 1991.
10 A detailed analysis of the original proposal
and the history of cooperation are provided in:
PTing, M .Kélly, S.Caudill, and R.Cherry “United
States Support to the Republics of the Former
Soviet Union,” proceedings of the 1993 Institute
of Nuclear Materials Management (INMM) meet-
ing, pp.569-573.

1 The Russian team suggested the development
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of model systems at the natural uranium UF6
plant at Angarsk and low-enriched uranium
(LEU) fuel fabrication plants at Novosibirsk and
Electrostal. The U.S. group rejected Angarsk
because of the minimal proliferation concerns
associated with this facility. Instead, the U.S.
group suggested the development of model sys-
tems at the HEU production line at Electrostal
(producing fuel for BN-type fast reactors) and at
the Verkh-Neyvinsk HEU conversion and blend-
ing facility. This suggestion wasrejected. Finaly,
the sides agreed to build model systems at the
LEU fuel production lines at Electrostal and
Novosibirsk. Later, the United States dropped
the Novosibirsk site in order to avoid duplicate
systems.

2 The Russian side declared an intention to de-
velop atraining center in Obninsk. It suggested
that this might be a joint Russia-U.S.-Euratom
project.

13 According to the U.S.-Russian HEU agree-
ment, the United States will purchase approxi-
mately 500 megatons of Russian HEU from re-
tired weapons. Over a period of 20 years, HEU
will be blended down to LEU to be fabricated
into fuel for commercia nuclear power reactors.
It is expected that most conversion and blending
will take place in Russia.

14 One proposed inspection regime includes the
following stages of verification: a) site familiar-
ization; b) confirmation of material presence; c)
confirmation of plutonium presence; d) confir-
mation of presence and mass of plutonium; and
€) confirmation of presence of weapons compo-
nents. Steps d) and €) would reveal weapons de-
sign information and require amendment of the
Atomic Energy Act (Section 142).

15 Past reductions were made on the basis of
high-density Al-dispersed fuels. Future progress
will involve silicide-technology fuel. (Nuclear
Fuel, December 6, 1993.)

16 Probably only one half of these reactors are
operating at present.

”NUMACS stands for the Nuclear Material Ac-
counting, Control, and Safeguards project.

18 The Nuclear Safety Initiative was proposed by
Secretary of State Baker in Lishon in May 1992.
Subsequently, the commitment wasincreased dur-
ing the Clinton-Yeltsin summit in Vancouver (Au-
gust 1993). According to the initiative, the U.S.
Agency for International Development would
provide funding for DOE, NRC, and BNL to
increase safety at nuclear power plantsin Russia
and Ukraine.

19 Ron Cherry, Presentation at INMM meeting
on April 7, 1994, in Washington, D.C.

2 Candidates for assistance may be drawn from
the following groups of facilities:

-- R&D and production facilities in the area of
safeguards instrumentation (e.g., VNIIA,
VNIINM, Arzamas-16, and Chelyabinsk-70);
-- Groups specializing on analytical measure-
ments. VNIINM (the Laboratory of Standards),
Institute of Chemical Technologies (Moscow),
Radium Institute (St.Petersburg), Institute of
Atomic Reactors (Dimitrovgrad), and Institute of
Power and Physical Engineering (Obninsk);

-- Physical protection institutes (SNPO Eleron,
Arzamas-16, and VNIIA).

-- Groups working on facility-level safeguards
systems(e.g., Tomsk-7, and the Institute of Power
and Physical Engineering in Obninsk) and spe-
cific safeguards projects (CNIIAtominform,
Kurchatov Ingtitute).

The Nonproliferation Review/Fall 1994

37



