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nuclear material to terrorists and nation-states hasurity Adviser to President George Budihe main ques-

intensified. Two major changes are responsible: théon before this committee was how to dispose of the
evident new intent of terrorists to wound or Kill thou-plutonium from the thousands of nuclear warheads be-
sands of civilians and the availability of inadequatelying dismantled by Russia and the United States. Many
protected “loose” nuclear materials in Russia and thef the committee’s recommendations on that subject have
newly independent former Soviet republicBhese been accepted by Russian National Academy of Sciences

changes have made more likely attempts to acquire weagxperts, although not yet by the Russian governinent.

ons-usable nuclear materials for terrorist use or for sale . Lo
. One committee recommendation is that, to the extent
to state sponsors of terrorism. As a result, many efforts

Ej)ssible, the high standards of physical security used by

I n the 1990s, global concern over illicit trafficking in originally by Brent Scowcroft when he was National Se-

are being made to strengthen national and internation e United States to protect its nuclear weapons should

standards for protection of nuclear material from theff |\ ..o 4 for the plutonium and highlv enriched ura-
and sabotag&One problem with current efforts is that _. P gny

national standards now vary widely. Although the Treat nium (HEU) from weapons throughout the weapons dis-

on the Non-Proliferation of Nuclear Weapons (NPT) antlement and materials disposition process by both

) ussia and the United Stafds.addition, the Academy
mandates that non-nuclear weapon parties accept the . . .
. . . _committee urges that this “stored weapons standard” for
safeguardsequirements of the International Atomic

. s hysical protection for U.S. weapons-usable fissile ma-
Energy Agency (IAEA) for their nuclear activities, the Phy P Pons
. . . : terials become a standard for protecting comparable ma-
relevant international standards farysical protection

: terials in civilian use throughout the world, and that an
are mostly advisory. . . . : : :
international organization be given authority to inspect
To strengthen physical protection, a U.S. Nationahuclear material sites to monitor whether these standards
Academy of Sciences committee, in a 1994 reportare being metThis recommendation was repeated at
recommended high mandatory standards. This report de997 conferences on physical protection at Stanford
veloped out of a study that had been commissionedniversity and the IAEAHowever, the actual “stored
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weapon standard,” to use the committee’s term, was ndtards!?

defined except in broad outlite. In brief, the Appendix describes one “design basis

The purpose of this report is to provide a definitiorthreat” for stored weapon quantities of plutonium or HEU
of the “stored weapons standard” that can be comparédomparable to the highest graded DOE category). This
to existing international standards. In 1997, the U.Sdesign basis threat assumes a violent, external assault
Department of Energy (DOE) accepted the “stored weappyy a group using weapons and vehicles, possibly with
ons standard” for the U.S. weapons-usable fissile mat@iside assistance. Specific requirements for protection
rial (both plutonium and HEU) in the DOE’s inventory. against such a threat include a strong, secure storage vault
The DOE material to be subject to the standard includedith a single entry surrounded by two layers of strong
material: 1) in the DOE’s ultimate material dispositionfences and an open, lighted area where no one could
program, 2) excess but not yet designated for dispodiide. Access to the vault should be limited to personnel
tion, and 3) to be retained for national defense. The DO®ith a need for access, who are cleared through full-
grades weapons-usable fissile material by attractivenefield background investigations and accompanied by
to someone wanting to make a nuclear weapon. It doesother such person (the “two-person” rule). Such ac-
S0 using categories such as quantity, enrichment, radioess limitations should be enforced by both armed guards
activity, and chemical form for the plutonium or HEU. and electronic monitoring devices, supported in case of
The most attractive material (for example, more thameed by nearby armed backup forces. All of these per-
two kilograms of unirradiated pure plutonium) would sonnel should be trained to deal with design basis threats,
get the highest standard, the stored weapon staffdardnd their competence checked periodically in exercises
This grading of materials by attractiveness for makindike war games.

weapons aPpearS to be consistent with _the !\lational Acad'The two most relevant international standards for com-
emy committee’s approachSuch grading is also part parison are: the Convention on the Physical Protection

of international standards. of Nuclear Materials of 1980 (Convention) and the
What other changes the National Academy storetAEA'’s guidelines for physical protectidf.The Con-
weapons standard might produce in Uh&ionalstan- vention was negotiated in response to proposals made
dards for other civil or military weapon-usable materi-by the United States, and it now has nearly 60 states
als is not yet clear. But, what will become evident belowparties, most of those having nuclear materials. In the
is thatinternationalstandards for protection for the ma- negotiation process, however, the Convention’s stan-
terials most attractive to would-be nuclear weapon maldards for physical protection were limited to fissile ma-
ers are low when compared with the U.S. stored weapoterials “for peaceful purposes in international
standard—what the Department of Defense (DOD) retransport.?* The Convention thus contains no manda-
quires for the storage of nuclear weapons, or even whtdry physical protection standards for fissile materials
the U.S. Nuclear Regulatory Commission (NRC) rethat are for military use or for domestic civil use. There
quires for protecting the civil nuclear materials most atare no protection requirements for weapons-usable ma-
tractive for making weapons. terials stored in the host country that produced them or
ibn a recipient country that has received them—except

An Appendix summarizes the U.S. stored weapon hen th _ fani ional
standard as it would be applied to the stored weapon‘é’- en the storage is a temporary part of an internationa

usable fissile materials most attractive to someone wisﬁ-hlpment for peaceful purposes. Moreover, even for fis-

ing to make a nuclear weapon. The summary (exce[?{le materials “for peaceful purposes in international

for the definition of the “design-basis threat” that a ma_rgnsport,_” there is no provision for inspection for com-
terials protection system must be designed to proteB{""mCe with the required standards.

against) is based on the U.S. requirements found in DOD Even for the limited case where the standards are
directives. The definition of design-basis threat is clasmandatory, the Convention describes generally the threat
sified in the DOD directives; thus the Appendix incor-against which the protection should be aimed: Physical
porates the design-basis threat required by NR@rotection measures “should have as their object the de-
regulations aimed at protecting U.S. civil materials mostection and prevention of any assault, unauthorized ac-
attractive for making weapons. Nevertheless, this padess or unauthorized removal of matertaWith such

of the standard is also far higher than international stam general description, with no inspections even for ma-
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terials in international transport, and with no standardgest a two-person rule. But they contain no recommen-
at all for military material or for civil material not in dation for background investigations for personnel with
international transport, the Convention offers little pro-access to materials, and no recommendation that unau-
tection for nuclear materials. Protection in most counthorized access to the storage vault be detectable by both
tries is likely to depend in considerable part upon eacfuards and electronic sensors (either will do). Moreover,
government’s perception of the threat to its people, itthey are only recommendations, except in a those cases
estimate of the costs of physical protection measureghere by national legislation or agreement with nuclear-
and its cultural approaches to protecting against armadaterial suppliers, states have made them applicable to
attack, to guards carrying guns, and to background irtheir nuclear activitie®’

vestigations for personnel. Probably the IAEA guidelines’ most glaring defi-

When the Convention does apply, it requires materieiency in comparison with the U.S. stored weapons stan-
als that are particularly attractive for making weaponslard is that they contain little guidance as to the threat
(e.g., at least two kilograms of unirradiated plutonium}hat should be the basis for design of the protection sys-
to be stored “within an area under constant surveillandem. Instead, that “system should be based on the State’s
by guards or electronic devices, surrounded by a physissessment of the thre&t.Thus, each state is to judge
cal barrier with a limited number of points of entry un-its own needs for physical protection, and balance that
der appropriate control.” Access to the materials mustgainst the costs of physical protection measures, and
be “restricted to persons whose trustworthiness has beagainst any cultural aversions it may have to, for ex-
determined, and [is limited to material] which is underample, arming guards or conducting background inves-
surveillance by guards who are in close communicatiotigations of personnét.

with appropriate response forces. Is it possible to gain sufficient international agree-

This is significantly less demanding than the U.Smentto amend either the Convention or the IAEA guide-
“stored weapons standard.” The Convention dugs lines so they approach the requirements of the U.S. stored
require a strong storage vault with only one entry pointveapons standard? How many countries would likely
surrounded by two layers of fences, armed guards, agree with the United States on the nature of the threat
cleared and lighted area around the vault, the full-fieldgainst which physical protection must defend?

background investigations of personnel, a two-person g qoq upon statements from experts from many coun-
rule, nor the presence obthsensors and guards. More- tries at the 1997 Stanford University and IAEA confer-
over, the Cor_lvent|on _d_oes not even apply to WeaAPONZyces that compared international practices for physical
usab_le_ materials for military purposes or to most of thosﬁrotection, finding consensus on a design basis threat
for civil purposes. would appear difficult. Practices with respect to physi-
The second major international standard for physicatal protection vary considerably, and part of the reason
protection is the IAEA’s guidelines for protection of is clearly different perceptions of the threat by the ex-
nuclear material’ These were first issued in 1972, be-perts responsible for physical protectidrnder the
fore the Convention was adopted. They have been rpresent system, defining the threat and designing the pro-
vised twice since then and are now undergoing revietection system to deal with that threat is left to the state
again!® They areecommendestandards for protection in most cases. Mandatory international standards based
without regard to whether the materials are civil, mili-on the “stored weapons standard” would require major
tary, or in international transpdftThey provide much improvements in physical protection at great expense in
more detail than the Convention on many points. Famany countries. Some countries, such as Peru, with little
example, for material categories most attractive for maler no weapons-usable material to guard and major ex-
ing weapons, they recommend more than one layer perience with domestic terrorism might be prepared to
protection: usually an “inner area” (“ideally” having only accept a new threat definition because of their experi-
one entry) with a “strong room” surrounded by a largeence and because they would not be required to make
“protected area.” They suggest that such an area and thigjor changes in physical protectiiOther countries,
site perimeter be cleared and lighted so intruders cannlebwever, seem unprepared to accept a change. Despite
hide. They contain recommendations on access limithe Aum Shinrikyo nerve gas attack that injured 5,000
and sensors. They “encourage” armed guards. They sygeople in a Tokyo subway and despite the revelation
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that this sect had tried to secure biological and nuclegarnational Security and Arms Control at the time that it recommended fol-

o P owing the “stored weapon standard” for physical protection of nuclear ma-
weapons, ‘Japan Seems unW|II|ng to make major Improv rial. The second is Rob Rinne, a senior scientist at Sandia National

ments in the physical protection for its significant stocksaboratory, an organization that is concerned, among other things, with
of Weapons-usable material. For examp|e, Japan still do%glional and international standards for physical protection of nuclear mate-
notarm the personnel guardlng this matefigbr these - See James Goodby, “Protection of Fissile Materials: Policy Context and
reasons, international consensus on the threat facinﬁgues for Consideration,Comparative Analysis of Approaches to the Pro-

; F i _ - fection of Fissile MaterialgProceedings of the Workshop at Stanford Uni-
_eV(_ary country V\_”t_h Slgmflcant weapons usable mate”avtﬁ:rsity, July 28-30, 1997) (Livermore, Ca.: Livermore National Laboratory,
is likely to be difficult. 1998) [hereinafteComparative Analysis of Approaches to the Protection

, . . of Fissile Material} pp. 7-8; George Bunn, “Physical Protection of Nuclear
Amendments to both the IAEA’s gwdellnes and thQ\/Iaterials: Strengthening Global Norm$&EA Bulletin39 (December 1997)

Convention are under consideration. The IAEA held &ereinafter “Strengthening Global Norms®], pp. 4-5.
3(T§eorge Bunn, “Strengthening Global Norms”; Bonnie D. Jenkins, “Estab-

mee“ng of govemmem experts in June 1998 to Cor-|S|d?shing International Standards for Physical Protection of Nuclear Material,”

some revisions of its guidelines. Some change is antiCthe Nonproliferation Revie® (Spring-Summer 1998), p. 98.

pated in the |anguage that now leaves the definition gfcommittee on International Security and Arms Control, National Acad-
the desi basis th tt h stat Ith h tad emy of Sciencesylanagement and Disposition of Excess Weapons Pluto-
€ design-basis threat 10 each state, although not a Q’Rfm (Washington, D.C.: National Academy Press, 1994) [hereinafter

tion of the threat suggested by the stored weapons staytional Academy Report], p. v.
dard. Another meeting of these experts is scheduled féISee U.S.-Russian Independent Scientific Commission on Disposition of
Excess Weapons Plutonium (established at the initiative of the Russian
late October 1998. Academy of Sciences and the U.S. President’s Committee of Advisers on
The U.S h b di . h Science and Technology), “Final Report” of June 1, 1997 to the Russian
eu.o. government as been discussing the POS3Ky u.s. presidents [hereinafter “Holdren-Velikov Commission Report”].
bility of review and amendment of the Convention with® National Academy Reparp. 31. In the Holdren-Velikov Commission

other governments for a year or more When a majorit?e"or" it was agreed that the “highest standards of materials protection,
) ntrol and accounting—as appropriate to the threat of theft or diversion—

ofthe parties to the Convention agree to review or amer};&ould be applied to excess weapons plutonium at all storage, processing,
it, the IAEA has the duty of organizing a conference foend transport steps until it reaches the spent-fuel standard.” Summary of

7 sy : _Recommendations, par. A.3.
that purpOSé' The Convention’s exceptlons from man The Holdren-Velikov Commission Report relied upon the National Acad-

datory physical protection standards could be eliminateghy Report and explicitly accepted another standard used by the study, the
without requiring agreement on the current threat or ofspent fuel standard.” See, e.g., p. 8. However, instead of agreeing to the

. “stored weapon standard,” the Report called for the “highest standards of
hlg_her standards. Howgver, for agreement on tho%eaterials protection...as appropriate to the threat of theft or diversion” dur-
pomts, experts must achieve consensus on what the CUng-the steps toward ultimate disposition. Recommendation A. 3. This was

rent threat is and what the best practices are to deal Wﬁﬁzause the Russian side could not agree to the specific and demanding
requirements of the U.S. stored weapons standard, but could agree to this

it. Finally, there is a continuing attempt in a committe€enghest standards” compromise.
of the U.N. General Assembly to draft a new treaty deal-National Academy Report, p. 139.

: : : : 8 Matthew BunnComparative Analysis of Approaches to the Protection of
ing with nuclear terrorism based on a Russian proposE"—Ii'ssile Materials,pp. 20-24; George Bunn, “Strengthening International

This effort is not aimed primarily at enhancing physicaNorms for Physical Protection of Nuclear Materi@iysical Protection of

protection, but it could have that resiilt. Nuclear Materials: Experience in Regulation, Implementation and Opera-
tions: Proceedings of an International Conference, Vienna, 10-14,

International terrorism is not confined these days tdlovember 199hereinafter “IAEA Proceedings’], p. 17.

. . . ® Matthew BunnComparative Analysis of Approaches to the Protection of
the Middle East, Russia, the United States, Japan’ a't:—]?gsile Materials pp. 20-21. Matthew Bunn was the “Study Director” on

Europe. It has appeared in Africa, Latin America, anthe staff of the National Academy Committee on International Security and
South Asia. Terrorists have not yet used nuclear exp|é\rms Control at the time that committee made its stored weapons standard

. b h ight if bl ial recommendations. See National Academy Report, p. iii.
sives, but t €y mig ti weapons-usable materials CalmDepartment of EnergWonproliferation and Arms Control Assessment of

be stolen. Whether physical protection practices can ke@gapon-Usable Fissile Material Storage and Excess Plutonium Disposi-
up with the growing threat remains to be seen. tion Alternative{Springfield, Va.: National Technical Information Services:
1997), pp. 5, 36-37.
11 National Academy Report, pp. 31, 70.
2 The Appendix was first drafted from these DOD and NRC unclassified
sources, then submitted for comment to individuals having knowledge of
U.S. practices for protecting weapons, and later modified in light of their
comments. However, | take full responsibility for the Appendix and believe
it to be consistent with DOD regulations and practice for protecting stored
* For their help in describing the U.S. “stored weapon standard” for physicaveapons in the United States from theft, sabotage, and attack by terrorists
protection of nuclear weapons used in this report, the author wishes to eft others.
press particular thanks to two people. The first is Wolfgang K. H. Panofsky’ For an excellent summary of international standards for physical protec-
who was chairman of the National Academy of Sciences Committee on Irfion, see Jenkins, “Establishing International Standards for Physical Protec-
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tion of Nuclear Material.” HYH

14 See George Bunn, “Evolving International Standard&EA Bulletin39 Appendlx

(December 1997), [hereafter “Evolving International Standards™], p. 6. See inti I

the Convention on Physical Protection of Nuclear Material, IAEA Informa- DeSC”ptlon Of Stored Vv_eapons
tion Circular (INFCIRC)/274, Rev. 1 (1980), Art.2.1. Standard” for Protecting
15Convention on Physical Protectidhid., par. 1(c). . . .

1 bid. par. 1(b) and (c). Weapons-Usable Fissile Material

17 |AEA, The Physical Protection of Nuclear Materi&hformation Circu- . .
lar (INFCIRC)/225/Rev.3, September 1993 [hereinafter INFCIRC/225/ A U.S. National Academy of Sciences (NAS) com-

f:e"'g]' . . . . mittee has recommended that “to the extent possible,
George Bunn, “Evolving International Standards,” p. 7.

19 INFCIRC/225/Rev.3, par. 1.1. For protection standards for the most atthe high standards of Security and accounting app”ed to
tractive fissile materials category for making weapons, see heading 5.2, “‘Rgtorage of intact nuclear weapons should be maintained

quirements for Category | Materials in Use and Storage.” _ : : »
20 Jenkins, “Establishing International Standards for Physical Protection o or [Weapons usable nuclear eXplOSNe] materials...

Nuclear Material,” p. 98. (NAS, Management and Disposition of Excess

2 INCIRC/225/Rev.3, par. 1.2. ~ Weapons Plutoniufwashington, D.C.: National Acad-
22 For differing cultural views of armed guards and background investiga- P 1994 31). The U.S. D t t of E
tions for “trustworthiness” see Matthew Bur@pmparative Analysis of emy Fress, ]' p. ) e U.o. bepartment o n-

Approaches to the Protection of Fissile Materjiagls 15; Hiroshi Kurihara, — ergy (DOE) has accepted this recommendation: “In other

“The Protection of Fissile Materials in JapaiGbmparative Analysis of words. the most attractive types of material in the [DOE]
Approaches to the Protection of Fissile Materjgis 104; William C. Pot- '

ter, “Physical Protection of Fissile Materials: The Experience of Post Soviegraded safeguards SyStem [graded in categories based
States,"Comparative Analysis of Approaches to the Protection of Fissileupon quantity, enrichment, radioactivity, chemical

Materials p. 1; Kevin Harrington and Katya Drozdova, “Analysis of the . : : :
Workshop on Comparative Analysis of Approaches to Protection of Fissile]:orm] material that could be used dlreCtly in nuclear

Materials,” Comparative Analysis of Approaches to the Protection of Fis-weapons or could be readily converted to such use—
sile Materials p. 31; M. Gegusch, “Trustworthiness of Nuclear Power Sta-Wi||, to the extent practicable, be protected and accounted

tion Employees,” IAEA Proceedings, p. 305. . ”
2 Matthew BunnComparative Analysis of Approaches to the Protection offor JUSt as nuclear weapons themselves are (DQE-'

Fissile Materials p. 15. Recommendations to the IAEA conference on howproliferation and Arms Control Assessment of Weap-

to define a non-“worst case” design basis threat for a physical protectio ns-Usable Fissile Material Storage and Excess
system were made by NRC officials responsible for applying NRC physic

protection standards. See J.J. Davidson and R. S. Warren, “Developm nlu'[onium Disposition Alternativeﬁpringfield, Va.

and Maintenance of a Design Basis Threat for Use in Designing Nucledational Technical Information Services, 1997], p. 36)_
Physical Protection Systems,” IAEA Proceedings, p. 147.

2 For a description of the threats from terrorists for a reactor in Peru, see Neither of these two reports provides a description of

J.H. Medina Ramos, “Safety Strategy at the RACSO Nuclear Center,” IAE/What the stored weapons standard would require for stor-
Proceedings, p. 73.

% Matthew BunnComparative Analysis of Approaches to the Protection ofage of attractive, Weapons-usable materials. Both apply
Fissile Materials p. 15; Hiroyoshi Kurahar&omparative Analysis of Ap- in principle to processing, use, and transport of such ma-
proaches to the Protection of Fissile Materigip. 106, 109; H. Nakata, T. : : : _
Misaka, H. Tsuruta, “Experiences in the Implementation of Physical Proterl_als_ as well as to their storage. What follows is a de
tection Measures of Nuclear Material at the Jaeri Tokai EstablishmentSCription based upon the Department of Defense (DOD)
IAEA Proceedings, pp. 195, 200. __directive and manual for protectirgjored weapons
26 Bernard Weiss of the IAEA, e-mail to author, August 21, 1998; Jenkins DOD. Di . 521041 “S itv Poli for P
“Establishing International Standards for Physical Protection of Nuclean_( » Directive St ecurlty olicy Tor rotect-
Material,” pp. 100-101. ing Nuclear Weapons,” September 23, 1988, and the
27 Physical Protection Convention, Art. 16, 20; see Jenkins, “EstablishinNudear Weapons Security Manuasued pursuant to
International Standards for Physical Protection of Nuclear Material,” pp. . . . e
104-106. the Directive). Some parts of this manual are classified.
28 Jenkins, “Establishing International Standards for Physical Protection oT he most important classified part appears to be the defi-
Nuclear Material,” pp. 103-104; George Bunn, “Strengthening Interna-.:.: : : : :
tional Norms for Physical Protection of Nuclear Material,” IAEA Proceed- hition of the threat against which ph_ys_lcal protection
ings, pp. 20-21. measures are to defend. The description that follows
therefore draws upon Nuclear Regulatory Commission
regulations that are applicable to civil nuclear facilities
and define the threat that should be the basis for design-
ing storageprotection against theft of “formula quanti-
ties” of “strategic special nuclear material,” i.e., five or
more kilograms of Uranium-235 enriched to 20 percent
or more, and 2.5 or more kilograms of plutonium (10
Code of Federal Regulations, Part 73, Sec. 73.1 (a) (2)

and 73.2). Because of a reference to the possibility of an
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airborne attack in the DONuclear Weapons Security personnel with need for access who identify themselves
Manual, the description below adds helicopters to thdoy badges, face or fingerprint monitoring devices, or
NRC-assumed possible threat of an attack by land vether procedures. Armed guards must be present to en-
hicles. Otherwise, the design basis threat set forth bérce this requirement.

low is drawn entirely from NRC regulations for
protectionduring storageof weapons-usable material
not weapons.

3. Two-person rule and record-keeping for vaitihe
' two-person rule requires that there be present when the
storage vault is visited at least two authorized, cleared
Based upon the DODIuclear Weapons Security persons capable of detecting incorrect or unauthorized
Manual and these NRC regulations, the “stored weapprocedures with respect to the work to be done in the
ons standard,” (the standard used by the U.S. govemault. Records should be kept of all visits to the vault
ment to measure the adequacy of protection for itand of what is stored there and removed from there.
weapons against theft), is as follows: These records should be transmitted to higher authority

1. Design basis threaEach storage site’s protection whenever they are made.

must be based upon the assumption of realistic threats4. Monitoring of vault.Access by unauthorized per-

of theft from insiders or outsiders, or from insiders angons should be detectable not just by armed guards and

outsiders working together. identification devices (see 2 above), but by monitoring
ensors such as closed circuit TV. Removal of nuclear

%aterial should be monitored by both armed guards and

chnical devices such as portal sensors. Redundant com-

stealth or deceptive actions by an outside group. | unications systems should be installed to assure com-
each such case, the group may have the foIIowinQ' mand and control of guards, notification of suspicious

(i) dedicated individuals with military training and €VeNts. and early assistance by a nearby back-up force
skills: when needed. Such a force should consist of at least 15

(i) inside assistance that may include knowledge‘-alrmed personnel.
able individuals who can provide information, fa- 5. Vault. This should ordinarily be “the most secure
cilitate access and exit, disable alarms andacility possible” with strong walls and only one entrance.

communications, and participate in a violent attack; 6. Boundary barriers around the vaulround the

(iif) suitable weapons up to and including hand-held, 5 i there must be a barrier system consisting of at

automatic weapons equipped with silencers havingy ¢ 1y |ayers of strong perimeter boundary fencing,

gffeﬁtlvz IongTraénge accuracy, uding i _an area warning system, barriers against ground vehicle
(iv) hand-carried equipment including incapacitat-y 4 air-porne assault, and cleared zones inside and

Ing ager!ts and explosives for use as tOQIS of (_antry %reyond the fences so that intruders have no place to hide.

destruction or damage to the storage site or its con- o o )

tents; and 7. Monitoring access within boundary barriers and

(v) land vehicles or helicopters that can be used fdpeyond.An intrusion detection system with electronic

transporting personnel and their hand-carried equigs€nsors must be able to detect movement of people and

ment, and the ability to operate as two or more team¥ehicles within and outside the barrier fences. At night,
b) an insider individual, including an employee in anythére must be lighting and night vision equipment for
position within the inside organization responsible fotthis purpose. A site boundary detection system (to moni-
the site: and tor the area of the site outside the barrier fences) must
c) a conspiracy between insider individuals in any pobe able to dgtect the movem'ent of peqple and vehicles
sitions who may have access and detailed informiCross the site boundary. This monitoring system com-
tion about the site and have items that could facilitatfined with the boundary barriers and the guard force

theft of weapons (e.g., small tools, substitute mategnust be capable of detecting attempted entry, of deter-
rial, false documents). ring unauthorized entry, and of providing sufficient de-

lay to the attacking force so that the guard force combined

2. Limited accessiccess 1o a storage vault for weap-yis, the hack-up force can execute the appropriate re-
ons-usable material must be limited to cleare%ponse

The protection system must assume the followin
threats:
a) a determined, violent, external assault; or attack bg/i
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8. Security clearances and training for personnel.
Personnel responsible for the security of weapons-us-
able material should be selected after extensive screen-
ing, including full-field background investigations to
determine not just their qualifications but whether they
might be security risks. This should include factors such
as alcohol or drug addiction, unusual financial needs or
expenditures, and associations with terrorist groups.
These investigations should be repeated periodically.
These personnel should be trained to do what they will
be expected to do when employed. The training should
include the use of individual and crew-served weapons
and annual force-on-force exercises.

9.InspectionsVulnerability assessment teams should
periodically review the protection provided by physical
protection systems. These teams should include secu-
rity specialists from outside the span of control of the
commander of the weapons-usable material storage site.
They should concentrate on means to bypass, subvert,
overwhelm, or interrupt elements of the security sys-
tem, including the two-person rule. They should make a
written report on their findings to the commander and to
higher authority.
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