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here is a clear link between illicit trafficking of
nuclear materials2 and the physical protection
measures states apply to those materials. There is
much less chance of illicit trafficking of nuclear materials
if those materials are adequately protected.3 Dr. Mohamed ElBaradei, Director
General of the International
Atomic Energy Agency
(IAEA), has stated that “The
importance of having effective physical protection systems in place has been
highlighted by the threat
posed by the well publicized
illicit trafficking incidents in
the mid-1990s. These incidents pointed to the possibility of unauthorized access to
direct use material and to poby Bonnie
tential weaknesses in the
physical protection system.”4
However, despite the clear benefit of protection, there is
currently no international legal agreement establishing
standards of physical protection for nuclear materials
for domestic use, storage, and transport, or for nuclear
material used for other than peaceful purposes. International physical protection standards for nuclear material
for peaceful purposes in international transport are established in the Convention on Physical Protection of
Nuclear Materials (PPC). 5 The Treaty on the NonProliferation of Nuclear Weapons (NPT)6 is designed to
prevent the diversion by states of nuclear materials from
peaceful to military uses, but it has no provisions dealing
with physical protection standards. While IAEA safeguards provide sufficient accounting and control for
nuclear material, they do not address issues of physical
protection of nuclear materials. Finally, a newly negotiated Convention on Nuclear Safety7 is designed to promote the safety of nuclear energy in a “safe, well regulated
and environmentally sound” international community, but
it does not address the basic issues of physical protection
of nuclear material.

ric tons of plutonium that are in excess of their military
requirements.9 Second, the growth in the international
community’s reliance on nuclear energy will also create
stocks of nuclear materials that must be protected from
both inside and outside threats.10 These materials will
add to the tons of separated plutonium in storage
for civilian uses around the
world.11 This amount is
also expected to increase
because reprocessing is
outpacing fabrication of
this material into mixedoxide (MOX) fuel or disposition by other means.12
All of the plutonium produced, stored, and transported should be under
adequate physical protecD. Jenkins1
tion at all times.

VIEWPOINT:

ESTABLISHING
INTERNATIONAL
STANDARDS FOR
PHYSICAL PROTECTION
OF NUCLEAR MATERIAL

The need for adequate physical protection of nuclear
materials can be expected to increase for a number of
reasons.8 First is the reduction in nuclear weapons by
the United States and the Russian Federation. The anticipated dismantlement will result in more nuclear material
stockpiles that must be protected. In addition, the United
States and Russia together have identified over 100 met-
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The degraded physical
protection measures in the newly independent states of
the former Soviet Union (NIS) point to the need for improvement. United States personnel visiting nuclear facilities in these regions have noted the following types of
deficiencies in the physical protection of nuclear materials: inadequate defenses of buildings and facilities; inadequate central alarm stations, assessment, and display
capabilities; inadequate detection of intrusion; poor access control; inadequate fences; lack of portal monitors
to detect fissile materials or weapons leaving or entering
a site; and inadequate protection of guards from smallarms fire.13 As a case in point, in 1993, two men broke
into a Russian submarine fuel storage facility through an
unprotected gate. One of the men climbed through a hole
in the fence around the building where the fuel was
stored. The two men obtained 4.5 kilograms of fresh 20
percent-enriched uranium fuel by sawing off a padlock.14
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rity forces to protect nuclear materials. However, with
the economic conditions that followed the collapse of the
Soviet Union, there has been a significant decrease in
the number of guards at facilities, a general decline of
state control over security since the fall of communism,
and a lack of new technical measures for replacing the
prior human-based system of controls. Also, many
nuclear workers have not received wages for long periods of time increasing the incentives for insider theft for
personal gain.15
The existence of nuclear material in regions where
there is instability and a corresponding need for more
transparent physical protection standards also should be
addressed. There is little known about the standards of
China, India, Pakistan, and Israel, for example. An international convention could be the vehicle to address
this issue.
Each state possessing nuclear materials has a clear
responsibility to ensure that such material cannot be stolen. George Bunn, a negotiator of the NPT, discussed
the importance of physical protection succinctly: “If I
had known when the NPT was being negotiated what I
know now, I would have urged the addition of provisions requiring parties to adopt domestic legislation requiring national systems of physical protection and control
over nuclear material and making illicit trafficking in such
material a national crime.”16
This essay argues that due to the increased importance
of adequate physical protection standards for nuclear
materials, the IAEA Recommendations for the Physical
Protection of Nuclear Materials, INFCIRC/225
(INFCIRC/225), should be made internationally legally
binding. First, it gives a brief overview and short history
of the development of INFCIRC/225/Rev.3 and the PPC.
Second, this essay focuses on why an international agreement on physical protection standards for nuclear materials, beyond those contained in the PPC, is needed. It
then explores how some states have incorporated
INFCIRC/225 physical protection standards into international and domestic agreements and legislation. Finally,
it discusses some of the legal fora and frameworks that
could provide the method and means for the negotiations
and conclusion of a legally binding convention on physical protection of nuclear materials, based on the
INFCIRC/225 standards. These include the current U.N.
Sixth Committee negotiations for a Convention on Nuclear
Terrorism, amending the PPC, negotiating a new convention to specifically provide for physical protection stan-
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dards beyond those of the PPC, and a combination of an
amended PPC and provisions on physical protection in
the U.N. Convention on Nuclear Terrorism.17
HISTORY OF THE IAEA’S PHYSICAL
PROTECTION RECOMMENDATIONS AND
THE PPC
Physical protection of nuclear materials and facilities
refers to methods that will “detect and delay any unauthorized penetration of barriers and portals...and are the
most visible and pervasive components of a nuclear safeguards system.”18 The goal is to protect nuclear materials from diversion from insiders, as well as theft from
outsiders. These methods include alarms, fences, multiple barriers, limited access points, guards, detection devices, assessment cameras and lighting, barriers, and
related technologies.
The responsibility for assuring physical protection of
nuclear materials and facilities rests with individual
states, which have responsibility for establishing and
operating a physical protection oversight system. However, many in the international community have realized that what a state does to protect nuclear materials
and facilities in its jurisdiction is of concern to other
states as well.19 The IAEA became involved in the issue
of physical protection of nuclear materials in 1972 when
it developed recommendations for physical protection
standards for nuclear materials. The standards apply to
all nuclear materials in use, storage, and transport, both
domestically and internationally, and without distinction
between nuclear material intended for peaceful or military purposes. The IAEA published its “Recommendations for the Physical Protection of Nuclear Materials”
in 1972, and these recommendations were later revised
in the 1975 INFCIRC/225/Corrected. An Advisory Group
met in 1977 to modify the recommendations, which later
resulted in INFCIRC/225/Rev.2, completed in 1989.
In 1979, a parallel process culminated in the adoption
of the PPC, although for many years it lacked the required number of state ratifications (21) to enter into force.
At the time the PPC was negotiated, the United States
had proposed that the standards for nuclear material apply to domestic use as well. However, this proposal was
not acceptable to other states. The states agreed that
establishing physical protection standards for international
transport was most important at that time, and standards
for domestic use, storage, and transport could be considered in the future. Additionally, the United States had
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objected to language in the PPC that would have included
standards for nuclear materials used for military purposes.20 In both cases, a compromise was inserted into
the “Preamble to the Convention.”
The PPC finally entered into force in 1987 and now
has 60 states parties. It establishes physical protection
standards for nuclear material used for peaceful purposes
in international transport, thus making them much more
limited in scope than INFCIRC/225 standards. The PPC
also has no inspection provisions. In addition, although
Article 14 obligates states to inform the depositary of its
laws and regulations adopted to implement the PPC, most
states have not complied. Therefore, there is no assurance that states are adhering to their international obligations undertaken in the PPC. The PPC also provides for
international cooperation for the recovery and return of
stolen nuclear material, in addition to the application of
criminal sanctions against persons who commit criminal
acts involving nuclear material. States are obligated to
adopt statutes prohibiting the illicit trafficking of nuclear
materials by individuals.21
In 1992, during the Review Conference of the States
Parties to the PPC, members called on the IAEA for
another review of INFCIRC/225 to focus on assuring
the consistency of the nuclear material categories within
INFCIRC/225 and the PPC. Following meetings in June
1993, a revised version of INFCIRC/225 was completed
and published as INFCIRC/225/Rev.3 in September 1993.
The INFCIRC/225 guidelines are designed to prevent
the theft of nuclear materials and the sabotage of nuclear
materials and facilities. This is to be done by deterring
threats or defeating such threats through a physical protection system that criminals and terrorists see as too
difficult to defeat, and by physical protection measures
that make the material or facility an unattractive target.22
The INFCIRC/225 guidelines are not legally binding,
but provide requirements that states should meet when
developing or updating their physical protection systems,
and that operators need to follow for protecting nuclear
material from theft, and the facility from sabotage. Each
state develops its own specific physical protection requirements. There are no inspections to verify that standards of physical protection are being implemented in a
particular state.
INFCIRC/225/Rev.3 also provides guidelines for the
appropriate regulatory system that states should adopt.
It requires states to maintain oversight responsibilities of
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their physical protection standards, including adopting
regulations to establish, implement, and maintain the physical protection system (including periodic reviews of licensed activities, quality assurance programs, and periodic
audits of security procedure implementation)— licensing
only those activities that comply with the state’s physical
protection standards— and sanctions to enforce the state’s
standards of physical protection. States should also inform each other of points of contact for matters related
to physical protection of nuclear material and facilities.
Physical protection measures under INFCIRC/225 are
determined according to the type and amount of the
nuclear material used, stored, or transported (domestically or internationally).23 Like the PPC, INFCIRC/225
has three categories of nuclear material.24 Unlike the
PPC, however, the standards in INFCIRC/225 for each
category of nuclear material are more detailed.
INFCIRC/225 incorporates a concept of layered or indepth protection depending on the category into which
the nuclear material falls.25 Category I, which requires
the highest security measures, includes facilities with
two kilograms (kg) or more unirradiated plutonium.
Category II, which requires mid-level security measures,
includes facilities that contain less than two kg but more
than 500 grams of plutonium. Category III,26 which requires the least amount of physical protection measures,
includes facilities with 15 to 500 grams of plutonium.27
As an example of the types of requirements for each
category, for stored nuclear materials, Category I material should be stored only within an inner area or inner
areas.28 Armed guards are strongly preferred, and special badges, strictly controlled access, and reliable physical barriers are required. Category II material must be
stored within a protected area or areas, with access kept
to the minimum necessary and requiring special passes.
Category III material must be stored in a controlled area,
and have a complete physical barrier and provision for
appropriate action by guards or off-site response forces
in case of attempted intrusions. There are also physical
protection requirements for the transit of nuclear materials.
Next Steps for INFCIRC/225
In June 1996, the IAEA held a meeting of consultants
to consider providing government authorities and operators with additional guidance as to how INFCIRC/225
could be properly implemented. More detailed explanations to assist state regulatory authorities and operators
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in interpretation and implementation were developed and
published as “IAEA TECDOC-967.” The IAEA also
plans to publish a lengthy handbook that will describe
details of designing a physical protection system.
In the introduction of IAEA TECDOC-967, the recognition of state sovereignty over matters of physical
protection of nuclear material is reaffirmed. However,
the advantages of an international standard for physical
protection of nuclear materials is also highlighted in the
following statement: “...it is in the interest of all States to
require the implementation of physical protection systems that are as compatible as possible with the recommendations of INFCIRC/225/Rev.3, which should be
considered as a baseline for any physical protection system.”29
As a means to keep INFCIRC/225/Rev.3 up-to-date
with technological changes and changes in threat assessments, experts met in June 1998 to update the recommendations. The IAEA plans to continue its work in
assisting states in developing uniform standards of physical protection at the request of that state, and based on
INFCIRC/225 guidelines. It also hopes to increase the
exchange of information among states on physical protection standards.
The guidelines in INFCIRC/225 are minimum standards for what should be done by each state to protect
its nuclear materials, and some have argued that the
INFCIRC/225 standards should be more stringent. An
example of a more stringent physical protection standard is that proposed by the U.S. National Academy of
Sciences (NAS).30 The NAS recommends a “stored
weapons standards”31 for physical protection of all weapons-usable material (military or civilian). This standard
would require weapons to be placed within highly secure vaults, with multiple layers of protection against
insider or outsider theft, continuous monitoring, and a
substantial armed guard. Another suggestion is to require that all weapons-usable material must have armed
guards in addition to required technology for physical protection.32
THE NEED FOR AN INTERNATIONAL
AGREEMENT ON PHYSICAL PROTECTION
OF NUCLEAR MATERIALS
The IAEA Director General has asserted that in some
states, the level of physical protection does not meet minimum INFCIRC/225 standards and that national legisla-
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tion and regulatory oversight are still in need of improvement.33 The drafters of INFCIRC/225 recognized that
states have different perceived threats, culture, legal systems, and history. Therefore, they accepted that there
would be reasonable and necessary variations in the way
physical protection would be applied among the states.
However, even taking this recognition into account, an
international agreement would, in the opinion of the IAEA,
provide better assurance that all states are adequately
protecting their nuclear materials, and would allow states
to address a concern that was once believed to be a
domestic issue but which clearly has an international dimension.
Many states have taken steps to incorporate INFCIRC/
225 into their international agreements and domestic legislation. However, there still exists a wide disparity in
the application of physical protection standards by states.
A state’s perception of what is required for adequate
physical protection will be based on economic considerations (questions regarding how much funding is available for physical protection), other competing concerns,
politics, and cultural differences.
Different countries have different physical protection and safeguards cultures, and these affect both how physical protection is
implemented and the effectiveness of the
resulting systems. [....] The United States’
approach places heavy emphasis on both wellarmed protection forces and modern technology. In Japan, by contrast, where possession
of firearms by private citizens has been forbidden for centuries, nuclear facilities do not
have armed guards.... Instead, reliance is
placed on detection and barrier technologies to
provide warning and then delay any attempted
theft until nearby police forces could arrive.34
Terrorist activities are becoming more global in nature, as the terrorist attacks on the New York World Trade
Center, and the Tokyo subway by the Aum Shinrikyo
cult demonstrate.35 It is therefore important to make sure
that differences in physical protection standards among
states do not result in some physical protection systems
being easier to penetrate than others. Adversaries and
terrorists may be able to “identify the weakest link” and
exploit that advantage by stealing nuclear materials from
one of the least protected facilities.36
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REFERENCES TO INFCIRC/225 IN
INTERNATIONAL AGREEMENTS

physical protection in the NSG INFCIRC/254/Rev.2 (the
same recommendations as INFCIRC/254 noted above).

Several states have obligated themselves in international agreements to the standards of INFCIRC/225, thus
demonstrating its importance as a guideline for designing physical protection standards. In both the “Agreement Between the Government of the United States of
America and the Government of the Russian Federation
Concerning the Disposition of Highly Enriched Uranium
Extracted from Nuclear Weapons” (HEU Agreement)37
and the “African Nuclear-Weapon Free Zone Treaty”
(ANWFZ),38 the parties adopted INFCIRC/225 as the
proper minimum standard for nuclear materials.

Guidelines for the Management of Plutonium. In 1997,
the states of Belgium, China, Germany, Japan, the Russian Federation, Switzerland, the United Kingdom and
the United States (countries with substantial civilian
nuclear industries), adopted the Guidelines for the Management of Plutonium (GMP).45 In response to concerns
regarding increasing levels of plutonium worldwide,46
these guidelines address issues of safeguards, radiological protection, physical protection, nuclear material accountancy and control, international transfers,
management policies, and transparency. On the issue of
physical protection, the guidelines provide that the states
will apply, as appropriate, the PPC, the levels of physical
protection annexed to the guidelines,47 and will take “account of the recommendations on the Physical Protection of Nuclear Material published by the IAEA as
INFCIRC 225, Rev.3.”48

Just as states have referred to INFCIRC/225 in international legal agreements as the proper minimum standard for physical protection of nuclear materials, they
have also made similar references in political agreements.
Nuclear Suppliers Group Guidelines. The Nuclear
Suppliers Group (NSG),39 in 1977, adopted INFCIRC/
254,40 which contains guidelines for the export of nuclear
material, equipment, or technology. In INFCIRC/254, the
NSG agreed that all items on their Trigger List41 be placed
under physical protection according to levels that take
into account international recommendations. In addition,
in Annex B to INFCIRC/254, which sets forth the criteria for levels of physical protection, paragraph 3 provides
that INFCIRC/225 of the IAEA is “a useful basis for
guiding recipient States in designing a system of physical
protection measures and procedures.”42
Programme for Prevention and Combatting Illicit
Trafficking. During the G-8 Moscow Nuclear Safety and
Security Summit in April 1996, the P-8 states adopted
the “Programme for Prevention and Combatting Illicit
Trafficking in Nuclear Materials” (Programme).43 The
goal of the Programme is to seek international cooperation in areas of prevention, detection, exchange of information, investigation, and prosecution in cases of illicit
trafficking of nuclear materials. In paragraph 24 of the
Programme document, the states encourage the adoption of the IAEA recommendations on the physical protection of nuclear material by all states (during the P-8
summit in June 1997, the states confirmed their commitment to the Programme). In addition, the April 1996
summit participants agreed on the importance of
INFCIRC/225 in its “Nuclear Material Accounting and
Control and Physical Protection” document44 and encouraged all states to apply the recommendations on
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Unilateral and Bilateral Assistance Programs. There
are a number of unilateral and multilateral efforts aimed
at assisting states in upgrading their physical protection
systems49 that base the designs of these upgrades on
INFCIRC/225. For example, the U. S. Department of
Energy, through the Cooperative Threat Reduction Program and the Material Protection, Control and Accounting Program, is upgrading the physical protection system
of many facilities in Russia, Ukraine, Belarus, Kazakstan, Lithuania, and Latvia, and hopes to be completed
with these upgrades by the year 2002.50 In many of the
upgrades, designs are developed according to the internationally recognized guidelines of INFCIRC/225.51
Domestic Standards of Physical Protection. National
legislation in several countries has also drawn on
INFIRC/225. For example, the Czech Republic adopted
on June 19, 1997, a “Regulation on Physical Protection
of Nuclear Materials and Nuclear Facilities,” which follows the basic recommendations of INFCIRC/225 and
the PPC.52 Similarly, Turkey’s “Regulation on Measures
on Physical Protection of Special Nuclear Materials,”
which entered into force in 1979, is based on INFCIRC/
225/Rev.1. This regulation specifies measures for physical protection of special nuclear material in use, transit,
and storage, and also physical protection of nuclear facilities where in the nuclear material is in use or storage. 53
In November 1995, the Russian Federation approved
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the “Law on the Utilization of Atomic Energy,” and, pursuant to this law, in March 1997 adopted the “Regulations for the Physical Protection of Nuclear Materials,
Nuclear Facilities and Nuclear Material Storage Sites.”
The physical protection measures in these regulations
are actually stricter than those set forth in INFCIRC/225
and, in fact, are similar to those of the United States and
other countries.54 Ukraine is redesigning and upgrading
its physical protection systems in order to be in compliance with its own “Regulations for Physical Protection
of Nuclear Materials and Nuclear Facilities” and the provisions of PPC “and also the IAEA recommendations
....” 55
In addition, there are a number of states that have
physical protection regulations that are equivalent to
those in INFCIRC/225 (Japan),56 categorize their nuclear
material based on those categories set forth in INFCIRC/
225 (China and Germany),57 or have domestic physical
protection standards that are more stringent that those in
INFCIRC/225 (the United States, the United Kingdom,
and France).58
NEGOTIATIONS ON AN INTERNATIONAL
CONVENTION ON PHYSICAL PROTECTION
Several states have used INFCIRC/225 standards to
develop their regulations and agreements related to physical protection of nuclear materials. If this can be interpreted to mean that some states favor possible
negotiations for an international convention on physical
protection of nuclear materials incorporating INFIRC/
225 standards beyond those covered in the PPC, the question then becomes, what are the vehicles for such negotiations?
There are presently at least four options for pursuing
an internationally binding agreement on physical protection standards that go beyond the scope of the PPC.
Option 1: The Draft Convention on the
Suppression of Acts of Nuclear Terrorism
In 1996, the Russian representatives to the Sixth Committee of the United Nations made a proposal for an International Convention on Nuclear Terrorism (the Russian
Federation submitted a draft text in January, 1997.)59
The purpose of the draft convention is to eliminate gaps
in the international regime designed to suppress acts of
nuclear terrorism.60 This proposal followed on the heels
of a proposal, also made in the Sixth Committee, for an
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International Convention for the Suppression of Terrorist
Bombing.
In December 1996, the U.N. General Assembly
adopted a resolution calling for the establishment of an
Ad Hoc Committee within the U.N. Sixth Committee to
begin negotiations on the proposed Convention for the
Suppression of Terrorist Bombing, and upon completion of that convention, to begin negotiations on the proposed Convention on the Suppression of Acts of Nuclear
Terrorism.61 The Convention for Suppression of Terrorist Bombing was completed late in 1997 and was opened
for signature early in 1998. Negotiations on the Russian
proposed convention began in the Sixth Committee from
February 27-March 7, 1998. Much of the text of the
Russian draft convention is drawn from the PPC.
Article 4 of the draft Russian convention addresses
the issue of physical protection of nuclear materials.
Specifically, Article 4 provides that states shall adopt
“all necessary legislative, administrative and technical
measures to ensure the physical protection of nuclear
material, nuclear fuel, radioactive products or waste, radioactive substances, nuclear installations and nuclear
devices, as well as protection against illegal or unauthorized access to them by third parties.”62
There are three very important points to make regarding the Russian Article 4 proposed text on physical protection. First, the physical protection standards would
cover more than nuclear materials.63 Second, the proposed text is not limited to peaceful purposes but also
includes nuclear material to be used for military purposes. Third, the text makes no distinction between international transport of materials and domestic transport,
and will also apply to use and storage of nuclear material. Unfortunately, this text does not require states to
adopt standards that are at least comparable to the
INFCIRC/225 recommended standards.
During the negotiation, other states made proposals
for text on physical protection of nuclear materials to be
inserted into the draft convention, either for insertion in
the preamble or as an article in the draft text. While
some suggested text would reaffirm that the responsibility for the establishment and implementation of physical
protection systems rests with each state,64 other suggested text would have the states take note of “recommendations of the International Atomic Energy Agency
concerning physical protection of nuclear material....”65
There are advantages to using the Russian draft as
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the vehicle to set international standards for physical protection beyond those in the PPC. One advantage is the
existence of a forum that discusses the issue of physical
protection as part of an international legal document. Also,
as the draft Article 4 indicates, the Russian draft does
require the adoption of domestic laws to cover physical
protection standards, not just for nuclear material, but for
other types of materials as well. In addition, the draft
convention would cover all transport of nuclear material
(not just international transport), and lastly, there is no
distinction made between peaceful purposes and military
purposes. However, to adequately address physical protection issues, there would need to be in Article 4 a direct reference to the IAEA standards, at a minimum, as
was agreed to in Article 10 of the ANWFZ. Without a
reference to IAEA INFCIRC/225 standards, there would
be a question regarding the uniformity of measures
adopted by states in furtherance of implementation of
Article 4 of the draft Russian convention. (The agreed
text should also make clear that states are free to adopt
physical protection standards more stringent than those
in INFCIRC/225.) Of note, however, the draft convention contains no transparency measures, such as verification provisions, that would help confirm that states are
adopting legislative, administrative, or technical measures
for the physical protection of nuclear materials as required by Article 4 of the draft convention.
The negotiators of the Russian draft text could also
decide to negotiate actual physical protection standards
in the treaty itself. However, this avenue has a number
of likely limitations. First, it is possible the negotiators
would be unwilling to do this. The reference to physical
protection in the draft text is a small part of a draft convention that has many other areas of focus (for example,
extradition, apprehension, detention and prosecution of
alleged offenders), and it is unlikely the negotiators would
be willing to take the time or effort away from other
equally important areas of the draft text to negotiate separate physical protection standards.66 This is particularly
true in light of the many concerns nuclear weapons states
would have regarding any draft text that would deal with
international legal standards for physical protection of
military facilities. Second, there are questions as to the
proper forum for the negotiations. The IAEA has a number of programs and activities dedicated to physical protection issues, and its knowledge in the area is current
and continues to expand.67 It might be preferable, therefore, to negotiate detailed issues of physical protection of
nuclear materials in the IAEA forum in Vienna.68
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Option 2: Amend the Physical Protection
Convention
Another option for developing an international legal
agreement on physical protection standards that incorporates INFCIRC/225 is amending the PPC itself.69
Prior to the 1992 Review Conference of States Parties to the PPC, there were discussions among some states
regarding proposals for amending the PPC to expand the
physical protection provisions to cover more than nuclear
materials for physical protection in international transport.70 However, a number of states did not agree to the
idea of amendments to the PPC. In addition, at that time,
the focus was on strengthening the NPT safeguards
through the IAEA’s 93+2 Programme; strengthening the
PPC was not the priority.
At the September 1997 IAEA Board of Governors
meeting, IAEA officials discussed the issue of a possible conference on expanding the scope of the PPC. The
Board noted that, as depository, it would, in accordance
with Article 20 of the PPC, call such a conference if
requested by a majority of states parties.71
If a majority of states request a conference with the
goal of expanding the scope of physical protection standards in the PPC, the following types of amendments,
could be adopted (in addition to others):
1. the application of physical protection standards to
nuclear material in domestic use, storage, and transport;
2. the application of standards to all nuclear material,
regardless of its intended use;
3. the application of standards to other materials, as
suggested in the Russian draft text (on this point, the
IAEA believes it would be advantageous to extend
coverage to the broadest possible range of radioactive material, as well as to nuclear facilities, explosives, and other devices);72
4. the inclusion of an adequate reference to INFCIRC/
225 in the PPC; and
5. the inclusion of enforcement provisions.
As noted earlier, the PPC has no enforcement provisions for its physical protection standards. One method
to ensure compliance in the future is to require that states
allow inspections of their facilities. However, this would
cause a number of problems for nuclear weapons states
regarding their military facilities. In addition, an international body would have to be identified to perform these
inspections. From the IAEA point of view, the IAEA
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could conduct the inspections as such inspections would
be to prevent the material from being used for a nonpeaceful purpose by terrorists or another state, and compliance with the IAEA statutory mandate could be
possible.73
An argument could be made that the existing statute is
adequate, since what the IAEA would be doing is confirming at a military facility that the security was sufficient to prevent having the material stolen for unauthorized
military uses; the IAEA would not be examining or verifying the military activity at the facility in any way.74
An alternative to mandatory inspections would be to
encourage states to accept peer reviews based on the peer
review program established by the IAEA.75 This program, developed under the International Physical Protection Advisory Service, is based on a request made by
a state for expert advice on that state’s physical protection system. Upon this request, the IAEA sends experts
to the state to review that state’s physical protection system and regulations. Donor states are then asked to provide financial assistance so that the state can upgrade its
physical protection system. In 1996, peer reviews were
done in Romania, Bulgaria, and Hungary, and in 1997, in
Poland and Hungary. Three to five such reviews are
planned in 1998 and such reviews will continue annually
if adequate funding is maintained. It would also be advantageous if states such as the United States, Japan,
Germany, the United Kingdom, and Russia, also requested
peer reviews and continued to provide financial support
for the IAEA to continue its work in this program.
States could also be required to submit reports on their
domestic standards adopted in compliance with the
amendments to the PPC. As noted earlier, in Article 14
of the PPC, states parties are only required to inform the
depositary (the IAEA) of its laws and regulations that
implement the provisions of the convention. However,
a new requirement could be agreed to that would give
more teeth to this provision. For example, an amended
PPC could mandate when such reports must be provided
(preferably on a periodic basis), provide that states give
copies of the reports not just to the depositary but also to
all other states parties, provide details of what should be
included in the reports, and provide for a mechanism for
discussion by states of the reports. In this respect, in
Article 5 of the Convention on Nuclear Safety (CNS),76
which was negotiated and concluded in 1994, each state
party is obligated to submit a report on the steps it is
taking to implement the obligations of the convention.
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Meetings are to be held among the states parties to review the reports, and each state can discuss reports submitted by others for purposes of clarification. In addition,
in the Joint Convention on the Safety of Spent Fuel Management and on the Safety of Radioactive Waste Management (Joint Convention), which was opened for
signature on October 6, 1997, and has not yet entered
into force, Article 32 obligates states parties to provide
national reports on how each state is implementing each
obligation of the convention.77 The Joint Convention also
sets forth specific information that must be provided by
the states. Both Article 32 of the Joint Convention and
Article 5 of the CNS provide good examples of transparency measures that could be negotiated in an amended
PPC.
It has also been suggested that the IAEA be given authority to allow IAEA inspectors to collect information
related to physical protection observed while performing their safeguards inspections.78 IAEA inspectors have
on occasion, during a safeguards inspection, taken note
of an obvious physical protection problem (for example,
a door falling off its hinges).79 Allowing the inspectors
to collect such information might not raise issues that
would be controversial for the nuclear weapons states
because the IAEA would be in facilities they were permitted to visit.
Some of the advantages of using the PPC as the
method for making INFCIRC/225 legally binding internationally were mentioned above in the review of the
Russian draft. Other advantages are that the PPC is an
existing international agreement,80 has an established
mechanism for amendments, and currently has 60 parties to it (though an effort should be made to increase the
number of parties to the PPC).81
In April 1998, the United States concluded a review
of the PPC, and decided that a “substantial” expansion
of the PPC would benefit U.S. national security interests. Specifically, the United States supports amending
the PPC to require physical protection of nuclear material for peaceful purposes (at levels set forth in the IAEA
guidelines) while in domestic use, storage, and transport.
The United States is contacting other parties to the PPC
to obtain their views on amending the PPC and to generate enough interest among states parties for the convening of a conference to discuss these types of amendments
to the PPC.82
At the NPT Preparatory Committee II meetings held
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in Geneva from April 27 to May 8, 1998, the United States,
in an intervention, stated that the use of “sound physical
protection measures” would help prevent theft of nuclear
materials as well as reduce the likelihood of illicit trafficking in nuclear material.83 The United States recalled
its proposal, noted above, to substantially expand the scope
of the PPC to incorporate specific standards for physical
protection measures for nuclear material in domestic
peaceful use, transport and storage.84 Australia, Canada
and Turkey supported the idea of a review of the PPC to
determine whether the PPC should be expanded.
At the conclusion of the NPT Preparatory Committee
meeting, a Chairman’s Working Paper dated May 8, 1998
was drafted that references INFCIRC/225 and which
received general agreement by the states, but was not
adopted by the Preparatory Committee (for reasons other
than the reference to INFCIRC/225). Paragraph 22 of
the Chairman’s Working Paper provides that the states
parties urge all states to implement the physical protection measures set forth in INFCIRC/225/Rev.3, and also,
that all states parties examine ways to strengthen the
current regime.85
Option 3: A Separate Convention
A third option for an international legal agreement on
physical protection standards is to negotiate a new text
that will capture all nuclear materials, as in INFCIRC/
225, and which would supercede the PPC. This option
is the preferred one for those who do not believe it is
worth trying to fix a treaty that is not adequate to address the types of concerns faced by the international
community today. This might be the preferred option for
getting the attention of some higher level politicians who
will make the final decision on their nation’s position.
It might be easier politically to sell to those leaders the
idea of a brand new treaty, rather than an updated old
treaty.
However, the prospects for a new treaty focused on
physical protection of nuclear materials are uncertain because such an approach raises many problems. For example, why would states be interested in a new treaty
when negotiations at the United Nations on nuclear terrorism are going on, and there is a possibility that the
PPC may be amended to address this issue? It would be
difficult to convince states that this option is preferable
to either of the first two.
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Option 4: A Combination of Options 1 and 2
Options 1 and 2 above do not have to be mutually exclusive. Another option is to address physical protection
in the Russian convention and also have an amendment
to the PPC. For example, the provisions on physical protection in the Russian Convention (which do not reference INFIRC/225) can be agreed to as proposed by the
Russian Federation, and the parties to the PPC could call
a conference to amend the PPC to require states to apply INFCIRC/225 standards to all nuclear material in use,
storage, and transport. However, if there are states that
are party to the Russian convention and not the PPC,
they can apply whatever standards they see fit, and the
uniformity desired for physical standards among all states
would be lost. States can also agree to draft text in the
Russian convention that obligates states to adopt standards at least comparable to INFCIRC/225 and still amend
the PPC as a means to capture as many states as possible. Third, states negotiating the Russian convention
could agree to make INFCIRC/225 a protocol to that
convention.
In the IAEA comments on the Russian draft convention, the IAEA suggested that the proposed convention
simply refer to the IAEA standards or that the draft convention provide that the parties commit themselves to
pursue the issue of physical protection of nuclear materials in another treaty. Any event, provisions regarding
physical protection in both conventions would need to be
carefully drafted so as to not be contradictory.
CONCLUSION
There are a number of reasons why states should pursue internationally legally binding physical protection
standards for all nuclear materials using INFIRC/225 as
the basis for such standards. Negotiations for a legally
binding commitment for protection standards for all
nuclear material beyond the scope of the PPC can be
conducted in at least one of the four fora and/or formats
outlined above.
The conclusion and entry into force of an international
legal convention on physical protection would be an important step in adequately securing nuclear material. If
in fact a protocol to the PPC does not address nuclear
material used for military purposes, as envisaged by the
United States, methods to upgrade and maintain physical
protection of nuclear materials in those facilities should
nevertheless continue. In particular, the upgrade of fa-
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cilities in the NIS and funding for these upgrades must
continue until their completion.
States should recognize that expertise in many areas
of nuclear materials lie at the IAEA. It is therefore logical that the IAEA negotiate a protocol to the PPC (as
noted earlier), issues dealing with physical protection
should be addressed by that body. The United States has
decided that an amendment to the PPC is the next step
in expanding the international commitments in physical
protection of nuclear materials. This avenue should be
pursued. However, states will also have to note the affects of that decision on the current negotiations of the
Russian draft convention. As noted earlier, it may be possible to pursue negotiations on the Russian draft convention in New York and also commence negotiations on a
protocol to the PPC that will expand the obligations of
that Convention. However, if it becomes apparent that
states are not willing to pursue the negotiations for a protocol to the PPC, states should then attempt to have adequate provisions in the Russian draft convention to
address the issue of physical protection of nuclear materials. In that respect, states must act quickly as the negotiations on the Russian draft convention have already
begun.
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