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August 17, 1998 devaluation of the Russian rublgroliferation goals has, so far as we know, played a key
have substantially increased the risk of theft atole in preventing a proliferation catastroph&he
the dozens of former Soviet nuclear sites containing adnited States must now integrate short-term efforts to
estimated 650 metric tons of weapons-usable “fissileaddress this human factor with its original goal of help-

Economic conditions in Russia in the wake of theRussian nuclear guardians’ patriotic attachment to non-

material. Until the crisis, ing Rl_Jssians rapidlyinstgll
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that their financial system sile material storage sites,
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fact that this belief is no NUCLEAR MATER|A|_S downsize its vast nuclear

longer widely shared has weapons complex.

already changed calculaj THE NEED FOR AN The US entity respon-

tions among Russia’s

ible for US-Russi -
nuclear guardians regard- EXPANDED US RESPONSE Z'raﬁvgrnudel;fsr'ﬁgt(;?f;ﬂ)s

ing the merits of perform- security efforts, the De-
ing nuclear security duties, by Todd Perry* partment of Energy’s
and may eventually change (DOE) Materials Protec-
calculations of the risks tion, Control, and Ac-

an_d benefits of stealing fissile m_aterials._ The div_ersiogounting (MPC&A) program, has taken some steps to
of just tens of kilograms of plutonium or highly enrichedaqgress these problems. The program is continuing to
uranium (HEU) to a hostile state or terrorist organizasa|| security systems at facilities within all 40 known
tion would have disastrous political and military effectspyssjan fissile material sites, while also providing some
for the United States, Russia, and the international sygnort-term assistance to those sites experiencing crisis-
tem. induced security lapsésBy the end of 1998, the pro-
The August 1998 crisis also demonstrated that the Rugram had provided a range of targeted emergency
sian government will for the foreseeable future be incaassistance, from purchasing winter coats and space heat-
pable of financing a substantial proportion of its nucleagrs for guards to accelerating payments to scientists and
material protection responsibilities. In this sense, thguards for the testing of installed nuclear material secu-
proliferation threat posed by the Russian economic meltity systems. Program managers expect to provide some
down is more dire than the threat that was posed aftégvel of emergency assistance to all Russian MPC&A
the dissolution of the Soviet Union in 1991 created unsites by winter's end. Program officials have also initi-
certainties about the control of Soviet nuclear weapongted discussions with their Russian counterparts on a
Then, the United States was able to help facilitate amulti-year strategy to help consolidate Russia’s fissile
unprecedented political transition by assisting with thénaterial stockpiles.
security and safe transport of Soviet nuclear weapons t0The Ryssian economic and humanitarian crisis ex-
Russian territory, which it followed with *"Nunn-Lugar” tends far beyond getting through the winter of 1998-99
assistance to protect nuclear warheads and dismanigyevers In November 1998, a Russian deputy minis-
former Soviet nuclear weapon delivery vehicles. ter for labor and development warned that “44 million

By contrast, today’s situation requires that the Unitegpeople, or around 30 percent of the [Russian] people
States tailor its assistance both to the technology-relat&éere living below the poverty lin€."The Russian fi-
problems of protecting and accounting for Russian fis-

sile materials, and to the personnel-related problems gf,yq Perry is Washington Representative for Arms
assuring that Russian nuclear material guardians With5ntrol and International Security for the Union of

stand by their posts and resist the temptation to seligncerned Scientists, and a Ph.D. candidate in the
bomb-ready materials to outsidérdddressing the “hu- Department of Government and Politics at the

man factor” at Russian nuclear sites is essential becaL@ﬁiversity of Maryland.
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nancial crisis means that a Russian economic recovergsponded adequately to the Russian proliferation threat.
within the next several years is very unlikely, and thaHowever, MPC&A program proponents will need to
conditions could just as easily worsen in the years toontinue pressing DOE, the administration, and Con-
come’ even if large-scale Western economic assistanagress to protect MPC&A budgets, and to convert the
efforts are resumed. urgency represented by the president’s budget request

The relationship between Russia’s chronic economift't® an endur_mg, hlgh-levgl political comm_ltment to
e US-Russian cooperative nuclear security agenda.

difficulties and the Russian proliferation threat has Ion(\ﬁ/r\]/_ h h . he US h
been poorly understood within US governmental circles. ithout such a commitment, the US approach to Rus-

Indeed, the August crisis initially prompted few change ian nuclea_lr prolifgrati_on dangers will continue to suf-
in the US cooperative nuclear security agenda. No em & _from dlplomauc disputes over the terms of US
gency MPC&A measures were taken, and the effects gesistance and llnterage_ncy_ turf battles that prevent bet-
the crisis on the already serious problem of protectinber programmatic coordinatich.

Russian fissile materials was in no way acknowledged This viewpoint describes the origins, accomplish-
at the September 1998 Clinton-Yeltsin summit in Mosments, and shortfalls of the MPC&A program. It con-
COW. cludes with seven detailed recommendations about what

One reason for the inadequacy of the initial US rethe program’s priorities should be and how they can best

sponse to the crisis was that the nearly decade-old spé)(’?- advanced. These recommendations address bc_)th near-
ter of “loose nukes” had made it difficult to distinguisht_erm emergency needs and the Iong-term gc_)al of institu-
between new and pre-existing problems within the Ruglonallzmg Russian nuclear materials security.

sian nuclear complex. However, the main reason for

inaction within DOE was the fear that launching new! HE ORIGINS AND EVOLUTION OF THE

initiatives commensurate to the threat at hand could af/PC&A PROGRAM

tract right-wing US congressional opposition similarto  The US-Russian cooperative nuclear security effort
the kind that has been directed at other US-Russian o@as initiated in 1992 with the creation by Senators Sam
operative nuclear security programs. The political neeNunn (D-GA) and Richard Lugar (R-IN) of the
to work within the constraints of DOE and Office of Pentagon’s Cooperative Threat Reduction (CTR) or
Management and Budget (OMB) budget processes alsNunn-Lugar” program. At first, the newly independent
prevented DOE officials from better articulating grow-states (NIS) nuclear material protection effort was part
ing MPC&A program funding needs. of the CTR’s mandate. But attempts by the Pentagon to

These needs were well known by October 1998, whefedotiate agreements with Russia’s highly secretive Min-
DOE officials received a staff report indicating that US-Stry of Atomic Energy (Minatom)-the ministry re-
installed security systems were at risk of failure at do2P0Onsible for Russian nuclear materials and
ens of sites. When DOE failed to act, several non-goylon-deployed warheads—were largely unsuccessful.
ernmental organizations (NGOs) wrote DOE and mad¥/estern concerns about early delays in implementing
the case that inaction could provoke a political backlasRuclear material security measures were overshadowed
in Congress far worse than the one that might emerd® the CTR’s enormous success in helping to repatriate
on the heels of higher MPC&A budget requests. Finally>0Viet nuclear weapons to Russian soil and in helping
emergency measures were formally approved in DecerH]“?e former_Sowet Re_p_ubhcs dismantle nuclear weapon
ber, and for the first time, DOE officials obtained com-delivery vehicles and join the Treaty on the Non-Prolif-
mitments from OMB to sustain program funding at fis-€ration of Nuclear Weapons (NPT).
cal year (FY) 1999 funding levels, rather than reduce Beginning in 1993, reported thefts involving kilogram
them by as much as one third, as originally anticipatedyuantities of HEU and plutonium brought attention to

In January 1999, President Clinton used his State gﬁe lack of security at NIS nuclear material sites, and
the Union address to make the case for substantial iHnderscored how little was known about former Soviet

creases in funding for the full range of US-Russian cdiSsile material stockpileS. By 1994, a US National
operative nuclear security measuteShis speech will Academy of Sciences (NAS) report declared that it was

make it easier for the administration to argue that it ha§liS unknown aspect of the problem that made the threat
of nuclear leakage most “urgert.'Similar concerns
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were voiced in the spring 1995 report of a presidentialuclear leakage had become “the greatest strategic chal-
commission formed to assess the threats posed by Risage of our time 2 and they enthusiastically supported
sian fissile material¥. Briefings on the report for Presi- DOE’s approach to Russian nuclear material protection.
dent Clinton and Vice President Gore, subsequent joimfter this, budgets for all forms of US-Russian coopera-
statements by Gore and Russian Prime Minister Victdive nuclear security activities increased rapidly, with
Chernomyrdin at periodic meetings of the US-RussiaMPC&A budgets growing from $15 million in FY 1996
Joint Commission on Economic and Technological Coto $152 million in FY 1999* At the same time, the rapid
operation, and additional statements by the US and Rusxpansion of US-Russian nuclear material security ac-
sian presidents and energy ministers, further highlightetivities through the MPC&A lab-to-lab cooperative ef-
the urgency of the nuclear material security problem anfrt broadened MPC&A cooperation.

the feasibility of closer US-Russian collaboratibn. While in 1994 cooperative [MPC&A] arrange-

In September 1995, President Clinton signed Presi- ments at nine faC|_I|t|es werein pIace,_thls num-
dential Decision Directive 41 (PDD-41), entitled “US ber quadrupled In two years ano_l increased
Policy on Improving Nuclear Material Security in Rus- almqst S'_X_’f0|d by 1998. By that_ tlme, DQE
sia and Other Newly Independent States.” PDD-41 es- had |d_ent|f|ed over 150 facilities within 53 S|t§s
tablished the securing of nuclear materials in the region containing nuclear weapons-usable materials
as one of the United States’ top national security priori- thropghout t_he NIS, and had deYe'Oped coop-
ties. The Directive also assigned formal responsibility erative relations at some level with each Site.
for MPC&A activities to DOE> which had demon- The addition of MPC&A projects at Russian Minis-
strated through US National Laboratory partnershiptry of Defense naval facilities, beginning in late 1997,
with Russian institutes, and through a series of reciprgushed the number of facilities undergoing rapid physi-
cal visits to closed nuclear facilities, its capacity to pro€al security upgrades to well over 200. While US offi-
vide nuclear material security assistance to Russiatials now believe that nearly all facilities have been
facility manager$® By the time DOE formally became identified, past failures to identify additional NIS fissile
the executive agent for the US government’s NISnaterial stockpiles warrant continued vigilance.
MPC&A assistance effort in early 1996, program man-
agers had laid the groundwork for pursuing MPC&APRE-CRISIS EFFORTS TO SUSTAIN MPC&A
objectives through government-to-government (DOE-
Minatom) and laboratory-to-laboratory (“lab-to-lab”)
channels’

When the first US-sponsored physical security up-
grades were completed in late 1994, it became apparent
that US officials had underestimated the amount of ef-
Members of the DOE MPC&A Task Force and theirfort that would be required to help Russian technicians
US National Laboratory partners adopted an approacgind managers maintain and properly use their newly in-
to Russian fissile material protection assistance that fostalled security and accounting systems. Growing con-
lows the three-step approach used in the US nuclegerns about the “erosion” of both the technological and
weapons complex: physical protection (alarms, sensorsuman aspects of MPC&A upgrades prompted the US
barriers to deter and delay intruders); material contrajational Research Council to recommend that the
(locked vaults, portal monitors, camera monitoring, twosustainability of Russian MPC&A capabilities be pur-
man rule); and material accounting (inventory controlsued across the boadd.
on routine measurements of material arriving, leaving,

or lost to waste}®Building on this approach, US . :
. ! B a enacting a number of measures intended to encourage
policymakers introduced a “layered defense” concept t . L :
ussian scientists, site managers, and bureaucrats to

US-NIS assistance programs, thereby linking the DC)E’zﬁdo t a safeguards culture and otherwise “take owner-
MPC&A efforts to CTR strategic arms elimination ef- b 9

. L L ship” of MPC&A systems and proceduféslo this end,
forts in a first line of defense, and establishing a seco o
.the MPC&A program initially supported a range of

line of defense through the various export control assis:

tance proarams administered by several US ageRcies indigenization” efforts to create a domestic infrastruc-
brog y 9 ture that could enable Russia to provide its own MPC&A

By the mid-1990s, original sponsors of the CTR, inknow-how and technology. For example, some projects
cluding Senator Lugar, had concluded that the threat gbught to facilitate the purchase of indigenously pro-

MPC&A managers responded to these concerns by
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duced Russian MPC&A equipment. The program also As prospects for the rapid indigenization of Russian
began supporting training activities for Russian regulaMPC&A practice dimmed, MPC&A managers turned
tors and MPC&A officials, and offered assistance foiin late 1997 to the more immediate problem of sustain-
efforts to create a nationwide fissile material inventorying the successful operation of installed systems at many
database. of the small civilian nuclear sites where security upgrades

However, these and other indigenization strategies rjﬁere first completed. By this time, experience had s_hown
into obstacles ranging from the resistance of individu Jow vulnerable these systems were to the economic dep-

site managers to a seeming lack of Russian governmerlll\fatIon common to many of these institutes. Soon af-

tal concern for long-term MPC&A sustainabilfy For terwards, DOE officials began quietly acknowledging

example, the Russian government’s inability or unwill-that roughly $50 million per year would be required to

ingness to prevent the taxation of the US assistance gustain the US investment after all physical upgrades

fort prevented the more efficient use of US resource¥ €€ installed by the projected completion date of 2003.
and created a potential political liability for the program Despite these difficulties, MPC&A officials remained
in the United States. And the Russian government’s willskeptical about the possible advantages of interagency
ingness to allow Eleron, a Russian company that pra&zooperation in addressing the sustainability issue. In par-
duces security sensors, to act as a monopoly and usetitailar, the US government’s inability to integrate its
licensing powers to squelch competition has reducesimaller scientist-to-scientist research and economic de-
near-term prospects for Russian MPC&A equipmentelopment programs with the goals of the MPC&A pro-
indigenization. gram precluded various indigenization possibilities. For
On other fronts, a $10 million US MPC&A invest- e_xample, between 1994 and 1997, individual US Na-

ment in a project to create the basis for a Russian fissi“éjnal Laboratory scientists obtained grants from the

material registry prompted a turf battle between Minaton?‘tate Department's Internatu’)nal_Sqence and Te_:chnol-
and the newly formed Russian nuclear regulato?gy Center (ISTC) and DOE's Initiatives for Prolifera-

Gosatomnadzor (“GAN") over appropriate inventoryt'on (IPP) programs to collaboratively develop Russian

methods and which agency should supervise the effolt’ joint_US-Russian ventu_res capable of producing and
Minatom eventually wrested control of the project frommarketlng the technologies needed for _MPC&A up-
GAN, and some Minatom institutes now wish to rec:regr_ades. But ISTC and IPP program constraints, combined
ate the project from scratch, showing little regard 1‘0|Wlth MPC&A staff concerns that these small and

the substantial US investments already made in the elL_ndlerfunded dprograms Wer;a Itrying to “pf)figgyback” on q
fort. Attempts to create and indigenize a Russian conjl€ larger and more successfu MPC&A effort, prevente

mitment to Western-style MPC&A and nuclearthe'r further pursuit?

regulatory practices by funding training programs for Since then, IPP and ISTC staff have themselves
GAN and MPC&A officials have also encountered dif-demonstrated a remarkable capacity for cooperation.
ficulties due, in part, to Russian site managers’ aversioRecently, even traditionally territorial CTR officials

to incurring the expense of paying regulators. have been able to take advantage of the synergies

Many of these problems have persisted because t't?gtween CTR efforts to constrain Russian biological

Russian state is weak, so that the Russian governmen gapons tephnologles and related ISTC and IPP ef-
orts to provide non-weapons employment for former

often unable to control the bureaucratic and regional en-

tities responsible for blocking key MPC&A initiatives. Soviet bio_logical \weapons scier_ltis_ts. After initially
Indigenizing Russian MPC&A capabilities is still a wor- encountering resistance from within DOE, MPC&A

thy goal. However, experience to date demonstrates tﬁéaff are now exploring ways to form a closer part-

difficulty of achieving this goal over the short term, andne_rsréip Witlh the ISITC_Z]' T:e ISTC is esﬁE)eciEIIy well- :
speaks to the need for a medium-term strategy of cofiite tobﬁ).a%/ a;ro € :n E)Ie MPC&A effort ecaufse I
tinued training and commercial institutional developmenpas_ establishe arelia e,_tax-exer_npt_ s_ystem or as-
that will contribute to the creation of an adequateSurlng that funding is received by individual scien-

A ) .
MPC&A human and technological infrastructure overt!Sts = Far from creating an ad.dltlonal layer of
the long haul. bureaucracy, the CTR-ISTC experience demonstrates

that the ISTC is capable of targeting its resources in
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a cost-effective and accountable man without plac- having positive effects on the performance and morale
ing undue burdens on other US programs. of targeted guard forces, and that the DOE’s bold deci-

DOE officials have also traditionally shown a hesi-Sion to work with MVD official$® to assure close coop-

tancy to take advantage of potential synergies amor&{at_ion between MVD guards, Russian civilia_n nuclear
their own nonproliferation programs in Russia. Asigdhstitutes, and US_ MPC&A managers _hgs p"’?'d remark-
from the few cases mentioned above, IPP projects ha le short-term dividends. However, it is still unclear
not consciously addressed MPC&A' program needV ether US and Russian bureaucratic obstacles to a wide-
However now that the human element of the Russia?.roread emergency assistance effort will be overcome in
nuclear materials protection objective has become moflne to prevent further security lapses at Russian fissile

generally acknowledged, there is growing receptivit;fn""terlal sites.

within DOE towards using programs within IPP and the The effects of the August 1998 crisis on Russian
newly created Nuclear Cities Initiative (NGl)programs  nuclear scientists and engineers have not been as imme-
designed to employ Russian scientists, to promotdiately visible as its effects on guard forces, in large part
MPC&A training and technology development objec-because conditions at many Minatom facilities had al-
tives as welf® However, the NCI itself is substantially ready reached critical levels by the mid-1990s. As was
underfunded and will have to accomplish some concrefgerhaps best illustrated by the 1996 suicide of the direc-
gains in the nuclear cities before it can play a major rolwr of Chelyabinsk-70, the long-term effect of unpaid

in helping sustain the MPC&A effort. wages combined with the precipitous, post-Cold War
decline of Russian nuclear scientists’ social stature has
EFFECTS OF THE AUGUST CRISIS had a profoundly deleterious effect on workforce mo-

Although the United States had heretofore targeteE:ale' Indeed, the MPC.&A program's remarkable_su_c-
cesses and prospective opportunities for alleviating

Russian weapons scientists in its various efforts to pro- . T .
- ) economic deprivation at MPC&A sites stem not only
tect fissile materials, the short-term effects of the Au- ; . . -
i : o from the infusion of hard cash, but also from its ability
gust 1998 crisis were in fact most readily visible among rovide Russian scientists and engineers with work
Russian guard forces. In October 1998, a rash of violerg P 9

incidents involving Mi : ?pportunities that require the extensive training and ex-
g Minatom guards prompted President’ . . . .
Yeltsin to initiate a probe into the security of Russiarl o1 cce that was so highly valued during the Soviet pe-
nuclear facilities! In November, MPC&A staff and riod.
contractors traveling in Russia reported that Interior Despite these employment opportunities, financial cir-
Ministry (MVD) guards responsible for security at cumstances at many Minatom sites remain dire. In 1997,
Minatom’s civilian nuclear institutes were not receiv-Deputy Atomic Energy Minister Lev Ryabev noted that
ing adequate nutrition to perform their duties. In at leadtis ministry had received only 52 percent of its 1996
one instance, American MPC&A staff noted that insti-budget request, an amount threefold less than Minatom’s
tute guards had left their stations unmanned and we#@91 allocatior¥’ That year, Sarov Afansaiyev, direc-
foraging for food on local roadwaysin other instances, tor of the All-Union Scientific Research Institute of Ex-
institute scientists were sharing salaries with the guargerimental Physics (VNIIEF) at Sarav (Arzamas-16),
forces to keep them on the job. At several facilities, MvDnoted that salaries at his institute had fallen to one-half
guards refused to go out of doors to patrol or respond g&bsistence levét. Months earlier, VNIIEF had been
security incidents because they lacked appropriate wirkssigned responsibility for the development of nuclear
ter clothing®? safeguards at Minatom’s warhead production and dis-
. mantlement facilitie$® By the summer of 1998, the di-
The MPC&A program has responded to C”S'S-relate.crjector of the Mining and Chemical Combine at

problems in the Russian guard forces by providing dl-Zheleznogorsk, formerly Krasnoyarsk-26, had notified

rect aid. By the end of 1998, hundreds of winter Coatl?/linatom leaders that wage arrears were creating social
and dozens of heaters had been distributed to Minatom 9 9

and MVD guards and other site persoritelhe pro- conditions in the closed nuclear city that had reached a

. - . . “critical level” beyond which the consequences of eco-
gram also subsidizes institute commissaries to ensuré

. - nomic deprivation were “unpredictabl®.” In Septem-
that guards are fed while on the f5tPreliminary, an- . T .
) R : ber 1998, Atomic Energy Minister Evgeniy Adamov told
ecdotal evidence suggests that this limited assistance’1s
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workers protesting an estimated $400 million in backowever, it now appears that the effects of the crisis
wages that the government owed the ministry over $178nd of US efforts to emphasize the importance of the
million and had not provided any resources in twdnsider security threat are encouraging broader Russian
months* cooperation on measures to address the risk of an inter-

In addition to wage arrearages and constantshortag@,'%lI diversion, and increasing the yvllllngness of some
of basic necessities, Russian facility managers and worR!l€ managers to_ focus more attention on the task of ac-
ers must also cope with a range of logistical problemgurately accounting for all nuclear materials on hand.
that affect their ability to carry out the MPC&A mis- Concerns about the insider threat, combined with a
sion. For example, the electricity required to run ingrowing, crisis-induced receptivity to economic incen-
stalled material protection hardware was shut off at ontives, have also prompted some Russian site managers
Russian institute because the institute was unable to papd high-level Minatom officials to examine more
its bills#2 Since then, periodic electricity shortages havelosely the feasibility of the site-to-site consolidation of
become common both at Russia’s small civilian nucleanuclear materials. Until now, the MPC&A program had
institutes and within closed nuclear cities. On othesuccessfully consolidated materials at multiple facilities
fronts, site managers must cope with the efforts of predavithin major Minatom sites, but had been unable to pur-
tory Russian tax collection agencies to seize bank asue a more comprehensive approach to consolidation.

counts to pay for institutes’ tax arreérsnd also address One way to consolidate and eliminate the small, hun-
a range of other difficulties associated with the disso'“dred-kilogram stockpiles of HEU at many civilian sites

tion of centralized political and economic authority. oo ship them to a facility where they can be blended

MPCG&A program staff and laboratory personnel havedown to low-enriched uranium (LEU). This approach
attempted to help Russian MPC&A managers and workmay gain currency at some of the smallest sites, where
ers cope with these difficulties with a range of creativehe relatively small number of workers involved means
measures. In some instances, additional financial assiat the outright purchase of the HEU may provide an
tance has been provided through short-term contracéglequate incentive to prompt site managers to forgo the
and performance bonuses. In other instances, MPC&Benefits of future MPC&A funding. The reductions in
staff have intervened directly with Russian utility andoperating and personnel costs created by eliminating
bank managers and Russian Finance Ministry officialsven a handful of fissile material sites in Russia would
in attempts to assure, among other things, that institutgseatly reduce the long-term costs of protecting remain-
remain solvent and have the necessary electrical powiag sites, and if managed correctly, would reduce the
to run installed security systems. It is too early to telproliferation threat. In light of these potential opportu-
whether these interventions will have the desired longaities, it would make sense for DOE to identify supple-
term effect. But the successful resolution of many ofnental financing in 1999 for a comprehensive, multi-year
these problems is unlikely without the active intervenRussian nuclear material consolidation incentives strat-
tion of high-level US officials with their Russian coun- egy.
terparts.

The Need to Engage the US Congress

Opportunities Created by the Crisis Ironically, even though goals like nuclear material

Although the effects of the August 1998 crisis haveconsolidation MPC&A sustainability create opportuni-
been overwhelmingly negative, the crisis has also crdies to garner additional MPC&A resources, DOE offi-
ated opportunities for the MPC&A program. Prior to thecials have traditionally believed that discussing these
crisis, most Russian officials focused on the threat ajoals with Congress might undercut prospects for fu-
outside attack, in part because they were trained intare funding. As a consequence, Congress was not in-
Soviet system that directed its security efforts at preformed until early 1999 that, even though MPC&A
venting spies from gaining access to nuclear facilitiedudgets had grown to maximum anticipated levels, the
Thus, most Russian nuclear facilities still do not haveumber and scope of new projects underway was bound
effective detectors or “portal monitors” at their gatedo hamper the program’s ability to devote adequate re-
that would set off alarms if a worker or guard were taources to all of its short- and long-term objectives.
exit a facility with plutonium or HEU in his pocket.
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DOE's “less is more” approach towards Congress othe most pressing goals can be met as soon as possible.
Russian nuclear security has been informed by fear thihe most important short-term objective of the program
right-wing congressional attacks against the Departmeig to assure that sites where US-installed security sys-
of Defense (DOD) CTR program and against DOE’s owitems have been compromised receive adequate and tar-
international nuclear power safety program could alsgeted assistance so that these investments will not be
be directed at the MPC&A prograthThese fears have lost. At the same time, given the growing proliferation
not been entirely misplaced, even though MPC&A prodanger and the unpredictable nature of the Russian po-
gram budgets have not by themselves been the subjditital environment, US MPC&A planners must continue
of widespread controversy on Capitol Hill, and have innstalling security upgrades as quickly as possible in the
fact always been appropriated at levels equal to or higharterim.

t_han the amounts requested by the Clinton administra- Meanwhile, MPC&A officials should take advantage
tion. of opportunities to reduce long-term proliferation risks
However, the quiet approach embraced by DOE andnd MPC&A program costs by helping reduce the num-
and even some congressional MPC&A supporters mdyer of Russian fissile material sites through the pursuit
now entail significant political risks. The potential dam-of a multi-year material consolidation effort. Finally,
age to the MPC&A program from a full-blown, albeit once DOE officials are certain that these needs can be
highly unlikely, congressional attack would arguably bemet, a judicious, long-term effort must be launched, in
much lower than the damage caused by a congressiomallaboration with other cooperative nuclear security
backlash if it appeared that DOE had failed to adequatefgrograms, to develop a Russian human and technology
protect MPC&A investments or take advantage of nevinfrastructure sufficiently robust to sustain MPC&A
opportunities to control and consolidate Russian fissilepgrades without further outside assistance.

material stockpiles. A proactive congressional strategy It appears that DOE officials and MPC&A program

should, in fact, be viewed by D_OE as an esse_:ntial COnilf\anagers have already adopted a similar set of priori-
ponent of a broad effort to obtain the substantially Iargeﬁes What remains lacking in DOE and in the adminis-

MPC&A and other programmatic budgets that are MCration as a whole is the political will to promote and

quired to prevent the Russian nuclear materials securiF plement specific measures required for the rapid re-
situation from deteriqrating faster than US-sponsore lization of these objectives. On the US side, diplomatic
upgrades can be putin place. efforts must be made to encourage Russian receptivity
To be sure, some in Congress will be opposed to suts an expanded nuclear materials security agenda. Just
stantial increases in MPC&A program spending and tas important, Congress must be convinced that funding
giving greater priority to cooperative nuclear security irsuch an effort is a US national security imperative.

the US-Russian relationship. In the face of such opposi- What follows is a set of general recommendations on

tion, the administration must consistently inform they, . 15 petter use a range of US diplomatic, congres-
DUb“(_: that congressmnajbst_ructlomsts are plr_;lcm_g sional, and budgetary resources to improve the MPC&A
Amerllcan glopal as well as_reg|onal nonp_rollferanon IMffort. After this, specific programmatic recommenda-

peratives at risk by reducing the effectiveness of U ions are listed that might improve prospects for the suc-

Russian efforts to prevent proliferation. If Russia cannof o o o emergency and medium-term MPC&A

plrevehnt the (Ijlspersal of l\_/:c/eap_ons-usgble r;]uclgatr) ”_]lateé'l]stainability measures. Finally, a set of recommended
als, the nuclear nonproliteration regime that It bUilt iny, o 5q,res to build and maintain US and Russian institu-

partnership With the United States du””g_ and after thﬁonal capacities required to sustain the Russian MPC&A
Cold War will suffer a blow far more serious than the,

: . ) effort is provided.
one caused by the 1998 Indian and Pakistani nuclear P
weapon tests, or even by Iran’s eventual acquisition dfl) Prioritize Cooperative Nuclear Security in US

sensitive Russian nuclear technologies. Policy toward the NIS

Above all, the president, the vice president, Energy
RECOMMENDATIONS Secretary Bill Richardson, and individual National

Rapidly changing circumstances in Russia mean tha@boratory directors and scientists must publicly and
MPC&A planners must prioritize their objectives so thatepeatedly state to their Russian counterparts that the
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United States intends to continue funding MPC&Ato lead to Iranian nuclear weapons developrffefhe
work in Russia for the foreseeable future, and thaprotection of Russian fissile materials must therefore be
the security of Russian fissile materials is a top prithe United States’ foremost nonproliferation objective
ority of the US government. Announcing the exten-n the region. In this vein, MPC&A funding must never
sion of the MPC&A and other cooperative nuclearbe withheld as a means to punish the Russian govern-
security programs beyond their scheduled shutdowment for its unwillingness to curtail its relationship with
dates would be of immense and immediate psychdran or other countries of proliferation concern to the
logical value to beleaguered Russian nuclear facilitynited States.

managers, scientists, and guard forces. (2) Increase MPC&A Program Funding

All members of the US government must also make : . .
g The pursuit of the programmatic measures described

it clear to their Russian counterparts that the protec- . ) .
tion of Russian nuclear materials and warheads is t)‘jbeezlOW will require substantially larger MPC&A budgets

or at least the next several years. These budgets should

the region. Over the past several years, US conceng in the $250 million range for the next several years,

about Russian transfers of nuclear and missile tech'th $50 to $100 million b_udgets after this time, when
nology to Iran, India, and other destinations haV‘_fsecurlty upgrades at all sites have been completed. Al-

forced Russian nuclear material protection issues o oug_h a $250 million budget represent_s ahuge _ir_lcrease
of the priority list of discussion topics with Russian'" anthpated FY 2000 MPC&A allocations, ado!lt_lonql
officials. Russian officials thus perceive thespendlng above the FY 1999 level of $152 million is

sustainability of US MPC&A investments in the re- u;\fllkf_ly }o et>)<ceebd tgg_tl_\/lPCI%A mgram’s capacity to
gion to be a lower US priority. effectively absorb additional fundirtg.

Specifically, US officials must make clear that the aI-b Rougdhlty halftof tr,:ﬁ addltlontal $d1(?‘otmllhﬁ/|npg<l§?:|q
leviation of unreasonable tax burdens on individual Rug>c 15€¢ 0 sustain the curreént and future n-
estments through emergency and longer-term

sian institutes and on MPC&A assistance is a prerequisiYe

for an expanded and sustained MPC&A assistance e§ystainabi|ity measures (see below). Since DOE offi-

fort. US officials must also underscore the need for thgalf_%%r; I\e;lsptlcr:nézng ":[' I_:ebbr_llj_?ry 1998 that ak;obus{t,
Russian government to fulfill its responsibilities as 0s sustainabifity program could cos

nuclear power by accounting for all of its nuclear mate- 50 n_nlhon annually, the MPC&.A program coul_d use
combined emergency and medium-term sustainability

rials at the federal level. The taxation and nuclear ac- doets on this scale. Furthermore. it is estimated that
counting issues require high-level Russian government pa9 ) :

intervention with the leaders of the Russian Financgnmher $50 million in annual expenditures would be

Ministry and Minatom. Both of these issues will have toreq_uwed '.[0 _sufﬁuent!y fund a .multl-year plan to con-
lidate fissile material stockpiles at a smaller number

be addressed quickly if the Russian Federation is to ho?cf )

out any hope of effectively utilizing outside assistance sites.

to consolidate its nuclear complex with a minimum im- These estimates do not take into account MPC&A
pact on Russian nuclear workers. needs for other US-sponsored fissile material control
Erojects in Russia, such as the conversion of Russia’s

first nonproliferation priority of the United States in

A diplomatic emphasis on MPC&A issues does no . : . .
P P hree plutonium production reactors and plutonium dis-

mean that the US government should curtail its efforts” ~.". .
in Russia to limit the proliferation damage of Russian-pos't'on' MPC&A costs for these projects should be

Iranian technology transfers and trainfhdn fact, a fail- t?{?j;‘;m sg:;: r;t S(Lj" r']ngsfng Ff!jagg'naopr%ﬁsz;g? dad-
ure to dissuade the Russian government from pursuin ' II unding u provi i
these activities highlights, among other things, the vulhay-
nerability of the Russian nuclear complex to worsening3) Assure a High-Level US Focus on Cooperative
economic circumstances. The direct purchase of fissilRuclear Security
material by a country with nuclear weapons ambitions The president, in consultation with cabinet officers
could lead to the emergence of a new nuclear weapon : : :

. responsible for various NIS cooperative nuclear secu-
state in a matter of months, whereas the process of Rus-

. . . rity programs, should appoint an NIS nuclear materials
S|an-lran|antechnologytransferswouldI|kelytakeyearsyIO g » ShO PP S
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nonproliferation “czar.” This senior official should be level principals on the urgency of the Russian prolifera-
vested with broad authority to negotiate with Russiation threat that led up to the president’s request for addi-
officials and work directly with Congress. Given thetional cooperative security resources, there is no reason
close cooperation of the relevant cabinet secretaries owehy consensus could not be reached on the appointment
the past several months in this issue area, a consengfisa senior official to oversee US cooperative nuclear
might be easily reached as to who might best fulfill thissecurity activities with Russia and other NIS states. This
vital function. official could work directly through the US-Russian Joint

The State Department is now officially charged WithCOmmiSSion on Economic and Technological Coopera-

coordinating all US-NIS activities. State Department of-t'r?n' there?y Cre‘?‘“”?_ a _?onstant., rlngh-levlel presence in
ficials perform an invaluable role in helping cabinet-INe area of Russian fissile material controls. A presence

level secretaries coordinate their long-term Russiaﬂf this kind might be especially helpful in brokering in-

fissile material policy objectives through the budget-f[eragency disagreements, like those that have emerged

making process. But State Department officials, like theif! thefpast over issueks_llike the removal and consolida-
DOD and DOE colleagues, have their own preferred aﬁ'—on of NIS HEU stockpiles.

proaches to the cooperative nuclear security agenda, ag Strengthen Congress’s Role

are incapable of maintaining pressure on Russian offi-

cials to remove roadblocks to the MPC&A agenda an(rjn (-ar:t?n psr(\a/vsilt?]egfaisza?slgnbercg)ﬁ rc?fgLLJJISa;,erC\?ltbc;rr]seg)li\(lail
other important fissile material control initiatives. For 9 P group b

their part, National Security Council (NSC) officials arethem apprised of administration efforts. Such meetings

prevented by staffing constraints from working on a da could build upon the success of past meetings involving

to-day basis with the Russian government or Congreége DOE and DOD secretaries. The Senate's leadership

on MPC&A objectives and other Russian fissile mateCl€ in the area of nuclear material security matters could

rial policy issues. Most importantly, neither the NSCalso be acknowledged by administration efforts to liai-

nor the State Department have the staff time to brok " with Senate task forces, such as the one recently

chronic interagency conflicts in a timely fashion. ormeq by S_enat(_)r_ Pete Domemu (R-NM) on R_u53|an
plutonium disposition. Alternatively, a group of inter-
The justification for an NIS fissile material nonpro- ested senators could be regularly consulted on Russian
liferation czar is therefore straightforward. As suggesteflssile material security matters much in the way that
by experts appointed by Congress to better organize tlBnate arms control observer groups were consulted

US nonproliferation effort, during US-Soviet arms control negotiations.
The normal NSC interagency process ... or-

chestrated by senior National Security Coun-
cil staff director, works well when there is a
crisis. But the inter-agency process is less well
suited to influence and resolve day-to-day is-
sues and resource allocation questions, includ-
ing the assignment of lead responsibility and
elimination of duplication of effort among
various agencie$.

Although the US Senate has taken the lead in creating
and sustaining funding for US-Russian cooperative
nuclear security activities, the House has often attempted
to block new and existing initiatives. The administra-
tion should urge the House to create a panel similar to
the one created by then-House Armed Services Com-
mittee Chairman Les Aspin (D-WI) that deliberated dur-
ing the late 1980s on issues related to the DOE’s
énanagement of the US nuclear weapons complex.

An NIS nuclear nonproliferation czar could expedite th ) .
resolution of roadblocks to improved MPC&A efforts E:hawed by Ff(_apresentatlve John Spratt (D-SC)'. the
Spratt Panel” included members of the Subcommittee

?icr)]ntshsvit:\SRilg:iéﬁno?‘ﬁlcrz?ggove US leverage in negotladn Energy and Water of the House Appropriations Com-

mittee. The Energy and Water Subcommittee appropri-
The Clinton administration did in fact recently takeates funds for cooperative nuclear security programs that
this issue-specific approach to nonproliferation leaderare authorized by the House National Security Commit-
ship to heart. In October 1998, former Secretary of Deee. The increased attention that such a panel would bring
fense William Perry accepted President Clinton’s reques$ MPC&A and other NIS nuclear security issues would
to oversee US cooperative nuclear security activitiegllow members to cast more informed votes on policy
with North Korea. Given the agreement among cabinetaind funding matters, and reduce frictions between House
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authorizers and appropriators as well as between Houseincentive for site managers who are otherwise likely
and Senate conferees who make decisions about coop+o forsake the goal of installing and sustaining these

erative programs.

(5) Supplement and Extend MPC&A Emergency
Sustainability Measures

If the United States is serious about its long-term
nuclear security commitment to the region, the DOE,
through its MPC&A program, must do its utmost to pre-
vent Russia’s economic deprivation from lowering the
effectiveness of the MPC&A effort. This means that
other agencies capable of providing food, clothing, elec-
trical generators, and other forms of assistance, such a
the Departments of Defense and Agriculture, must con-
tribute to this effort by providing supplies where needed.

More importantly, as a matter of policy, DOE must

basic security measures. Creating opportunities for site
managers to apply for US-sponsored, low-interest
loans could also help lend some degree of budgeting
predictability to site managers facing immediate fi-
nancial difficulties®®

* Third, a broad-based effort must be made at each
facility to train guards and younger scientists and tech-
nicians on the proliferation-related policy ramifica-
tions of their nuclear material protection missiéhs.
Even under normal economic circumstances, the

Syoung conscripts who guard many facilities cannot

be expected to exercise the necessary vigilance if they
know little about the practical ramifications of their
work. Short courses should be taught by or in con-

integrate short-term emergency measures with longer- junction with Russian nonproliferation experts on the

term sustainability goals. This is not simply a matter of
realizing the greatest possible economic efficiency. It
would also represent at least an implicit recognition of
the fact that the Russian crisis is likely to endure for

some time to come. The following seven measures should

be implemented or expanded to serve this goal:
* First, MPC&A funding should be provided for con-
ducting realistic tests of the performance of sites’
MPCG&A systems in dealing with both insider and out-
sider threats, and for correcting weaknesses identi-

fied in those tests. Top nuclear security experts have

long recommended iterative testing programs under
real world circumstancé8.Over time, US-funded per-

formance testing could also improve US access to Rus-

sian fissile material sites. US demands for greater
access to already-installed MPC&A systems often

heighten suspicions among some Russians that the

MPC&A program is really a pretext for Americans to
either collect intelligence or criticize the Russian
nuclear power industry. However, the results of per-
formance tests could legitimize genuine US concerns
about the operability of Russian security systems, and

absolutely critical security importance of preventing
the theft of weapons-usable matefral.

* Fourth, existing programs for funding technical
MPC&A and regulatory training for Minatom and
GAN scientists, engineers, and regulators should be
enhanced. These programs should provide stipends
for trainees from each fissile material site if candi-
dates are otherwise in short supply. Over time, an ever
greater emphasis should be placed on the MPC&A
program’s “train the trainers” efforts, which are in-
tended to indigenize Russian safeguards and safety
training practices as quickly as possible. These and
other programs should also work more closely with
Minatom’s own leadership training programs in or-
der to help assure the emergence of a cadre of Minatom
leaders.

« Fifth, in order to assure that regulatory training and
related US assistance endures, DOE officials must find
a way to continue funding for US Nuclear Regulatory
Commission (NRC) work with GAN. This program

is designed to help establish independent nuclear

thus help overcome suspicions that the US demand safety and material control procedures that did not

for access is a stalking horse for other objecti¥es.

» Second, the MPC&A program should expand its ef-

forts so that it pays for two to three years of operating
and maintenance costs for the facilities or sites where
upgrades are planné&dMany facilities still lack ba-

previously exist. Funds for these activities originally
came from the CTR, but are nearly depleted. Alterna-
tively, NRC staff could be integrated into an MPC&A-
led effort to assure the creation of an indigenous
regulatory enforcement program.

sic security measures such as permanent fences or op- 10 be sure, both the current weaknesses of the Rus-

erational security cameré&sExpanding the current
“system warranty” approach would create a financial
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obstacles to the emergence of effective Russian rega-long way towards attracting career-minded scientists
latory structures. But a genuine effort must nonetheand managers to the program, both in Washington and
less be made if the United States wishes to preveat the various National Laboratories. Attracting and
Russian public opposition to the MPC&A programtraining additional staff in specific skill areas is es-
and other US-sponsored fissile material securitgential, due to the rapid expansion in the number and
projects. Local and regional opposition to some CTRcope of MPC&A projects.

projects has already demonstrated the Russian pUbI'C’SHowever, there are considerable differences of

skept_|C|sm "‘.‘*?0‘“ thekab'“t? of US or US_-sponsoreobpimon within DOE and within and between various
RuISS|anhent|t|e_:s Ijosta €sa e?(’ concernj ;nf[%aifour}{lational Laboratories as to the availability of quali-
Unless the United States makes a good faith effort i, safeguards and program management specialists

sustain Russia’s nascent regulatory structures, US irr]équired for the MPC&A effort. DOE should ask an
stitutions may be further tainted by this skepticism. independent, scientific organization to evaluate the

« Sixth, although some sites have or will soon launcimumbers and kinds of trained personnel available for
economic development projects through the IPP, thhese tasks throughout the US government and the
ISTC, the NCI, and other US-sponsored programd\ational Laboratories, as well as in private industry.
there is no systematic effort to create indigenou#f there are deficiencies in any skill area, DOE could
sources of income at fissile material storage sitesontract with private US and Russian companies that
Given their role in helping Russian site managers ideritave safeguards or operational expertise in the instal-
tify technologies for MPC&A upgrades, MPC&A pro- lation and servicing of MPC&A equipment. This is
gram staff are ideally situated to identify site-specifican especially useful approach in the United States,
resources that might be of interest to outside invesince many of the most highly trained and innovative
tors or to US-sponsored projects to create an indigAmerican specialists have moved to the private sec-
enous MPC&A technology manufacturing basetor since the end of the Cold War.

Small bu'_siness Ioan§ g:ould also be used to encouragen, the Russian side, MPC&A installation and ser-
the creation of promising ventures. vicing contracts could be awarded to Russian scien-
* Finally, without taking funds from the MPC&A mis- tists and managers as part of a broad strategy that
sion, the DOE should expand, to the maximum extemewards excellence in the installation and maintenance
possible, its “Second Line of Defense” Russian cusef MPC&A security and inventory upgrades. Both
toms and export control assistance programs. AIBDOE and DOD already contract with Russian enti-
though the installation of modern detectors at theies to perform physical protection upgrades at nuclear
estimated 500 major border crossings in Russia wouldarhead dismantlement facilities where Russian
be prohibitively expensive, a pilot project that coversuclear scientists request security assistance, but do
the largest border points would be a worthy investnot desire an American presence for fear that nuclear
ment, and require a tripling of the current $6 millionmaterial or weapons secrets might be disclosed. This
annual investment in the initiativé Russian recep- approach would, of course, also enhance the US ob-
tivity to this kind of assistance cannot help but imqective of indigenizing the safeguarding of Russian
prove the chances of intercepting a significant fissildissile materials.
material diversion, and a US-Russian presence miglzJ] | In tion Shari
help reduce the influence of regional criminal net- ) Improve Information Sharing
works that have recently been active at key border The United States should also institute measures
points. to improve lateral communications within the vari-
e : ous cooperative nuclear security programs and amon
(6) Improve US MPC&A Capabilities in Russia programps from US agencies aynz o?ganizations. Ang
In order to maximize the potential nonproliferationanalytical unit within DOE or within a National Labo-
gains afforded by the MPC&A program, the Unitedratory should be funded by Congress to monitor all
States must also make better investments in its own madS and multilateral cooperative nuclear security ac-
agers and technology experts. The indefinite extensidivities at all sites. Analysts in this unit would have a
of the MPC&A program recommended above would gstrong background in Russian area studies and nuclear
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nonproliferation. These experts could be consulted As in the past, the continued dominance of politics
by all US heads of delegation before they leave fogver substance as regards MPC&A spending can be
Russia, so that US programs would be better coordiraced to the absence of sustained, high-level leadership
nated and program officials coubetter leverage US in the area of Russian fissile material controls. The poli-
NIS nonproliferation assistanée. tics of the budgeting process have already reduced an-

Opportunities should also be identified to promote thdicipated increases in the administration’s overall request
more efficient sharing of MPC&A “lessons learned” for cooperative security activities with Russia. The same
within and between US agencies responsible for Ruds true for DOE. Since Congress has required DOE to
sian and NIS nuclear security programs. A US nationdHnd the NCI using FY 1999 appropriations for other
research institution or scientific society could be fundedOE national security accounts, DOE officials have in-
by Congress to sponsor semi-annual conferences féfructed MPC&A program managers to hold back $12
staff and mid-level US cooperative nuclear security ofMillion of the $152 million FY 1999 MPC&A budget
ficials. NGOs could sponsor components of such corfor the NCI. This situation typifies the absence of a stra-
ferences, or be funded to hold related seminars at reguf&9ic planning process at the highest level of the US
intervals. Also, National Laboratories or research instigovernment that would presumably preclude trade-offs
tutes could publish regular newsletters and maintaiRétween DOE's “loose nukes” and “brain drain” pro-
websites containing comprehensive listings of informagrammatic objectives.

tion about US-Russian cooperative nuclear security The US failure to fully fund cooperative nuclear se-

projects®® curity emerges in large part from the Clinton
adminstration’s inability to internalize lessons from their

PROMOTING A STRENGTHENED MPC&A largely failed Russian economic assistance policies. To

EFFORT be sure, all administration officials agree that coopera-

The MPC&A program is at a crucial turning point. tive security programs should endure even in the absence
Just as it was reaching maturity, changing conditions ifif @ Comprehensive economic assistance package. How-
Russia and an unresponsive, overly cautious politic&Ver few have deduced from their experiences that op-
mindset in the United States forced program manageR9"tunities to pursue cooperative security measures
to make difficult choices without the benefit of anMight not endure indefinitely. Even fewer officials un-
overarching strategic vision that matched conditions ifferstand that MPC&A program managers have already
Russia. The August 1998 crisis provided the catalyst fdfXPerienced an erosion in their ability to access MPC&A
DOE leaders to at least recognize the necessary elemeP§S: If they did, they might understand the urgency of
of a US strategy that addresses these conditions, andPig"SUINg every opportunity to secure Russian fissile
make sufficient inroads with administration and con.materials now, especially since a cadre of Russian nuclear

gressional officials to prevent a precipitous decline iF¢ieNtists that is amenable to financial incentives and
MPC&A funding. sees nonproliferation to be in Russia’s own national in-

. _ terest remains in place.
However, the administrations’s FY 2000 request of

$145 million will still force MPC&A program manag- ~ EVen if substantial progress could now be made on a
ers to choose between different program priorities. AIWNOl€ set of issues ranging from site access to taxation,
most inevitably, regulatory and safeguards-relatef@Pidily strengthening and expanding US-Russian rela-
training programs will get short shrift, since these and/oNShips on a person-by-person and region-by-region
other difficult-to-accomplish indigenization strategiesPasis would still be in the national security interests of
represent less pressing needs than measures designetifoUnited States. These relationships can serve as an
preserve existing MPC&A investments, or to rapidwlnvaluable_ countgrvyelght to the rising threat of region-
complete planned upgrades at all 40 Russian sites. UALY organized criminal networks that are demonstrat-
der current funding projections, the program is also likeyd @ growing potential capability to smuggle fissile
to face longer-term funding constraints that may weliaterials?” Russian scientists who have a strong non-

undermine the scope of site-to-site nuclear material coproliferation ethic are the last line of defense against
solidation efforts. fissile material diversion, and are thus America’s natu-

ral allies in the fight to secure Russian facilities. These
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